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2005F DOHERAIE $929mil

Gartner Survey Shows Frequent Data Security Lapses and Increased Cyber Attacks Damage Consumer
Trust in Online Commerce (Gartner)

2008FDFEZAIL $3.6bil

Gartner Survey Shows Phishing Attacks Escalated in 2007; More than $3 Billion Lost to These Attacks.
(Gartner)

20134 C $5.9bil

THE CURRENT STATE OF CYBERCRIME 2014(RSA)
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E.W. Felten et al. “Web Spooﬁng An Internet Con Game”, 1997
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Clicking on links within emails like the one in the "amazon.com” email you've

Just read puts you at risk for identity theft and financial loss.
/ This email and tutorial were developed by Carnegie Mellon University to
teach you how to protect yourself from these kind of phishing scams.

Anti-Phishing Phil demo | Wombat Security - Windows Internet Explorer =
@ g/ /v ty.com/antr-phishing-phi-dema P ~ B ][ @ A shisping Pl demo . x o e B
Anti-Phishing Phil ~
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How to Help Protect Yourself

E¥ oon't trust links in an email. Don't call company phone
numbers in emails or
m http://www.amazon.com/update instant messages. Check a

reliable source such as a
phone book or credit card

Never give out personal
B information upon email statement.
request. Credit Card Statement
wLUTE Sl Name:[Jane Smith ~For Customer Service
Credit Card: [1234 5678 call:1-800 xxx-xxx
9101 1213]
Don't open unexpected
B ngk carefully at the web email attachments or
address. instant message download
F http://www.a [gzon.com links.
NI
My Inbox
n Type in the real website gg;ﬁge‘:te updated
address into a web browser. attachment
http://www.amazon.com

- JAa w208 A b
([CEMZRET D
P. Kumaraguru, “Protecting people from phishing: the
design and evaluation of an embedded training email system”, 2007

S. Sheng “Anti-Phishing Phil: The Design and Evaluation of a Game
That Teaches People Not to Fall for Phish”, 2007
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= Stop Think Connect (USA)
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" SSL OTREERT B
. RAA VIBRERR m...,.."i”‘“‘i"“:"
- RBEODITYANTHBICEE T

=~ (5 : Account Guard)

site Report
/ Risk rating: 0
B 1 AN\1T/) ¢ \vvI)I\“*JJI1T7WwWwW)\+~-99—~ o s UK site rank: 311,393
First seen:  Septemoer 2000 Moster:  fustoraft
v - Report phish
I

Netcraft Toolbar

R. Dhamija. “Battle Against Phishing”, 2005
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- HTTP Mutual Authentication

- =
- Man-In-The-MiddleftlzE TP AT (153
— «—
RIEBTIEE HTTPIE
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- MITMICMHA5MNBICIE
Eile Eot Vew MHigtory Bookmarks Jools Help
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- IETF (httpauth WG)T
Mutual Authentication Protocol for HTTP
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- Extended Validation SSL EfERZE
- BHEDIT T A T4 EDFFO DDA

| =

- DNSSEC & DiE
- DANE/TLSA Verification (RFC6698)

€ @ https://www.nic.cz (& ] E1=1—1
= A=
6 https://www.nic.cz - FeslEEdDEa{E(compromise)
Certificate corresponds to TLSA 151] - DigiNota r=B4 (201 1)

The remote server certificate for this domain name was
verified by DANE protocol. The certificate corresponds to

TLSA record which is secured by DNSSEC technology. DN SSECO)E}EE (20 1 O)

More info(M)
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Google Chrome 36

Title: The site’s security certificate is not
trusted!

You attempted to reach example.com, but

the server presented a certificate issued by
an entity that is not trusted by your
computer’s operating system. This may mean
that the server has generated its own
security credentials, which Chrome cannot
rely on for identity information, or an
attacker may be trying to intercept your
communications. You should not proceed,
especially if you have never seen this warning
before for this site.

Google Chrome 37

Title: Your connection is not private

Attackers might be trying to steal your
information from example.com (for example,
passwords, messages, or credit cards).

. BP9REEZIEITD
. R E=ZER

(EfEEED ML —RAD)

. BN R D= iEE

A.P. Felt “Improving SSL Warnings: Comprehension and Adherence”, 2015
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Usability, Deploy-ability, Security

J. Bonneau "The quest to replace passwords: A framework for comparative evaluation of web authentication
schemes", 2012
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Y. Zhang et al, “Phinding Phish: Evaluating Anti-Phishing Tools”, 2007
S. Sheng et al, “An Empirical Analysis of Phishing Blacklists”, 2009

Daisuke MIYAMOTO, UTokyo, I1J-labtz=2— 201585827H



NECOMAYT
URLDD T

« DY UULVURLODYFE]
- RAAZORDDICIPZ RLZZEAWND

- IERY A hERER(CBITND

. paypal.com|(CX19 Bpaypai.com, paypak.com, paypay.com -

- ELENZL)
- http://www.paypal.com.brah.brah.brah.brah.....
- http://paypal.com@/webcmd.run.org/

Daisuke MIYAMOTO, UTokyo, I1J-labtz=2— 201585827H



NECOMAS"

DNS SixIGHRDI

- LA RS (CEERSNTMSDRARIAMEL
-« TTL A¥%EL)

INAT+ >0 5OHIBIFEIHRAD M LU
- IFRRYA b TV ERBERN(ICITULND

Daisuke MIYAMOTO, UTokyo, I1J-labtz=2— 201585827H



NECOMAYY
IP 7 RL XD

~

: |/|:017___:/: S
- WebH—/)\DIP7Z RL- X

Al

- WebH—/)\DFE I DASE

Daisuke MIYAMOTO, UTokyo, I1]J-labtz=7— 20158&5H27H



NECOMA=-~
A2V

- ASUHMELY
- BIRSERITCLDF—D— REHIE
- Google THRFRTI D

- IFRYA MILEAZIICKBH, Tawvs 2 THA
NI BTSSRI 0N

— AT SN TLVRLY

ST VORI

Daisuke MIYAMOTO, UTokyo, I1J-labtz=2— 201585827H



NECOMAYY

RHCKDT1 VS IIMWER (2)

- “{EDFEEBENDE SR

H, H, Hs Hg H; Actual
Conditions
Site #1 1 0 1 1 1 1 1 phishing
Site #2 1 0 0 0 0 1 0 phishing
Site #3 0 1 0 1 1 1 0 phis|
M f1 measure [ Error Rate [ AUC
P o ————
Site #m 0 1 0 0 0 0 0 legitil | - 10,9543
Bagging \MJPW\?%W
o/j? ~ L =H4] =r%d) F ﬁ EE SUM R 0.8TT0
— - - [ 10.9180
- } \ / I:IIL‘;\IIIEI (= L I/ ———
\ = 10.9449
221:—}2"""'5.13.1 — EIéJgJ P — 5509
" *7:!?: ﬁ % = (Q— A:é I I LR 13.08% 10.9523
P 0.5 749
RF 12.34%
[ 10.9539
i ——————
NN 12.21%
[ 10.9518
e ———_
NB 12.58%
[ ]0.9486
LA ——————
BART 12.19%
[ 10.9540
Y ——
CANTINA ‘ 15.26%

]0.9367
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D. Miyamoto et al, “HumanBoost: Utilization of Users' Past Trust Decision for Identifying Fraudulent Websites”, 2009
H. Pareek et al, “Human Boosting”, 2013

Daisuke MIYAMOTO, UTokyo, I1J-labtz=23— 2015%€5827H




RIMCKDITrvS

NECOM

> D3R (5)

- s bOFEEE

var ftspzxjwygbc =
"0730078507690784077507820786070207780767

07800773078707670773077107310776076707880
76707850769078407750782078

(snip)
function mljbkgwugvy() {

left  phift lcﬂ hm
T ID NU: D S RET
left fshift l / / / l
G Al SUB CALL
function \param ft left  phift o] ¢

var ihuaplwebvcjo =

"0139019401780193018401910195011101870176
01890182019601760182018001400185017601970
1760194017801930184019101950

(snip)

function okuagebt() {

// /&

/\ H

/\
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Principle: Supporting Users’ Decision-Making

Education
- Educational materials

Raising Awareness

- User Interface for Trust 4
Detection

- Warning suspicious websites

Research on Phishing

y AN, . -
. ﬁ

Raising Awareness

Webroot
/ AntiSpyware

oooooooooooooooo

. i-Phi 5 Phil ™ with AntiVirus
A paypal Inc. [USJ\https //www paypal.com/-< McAfee
Mover Sy

ﬂ https://www.nic.cz

a @ https://www.nic.cz
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T. Moore “The Phish Market Protocol: Securly Sharing Attack Data Between Competitors”, 2009
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Buy Viagra for Lowest
Cost on Net - Order
Viagra Online 100mg,
50mg for Cheapest Price
on Net and get Free Pills,
we accept Visa cards
Safe & Secure Processing
since the year 1999

The security questions and answers of
PayPal account were changed on 21 Sep.
2013.

If you did not authorize this change, please
contact us immediately using the phone
number found on the following page:

https://www.paypal.com/uk/login/

Thank you for using PayPal!
The PayPal Team.

Please do not reply to this email. This
mailbox is not monitored any you will not
receive a response. For assistance, lo in to
your PayPal account and click the Help link
located in the top right corner of any PayPal

page.
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Unstructured set of Selected fields of the

words: header header I P 77 }\\\ I/ X

IPT=[XXX. XXX XXX XXX]
IP2=[YYY.YYY.YYY.YYY]

From,sarah.example.com

A to
7( —/ L~ P4 52 jone.org received /

rom:<sarah@example.com>
o:<jone@example.org>

eceived from[Xxx.XXX.XXX.Xxx]by...
eceived from[yyy.yyy.yyy.yyy] by... Size = 3.550 bytes

-
[— <———=|  Number of attachments=1 ” /r A

Unstructured set of General characteristics

words:all

From,sarah.example.com
Jtojone.org,received...
Dear,I,would,like,...

Dear Jone !
I would like to

=l congratulate you
with
Body as a text in
Unstructured set of a natural language
words:body / \ \

Dear jone,l,would,like Dear jone

77 P late, I would like to g e ﬁﬁj:
1:% iﬁf{: *ﬁ B congfatu - congratulate you with .., 7] zg = mI:[;‘ fF ﬁ

A. Almomani et al, "A Survey of Phishing Email Filtering Techniques", 2013
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- DKIM / Verifier - palsuke MIVAVOTG )

7 test

. S ; PI 554 Naiaike MIYAMOTN

-« D> bODEEIAE e 9:52AM

« DT I A—S—DHEAEEEN
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SMS / IM = Voice Phishing
- Bl
SMS

wi.. AT&T 3G 10:05 PM Q 3 100% @0
s +1(949) 378-1... Em

- Vishing
- Voice over Phishing
“ . BEFR (3BE)
Jul 8 20 °°‘ PM Last Warning: Your Facebook account

Need cash now? Receive will be turned off Because someone has

$100-8$1500 direct to reported you. Please do re-confirm . j:}]'_z‘{ D :\&&)E/E,H:ﬂ ( E $)
YOUR bank in 1hr! No '

your account security by:
credit check. Get instant © => http://apps-

Call Add to Contacts

R i | - D1 JYA hERE

The Facebook Team

1 m.

ol
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- Pharming
- Hosts D7 A1) ZEERXD
[—ELITEELTERD] /I\5—2EH3D

d

- R HDBHREERHDZE DR
- EBEOTI\A X EE > TR
NSRS v
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SEVENTH FRAMEWORK Ministry of Internal Affairs
PROGRAMME and Communications

- NECOMAZ O k (Nippon-European
Cyberdefense-Oriented Multilayer threat Analysis)C
(Z. BUMEZEES FP7 0O > A (Seventh Framework
Programme) #8732 EEREY [E FEE R AT FEHEE
FEDOHMR ICT BrsfiRETHD A/ —BRICXT T D
o){EMHRR{b DDA I/I\—ttF1 US| (CEDIEA
CWWET (ER25FE~27FE)
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FlE(x. BEHTICRULTHEEEIT D

P PayPal T 7 RO
Account Status Update.
Log in to your paypal as soon as

possible Vi ¢
.
; H I TGRS ) Sz
AT
Hello VY = 71\7 I\
i, ) D muf D T
Recently, there's been activity in your PayPal account that seems unusual compared to your normal
account activities. Please log in to PayPal to confirm your identity and update card information. .—E > \j: 77'
=] j7‘/f S A
We're concerned that someone is using your PayPal account without your knowledge. Recent activity
from your account seems to have occurred from a suspicious location or under circumstances that
may be different than usual
I I > =
7 A =
What do | need to do? D /r/l/fﬁﬁﬁ?g\bkb \

® Click here

® Log in to your PayPal account as soon as possible. We may ask you to confirm -
information you provided when you created your account to make sure you're the R e ey e o B TR BT = SRS | P o o, Poy e
account holder. We'll then ask you to change your password and security questions.

PayPal’ | sw - | s~ e - Expiore

More time is more money.
Yours sincerely, When you sell online with PayPal and offer financing

with Bill Me Later®, your buyers can get even more.
PayPal Vol get pid up fon, ey getup 0.6 monins opay.

Subjct o credt apprr

Sell more online with us.

B b CEIFI DBEZTF(ICDOIT=EDICE?

SHA
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RLA) \‘—’&ﬁﬁmﬂ'ﬁ 2y =]

]
B/ i 5 — =
€ - C fi |8 Paypol inc. [Us]|https://www.paypal.com/cgi-bin/marketingweb?cmd=_login-run & =

P PayPal

All in one pay.
Pick a card, any card, or bank account, or even apply to
get a ne of credt from us. R's your money, you choose

Log in to your account

Email address
how 1o spend &t

Password Simple. And usually free.
's free to sign up for a PayPal account, and we dont
charge you a transaction fee when you buy something,

no matter how you choose 1o pay

N

Forgot your email address or password?

Sign Up for Free

About PayPal | Contact Us | Fees | PayPal Developers | Merchant Senvices | Worldwide | Ste Feedback

Privacy | PayPal Blog | PayPal Labs | Jobs | Legal Agreements | Site Map | eBay

Copynight © 1999-2014 PayPal Al nohts resenved

www.paypal.com ZHRUTVWET ...

D. Miyamoto “EyeBit”, 20
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BRREDYR— b RRREIOCADFIVY
<7 Cmme o A - we
N~~~ O~ e N

=28 ’|ﬁ$l§7a':}ma_< . thinking

seeing-® ==
| | J | breathing

Education Attentlon Detection

heart-beating
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Cognitive task analysis

Blinking, EOG (electrooculography) Gaze tracking
[Veltman 1998, Wilson 2003] [Marshall 2003, Zhai 1999]
Pupil dilation Facial warmth
[Marshall 2002] [Veltman & Vos, 2005]
Voice stress Respiratory
[Rothkrantz 2004 ] [Veltman 1998, Wientjes 1992]
Blood pressure EEG (electroencephalogram)
[Veltman 1996, Miyake 2000] [Wilson 2001, Prinzel 1999]
Skin conductivity EMG (electromyography)
[Haag 2004] [Lundberg 1994, Karthikeyan 2012]
Gesture recognition Facial expression
[Ehlert 2003] [Kuilenburg 2005, Jeniffer 2007]
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- TETHB., MR =TT DDIIE

s SeAIDIEENSEMITDE - -

TROFE IR ER

[Crawford 2005, Noris 2007]

YT =5 vy

. R,

- BRRDENNTCTUODHICEBIRTE L7180
Irwin 2007]

CHYE—F o v ORIGH SE AR A A
[Tokuda 2011]

I)Idl.l.él:l‘
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REDIRET 1 VS 2 OXR (3)
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RBPIRET 1 VS OWR (4)

- IRIRDEX
- Informational Intention: EXIICEDUVWWTCHE
- Navigational Intention: $FICEXI/RX<EE

- JawS o8 I\n,uu”kc‘:d)ﬂ‘ﬁlaaa

AOI of address bar

Area of Interests
»| e Fixation Length > Classifier
* Fixation Count

ayPal e
(b) Address Bar

Screenshots of
phishing / legitimate
websites

Eye Tracking Feature extraction
Device for eye-movement
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- SSL f#A & DEHE
- SSL handshake D% & DD

- TRy B MM & OES
« IP7 RL-X/FQDN & B

« 518 NECOMA Tl& - -
- £EBDFT—4 % Presto (Hadoop) EICEHET
- BROT—H% sql SAUICHRZR

Daisuke MIYAMOTO, UTokyo, I1J-labtz=2— 201585827H



NECOMAY,

T4 Y 2D 3 RAZFTDER TR
DE(CEDFEICRATEIEL)R

Daisuke MIYAMOTO, UTokyo, I1J-labtz=2-— 201585H27H



NECOMAY

Neuro Cybersecurlty DN (1)

Emerging security
threats

EEG

Human emotion

Social
Engineering
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EEG and 10-20 system

NASION
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I
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INION
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= Less than $100
- One point (FP1)

NASION

@@@@Q
@@
@ ® Q
@@

INION
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E:u\%u aEND s1:H

A MUATFA

Performance
(physical & mentai)

High

Medium

Low

A

>

Best
(optimum)
performance

- — -

Laid back
|
1 stress
inactive ! zone Panic, anger,
: or violence
Low Medium
(underload)

Arousal level
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- BEREHRLIETEENDERA
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m_ — - . ‘E ay \ \ ’=
sl - mEEIIYID \ (1)
@ Recording mode. Open Display session. Client: daisuke, . Screen: Assessment & Review - Skin Conductance & Temperature ol
File Session Screens Edit Tools Options Hardware View Help
Loxi0 Min (043 | Max (071 5] Thet | ] g S [10sec Y BB DO ()2 3 45 B

Skin Conductance & -Temperature Assessment-Review

00:09:30 00:09:31 00:09:32 00:09:33 00:09:34 00:09:35 00:09:36 00:09:37 00:09:38 00:09:33 00:09:40

3520 ................. ................. ................. ................. ................ ................
BETT o SRR RIS SRTIN SIS TIRI I T
00:03:30 00:09:31 00:09:32 00:09:33 00:03:34 00:03:35 00:03:36 00:09:37 00:09:38 00:03:39 00:03:40
E: Skin conductance (uS): (.56 C: Temperature (Deg): 35.19
Whole session mean: (.62 Overall mean: 33.01

(Remember to drag the session scroll bar all the way to the end to get whole session means)

Epoch means:

(BicGréph )

Open session: 00:09:35.437
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- BR(CKDREBEMDZEAL

- omDIEN (B F(CERDANEm) [Ora 2010]

- FHEEAL & DEMR
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- Guidelines considered in Japan
- Brain Machine Interface (BMI)

- Brain Computer Interface (BCI)
- Heart to Heart Science (HHS)

Society for Neuroscience (SfN)

. http://www.sfn.org/member-center/
professional-conduct/sfn-ethics-policy

National Institute of Health (NIH)

. http://videocast.nih.gov/pdf/
ohrp appendix belmont report vol 2.pdf
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Arial www.japannetbank.co.jp www.japannetbank.co.jp
Times New : : : :
Roman www.japannetbank.co.jp www.japannetbank.co.jp

Century www.japannetbank.co.jp www.japannetbank.co.jp
AAYF www.japannetbank.co.jp www.]j a pannetbank.co.]jp
M S BHEA www. japannetbank. co. jp www. j a pannetbank. co. jp

MSOwvws www. japannetbank. co. jp www. | a pannetbank. co. jp
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