Microsoft&
17 51)0SODEaIHR

ERHE
BERZAKRTF

2015.07.28
iijlabtz = 4 —



HEin

» 2K 55 (@ntddk)
s BIERAKRT IRIRBERF

ctFXal)Ta s v T2015%2[E

« NJ-NT7ILINA B

mb 35

T EmhAM



Windowsz 77U & UTEMFE B S HRA8{ERIl [S1I5U0S]

CNET Japan = %5% & All About Microsoft

FIEDDOEEME, SRS oTEIMN?
[ #i&Mm ] 2inl Windows&J'L-w b, OfficefffZT4RMAA!?

A0V k . 59RO T T ERE T AF B i Haven]
BETEO UIIEDD ? REBICEEB UL THIEA OO ]

ETERNUS+VVOLHRKT S, AL —JZFERAEENANY - A2EHE874—5A L jd:la*ﬁ%

e ) [E#®] o0V I\b‘DOCkert}E%\ REAWIndows L) 2014/10/07 1250
{RIBALE (EEERIH S ITHEF CHLEER ServercDockerZifH & HKE., Microsoft AzureTlE

221 —NXTI5407Ww6 170 %120 pDocker HubéDHESE ) Pocket ¢ 38
JObtwHEXAZ—OT7DOBEBKICAD EE
TEITEEEXIBEICLICRBDIEESN 2014510A16H s

_ . — . KXY ro0OY D b(EDockertt 3R L. XEAWiIndows ServerTDockerzHR e |

_D(Jﬁﬁ%{tﬁﬂiébjjtﬁ\ %ZEE; = I\o Microsoft AzureTHDockerzH/R— h3d 3 EEEB(C. Docker Hub&ED PTREDREERD

B HS Ry 22T kXS . BROISS—TSA XS LGOS REPIDE N

£, ZBIFTONFIEEZDOHRL, EFETHZAIY b - BRAU-KHBESOTOY — - ' Intrusted Cloud with Haven |&RET 5
[Docker and Microsoft: Integrating > = MI N — LI — LR TS BAHATL

Docker with Windows Server and Microsoft tems Design and Implementation T &

Azure] TBESHCLTWLET, —4H —@M I WalkingCat | K [Z &% H1)

Docker®Windows-A X—(Cx G
HRAU—FKnIJOJ(CLBE. Windows

http://news.mynavi.jp/news/2011/10/28/022/
http://japan.cnet.com/sp/allaboutms/35054783/
http://www.publickeyl.jp/blog/14/dockerwindows_serverdockermicrosoft_azuredocker_hub.html 3

CAantrii'la DlaA NAaAlrar A A



Windowsz 77U & UTEMFE B S HRABERI IS 125 U0S]

FMED DR, BRI/ OTEIN?

[ #iE2& ] 2inl Windows& 7' L-w Fhi, Officeft=T4hR

NET Japan & %58 & All About Microsoft

IA40YI7 959K EDT ) EREET BT Haven

BETFTHEO>TAIESS ? RIBICHAERLT
ETERNUS+VVOLDiR#H T 5, AL

IR CIeAiT (FERERI N SITDEF

>0 TI 54070607 A\

JOtwHIE A= — 7D
TEITEEEXIEI LTS

—OCARBIERIfTEWN D TE, | o
AVERCSFEFRL. /\ 1)
ILTI\—= RO 70T )UREE
fit. U2 FRy o3 )(—

O

HEI DL

>S4 7 ZJ0ScliEiich
Microsoftid 21 7 2 JO0SE ESIEZATVLWBRDH

) 2014/10/07 12:50

ocket < 38

FEDHRFEZZT !

RIS, I DREMICHT HIERE

5. Z2BFTWNFIEE DN,

http://news.mynavi.jp/news/2011/10/28/022/
http://japan.cnet.com/sp/allaboutms/35054783/
http://www.publickeyl.jp/blog/14/dockerwindows_serverdockermicrosoft_azuredocker_hub.html

T = v = T = Er i = | —

[Docker and Microsoft: Integrating
Docker with Windows Server and Microsoft
Azurel TEHESMNZUTWLET,

Docker®Windows-A X—(Cx G

HRAU—FKnIJOJ(CLBE. Windows

[ L

CAantrii'la DlaA

w

8]

NAaAliar A d

mmurusted Cloud with Haven | ERET B
MIN—LT4—ILETESEITHRTL
tems Design and Implementation T3
—H — DI WalkingCat | KT /EH#) .




Monolithic Kernel Microkernel
based Operating System based Operating System

Application System Call

/"""

Application
IPC

Hardware Hardware

http://upload.wikimedia.org/wikipedia/commons/thumb/6/67/0S-structure.svg/1000px-OS-structure.svg.png



H—FILDESE

Unics UNIXv6 Linux
1969 1975 1978 1991
1967 1987 1989\ 1995
l}nm:l ﬁ-
I

4751 OSDILR




—a—=XJ =7 TOieF (19925F)

IA720h—)E7O ARBEED T/ )OI hH—ILIETOERDFHE
FT—=IN—A"Yy RHRKZTTT3 Linux|dx86ICkZFL 3T TLV\B

http://i.gzn.jp/img/2012/06/18/linus-nvidia-f-word/linus09_m.jpg
http://upload.wikimedia.org/wikipedia/commons/c/c3/AndrewTanenbaum.JPG



I ‘ — 1 9 9 5 https://en.wikipedia.org/wiki/
D 4 File:Exokernel_revised(english).png

N=FI 7 DHHHIHO S ZEHT S
BELEHATrION—-FI

Hardwars

brary $_°0)7)|:|‘t.’]@37~
S54731)0S i TARTr

OSOEEII A —f—E— FTHETS51TS VL LTH—RILDSRE




NTN=N1H
HEBONB TR S N HEE D T 1

e Type-1 N1 /N—/I\AH e Type-2 N1 )N—/)\1
« Xen « QEMU
- Hyper-V KM
5 5

A KOS

INTIN—/)NT

NN
I Hh—FILE DINEGE(L

N—FKoxT7




Popek & GoldbergD{RA8{t E %

(RAE(LE RT3 -DICIFIFIEGDL
toOTTBRBERIYTLERITNUELESHEW

- M
s FHEE— R THRITNIEERTTERLRS
T T n
- HlEFtE> ST TR
 SRTLEBRT ZERORECHELE55HD
- BIfFE> T T n
¢ LRTLEBRRT ZERORECHIENEET 399



Popek & GoldbergD{RA8{t E %

Rt ZEXRRT B OHICIEFTIEDR L
LT TRBERFTYTLEBITNEHESEL

BERSALYS T« TaE
« BHDOSH—DDCPUD L TR A% ERFICIRET DOIFICIZLIVD 7L
* MOV

* Jmp

- call RPN
. ret x86 TIZBH TH D 1 h Ll
 push

* POp

¢ OSHDAVYTERFRLYFHHURE




Xen #{g38{t (2003%F)

IV Hh—FILDEZXFZHWVWT
N IN—I\1 F%&ER

5}1}55 0OS User User User
Software Software Software

YT TRRDERITE/NAN—/NAHIC e e
WA B7cHDEREILESAN

Xeno-Aware Xeno-Aware Xeno-Aware
Device Drivers Device Drivers Device Drivers

¥Intel VTE B LR

Domain0 irtual irtual irtual irtual X
ir(l:?e':';;%’e xgb‘ lé?"U pﬂv rt:laem r:’étvygrk b}gc;('gev 5
N—FD 7 OHHuFEHZRHT 5 ! : : :

NAN=NAH H/W (SMP x86, phy mem, enet, SCSV/IDE)

RAOSL ERIBLFSI/NICEB 51T 5V0S51 Y%L {RIAL




IO h—RIBE

IOYHA—=RIITRT7TIr—>o3Yy
REEDPRSINESHOLEITNELZSEHEW

« X1)w K

- BRE

e N— RO T7O¥EZFNLIET7 T T—2 3 > OFFEDAIEE
e TX1)w k

c FZANHEHEDIR L

c ANTOADZF7RIYINFAT7 7 —F TV F v DERICE S HAEL

NTIN=NLFDLETSATFVOSZHIEHIESLVDTIEHEWVD ?




NTIN—=NTHFEE

NTN—=I\THFEABOST
REMBEDEELTWVD

(E/ V2w 07) RBOSIENAN=NAHFICK>THERINTT 5D RRIR

70Ot AEDIRE

H—RILDIRE

7z 18

ELTULAL

7' X +OS 2 Z ~OS I N—EY T OMR
TS MORE |

N—FoxT7T

—

N—FD 7 DRI

NTN=NTHDLETSATFVOSEEFHIEIESL L\a)'c“cati;ub\u?




A=Hh—=IJL (2013F~)

NTN=NTHFDLETEET S
25 FRIGZAIRELIES1751V0S

https://www.linux.com/images/stories/41373/unikernel-illustration.png

Application Stack :-Application Stack 1 Running an application Unikernel app stack
running in a VM | runningin a container | stack in a container running in a VM . .

| 1 | securely OSv, Click OS, Mirage OS, Erlang on Xen,

: : (= Rump Kernels, NUSEZR &
= |

| | | :

| (I . .
e

[ N ), — . — - e — N .

: V| A== ZA4TZ)0SHBE RTANZRWLW=HD

N [t
__________ J
_ _ , IOVA—FRIICRZANZMRIZHD
Hypervisor Host OS Hypervisor Hypervisor

::ﬂ—$nwn4m—ﬂfﬁwiv¥—w7ntzwa€ﬂ$—t?%




A=Hh—=IJL (2013F~)

NTN=NTHFDLETEET S
279 FRIRZmRELTI-51731J0S

AT a—hRMIRY D

5175 U os% B E LT..I\‘I'I\—I\‘{"J‘U)Z‘EE

16



Drawbridge (2011%F)

A7 FHEe LT
SA4TSYOSEIRAET

« ASPLOS’11
 Rethinking and Protecting Operating Systemstzwv > 3>

c VTV T =23 IIREZMAIT Y PRy I R{ELTEW

EXZWindowsHY 7 XA T LZWVWHICH]DEFEH B D 2




Drawbridge® 7 —F% 77 F ¥

A7 FHEe LT
SA4TSYOSEIRAET

: - : e explorer dwm
i ‘ explorer | ‘ dwm | iT | P H
i — : PG RDP Client
5 ‘ application .exe ‘ @ Ir------------------B-QE-------------------,
i0 P P’ " ) 1 ication . |
:9 | application libraries ] B i | application .exe | i
ig i S " e | application libraries | 1
s API DLLs r U E E e ;
iS user32, gdi32, gl & 18 i APIDLLs i
s Q H useraz, 1534, 1
%‘ kernel32, ole32, ... E ! s iS kerrel32 i3z’ .. :
i S 1§ i§ - i
iS ntdll ° 1§ iS5 | ntdit || win32k | i
- [ —— 1 -
! g i | nt emulation | !
: Pl
i ............................... A B.l' .............................. :
E | platform adaption layer | E
————————————————————————————————————————— 1
" I security monitor I
He) H
iw | file systems | | net. stacks || device drivers ‘
i9 i
Service category: D = user D = application . = hardware < ntoskrnl |
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Figure 2. Drawbridge Architecture.
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Figure 2. Drawbridge Architecture.
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Memory Management Primitives
« DkVirtualMemoryAlloc

« DkVirtualMemoryFree

« DkVirtualMemoryProtect

Thread Primitives

« DkThreadCreate

« DkThreadDelayExecution

« DkThreadYieldExecution

« DkThreadExit

« DkThreadGetParameter

« DkThreadRaiseException

« DkNotificationEventCreate
« DkSynchronizationEventCreate
« DkSemaphoreCreate

« DkSemaphoreRelease

« DkSemaphorePeek

« DkEventSet

« DkEventClear

« DkEventPeek

« DkObjectsWaitAny

« DkAbortEventRegister

Child Process Primitives
« DkProcessCreate

« DkProcessGetExitCode

» DkProcessExit

/O Stream Primitives

DkStreamOpen
DkStreamRead
DkStreamWrite
DkStreamMap
DkStreamMapPeBinary
DkStreamUnmap
DkStreamSetLength
DkStreamFlush
DkStreamDelete
DkStreamGetEvent
DkStreamRename

DkStreamEnumerateChildren

DkStreamAttributesQuery

DkStreamAttributesQueryByHandle

Other Primitives

DkSystemTimeQuery
DkRandomBitsRead
DkInstructionCacheFlush
DkObjectReference
DkObjectClose
DkinputEventRead
DkFrameBufferExport

DkFrameBufferNotifyUpdate

DkDebugStringPrint

Upcalls

+ LibOslnitialize

« LibOsThreadStart

« LibOsExceptionDispatch

Files/Storage

« file:

Console Redirection
e null:

e stderr:

e stdin:

« stdout:

Named Pipes
« pipe.client:
* pipe.server:

TCP/IP Stack

« dns:

« tcp.client:
« tcp.server:
e tcp:

HTTP.SYS

« http.application:
* http.server:
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library OS or guest OS). Figure 8. Memory committed for increasing copies of IIS.
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« “At the time of writing, Microsoft has no plans to productize any of
the concepts prototyped in Drawbridge.”
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Figure 5: Sensitivity to SGX instruction overhead
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DockerE B (D HZ A/ TFF 321 A

 “Native support of Windows 10 containers is being
contributed directly by Microsoft engineers”

« Drawbridge® C & TIE7Z& WA ?

// TODO Windows: This can be factored out in the future as Cgroups are not

// supported on the Windows platform.
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Docker¥ Drawbridge

e AzureF—LdMadhan RamakrishnanHE <,

Regarding Drawbridge, as you pointed out it is an internal research
project that we have been innovating on, and that has helped us
gain valuable experience with containers.

Much of what we announced today was born from the experience
that we had with Drawbrlcége and we are excited to bring container

technologies to Windows Server and the Docker ecosystem along
with Linux.

We think the combination of our own hypervisor for container
virtualization and Docker containers for creating a unified

deployment and management experience is a compelling scenario
for our customers.

https://news.ycombinator.com/item?id=8461111
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Picoprocess(Build 10159)

 Windows 8.1

_ETHREAD+0x770 PicoContext : Ptr64 Void

_EPROCESS+0x6a8 PicoContext : Ptr64 Void

 Windows 10 Build 10159

_EPROCESS + 0x6f0 PicoContext: Ptr64 Void

_ETHREAD + 0x788 PicoContext : Ptr64 Void

e fo72 LR 72 IZPspPicoRegistrationDisabled& % > TW 3
« H—N—DHMG?
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Picoprocess(Build 10159)

C:¥Program Files (x86)¥Windows Kits¥10¥Include¥10.0.10075.0¥um¥minwin¥ntosp.h

typedef struct _PS_PICO_THREAD_ATTRIBUTES {
HANDLE Process;
ULONG_PTR UserStack;
ULONG_PTR StartRoutine;
ULONG_PTR StartParameterl;
ULONG_PTR StartParameter2;

ULONG UserFsBase; X .
ULONG UserGsBase; o LIXAZDEE

« FS/GSL ¥ X AICIZKPCRIEEED A S
USHORT UserFsSeg;
USHORT UserGsSeg;
ULONG_PTR Eax;
PVOID Context;

} PS_PICO_THREAD_ATTRIBUTES, *PPS_PICO_THREAD_ATTRIBUTES;




Picoprocess(Build 10159)

C:¥Program Files (x86)¥Windows Kits¥10¥Include¥10.0.10075.0¥um¥minwin¥ntosp.h

#if (NTDDI_VERSION >=NTDDI_THRESHOLD)

_IRQL_requires_max_(PASSIVE_LEVEL)

NTKERNELAPI

NTSTATUS

PsRegisterPicoProvider (
_In_PPS_PICO_PROVIDER_ROUTINES ProviderRoutines,
_Out_ PPS_PICO_ROUTINES PicoRoutines

I
#endif picoprocessft L7=W Ot XA DEER?

typedef struct _PS_PICO_PROVIDER_ROUTINES {
PPS_PICO_PROVIDER_SYSTEM_CALL_DISPATCH DispatchSystemcCall;
PPS_PICO_PROVIDER_THREAD_EXIT ExitThread;
PPS_PICO_PROVIDER_PROCESS_EXIT ExitProcess;
PPS_PICO_PROVIDER_DISPATCH_EXCEPTION DispatchException;

} PS_PICO_PROVIDER_ROUTINES, *PPS_PICO_PROVIDER_ROUTINES;




Picoprocess(Build 10159)

C:¥Program Files (x86)¥Windows Kits¥10¥Include¥10.0.10075.0¥um¥minwin¥ntosp.h

typedef struct _PS_PICO_ROUTINES {
PPS_PICO_CREATE_PROCESS CreateProcess;
PPS_PICO_CREATE_THREAD CreateThread; SISO O, ALY R
PPS_PICO_GET_PROCESS_CONTEXT GetProcessContext;
PPS_PICO_GET_THREAD_CONTEXT GetThreadContext;
PPS_GET_CONTEXT_THREAD_INTERNAL GetContextThreadInternal;
PPS_SET_CONTEXT_THREAD_INTERNAL SetContextThreadInternal;

PPS_TERMINATE_THREAD TerminateThread;
PPS_RESUME_THREAD ResumeThread;
PPS_PICO_SET_THREAD_DESCRIPTOR_BASE SetThreadDescriptorBase;
PPS_SUSPEND_THREAD SuspendThread;

} PS_PICO_ROUTINES, *PPS_PICO_ROUTINES;




Picoprocess(Build 10159)

C:¥Program Files (x86)¥Windows Kits¥10¥Include¥10.0.10075.0¥um¥minwin¥ntosp.h

typedef

NTSTATUS

PS_PICO_CREATE_PROCESS (
_In_PPS_PICO_PROCESS_ATTRIBUTES ProcessAttributes,
_Outptr_ PHANDLE ProcessHandle

);
typedef PS_PICO_CREATE_PROCESS *PPS_PICO_CREATE_PROCESS;

typedef

VOID

PS_PICO_PROVIDER_SYSTEM_CALL_DISPATCH (
_In_PPS_PICO_SYSTEM_CALL_INFORMATION SystemCall

);
typedef PS_PICO_PROVIDER_SYSTEM_CALL_DISPATCH *PPS_PICO_PROVIDER_SYSTEM_CALL_DISPATCH;




Picoprocess(Build 10159)

» PspCreatePicoProcess
« PspCreatePicoThread



Server Silo Functions (Build 10159)

C:¥Program Files (x86)¥Windows Kits¥10¥Include¥10.0.10075.0¥um¥minwin¥ntosp.h

typedef struct _CONTAINER_ID_INFO {
GUID Containerld;
ULONG Flags;
} CONTAINER_ID_INFO, *PCONTAINER_ID_INFO;

typedef enum _CONTAINER_TYPE {
ContainerTypeCpu,
ContainerTypeDisklo,
ContainerTypeNetlo,

// ContainerTypeWorkingSet,
ContainerTypeHeap,
ContainerTypelmmediate,
ContainerTypeMaximumList

} CONTAINER_TYPE, *PCONTAINER_TYPE;




Server Silo Functions (Build 10159)

C:¥Program Files (x86)¥Windows Kits¥10¥Include¥10.0.10075.0¥um¥minwin¥ntosp.h

#if (NTDDI_VERSION >= NTDDI_WIN10)

_IRQL_requires_max_(DISPATCH_LEVEL)
NTKERNELAPI
NTSTATUS
PsGetEffectiveContainerld(
_In_ CONTAINER_TYPE ContainerType,
_In_PETHREAD Thread,
_Out_ PCONTAINER_ID_INFO Containerldinfo

);
#endif




Server Silo Functions (Build 10159)

« NtQuerylnformationSiloObject
« NtSetInformationSiloObject

« SmpStartServerSilo

» CreatePrivateNameSpace (Windows8.1& D)

SiloICEE L 77Ot XIE0penBR EDTRRA L 125



Server Silo Functions(Build 10159)
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