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Cell Incubator (IP7SOXVENJEY D)

B — =
uint8_t selector(struct ether* frame) { tap_table
select_value = hash(ether_frame); A
return tap_table[select_value]; tap0
} tap1
uint8_t hash(struct ether* frame) { tan2
struct ip* ip_ptr = ipheader(frame);
if ('fragment ) { tap3
return l14hash(ip_ptr); tan0
} else {
[1TSTAIRIRT Y R ; OxFF
uint16_t key = hash16(ip_ptr->id*ip _ptr->srctip ptr->dst);
if (top_of fragment_packet ) {
//FcER
fragment_table[key] = 14hash(ip_ptr);
return fragment_table[key]; tanQ
} else { tap
/BB DIRT W
return fragment_table[key]; tap2
} } tan3 | v
}
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SF-TAP Cell (Flow Abstractor)
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SF-TAP Cell (Flow Abstractor Config

# global configuration

global:
home: /tmp/sf-tap
timeout: 30 # close long-lived (over 30[s]) but do-nothing connections
lru: # bring the least recently used pattern to front of list
cache: # use cache for regex
tcp_threads: 2
regex_threads: 2

loopback?:
if: loopback?
format: text

tcp_default:
if: default # for every flow that wasn't matched by any rules
proto: TCP
format: text

body:

udp_default:
if: default # for every flow that wasn't matched by any rules
proto: UDP
text

TCP # TCP or UDP
http
: text # text or binary
# 1f specified 'no’', only header is output
100 # the smaller a value is, the higher a priority is
# treat data as UTF8 or latinl (binary). used for regex
# balance: 4 # flows are balanced by 4 interfaces

H S —ERTR

flow-abstractor/examples
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SF-TAP Cell (Flow

syslog_udp:

upp
syslog

: text

514
100

syslog_tcp:

up:
down:

format:

port:
nice:
utf8:

dns_udp:
proto:
Tl
port:

format:

nice:
utf8:

dns_tcp:
proto:
Tlirs
port:

format:

nice:
utf8:

TCP
syslog
text
514
100

UDP
dns

53,5353,5355 # 53: UDP DNS, 5353: multicast DNS, 5355:

text
200

LLMNR

Abstractor Port Number)

flow-abstractor/examples

H 5 —ERIEK
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XTEE (YV2))

. kris.local — sftap_fabs — 117x39

t-inoue@kris¥ sudo ./sftap_fabs -i en2 -c ../examples/fabs.yaml [~/git/flow-abstractor/src] &
listening on /tmp/sf-tap/tcp/http_proxy (/tmp/sf-tap/tcp/http_proxy) _ . ]

listening on /tmp/sf-tap/tcp/torrent_tracker (/tmp/sf-tap/tcp/torrent_tracker) O @ kris.local — zsh — 37x34
listening on /tmp/sf-tap/tcp/websocket (/tmp/sf-tap/tcp/websocket) . ) "
listening on /tmp/sf-tap/tcp/ftp (/tmp/sf-tap/tcp/ftp) t-inoue@kris¥ find . [/ Ufp/ Sf-tap] 8
listening on /tmp/sf-tap/tcp/http (/tmp/sf-tap/tcp/http)

listening on /tmp/sf-tap/tcp/irc (/tmp/sf-tap/tcp/irc) *

listening on /tmp/sf-tap/tcp/smtp (/tmp/sf-tap/tcp/smtp) .AOWCk?

listening on /tmp/sf-tap/tcp/smtp (/tmp/sf-tap/tcp/smtp) . /th

listening on /tmp/sf-tap/tcp/ssh (/tmp/sf-tap/tcp/ssh)

listening on /tmp/sf-tap/tcp/ssl (/tmp/sf-tap/tcp/ssl) - tCP/ default
listening on /tmp/sf-tap/tcp/syslog (/tmp/sf-tap/tcp/syslog) . /tcp /dns

listening on /tmp/sf-tap/tcp/dns (/tmp/sf-tap/tcp/dns)

listening on /tmp/sf-tap/udp/syslog (/tmp/sf-tap/udp/syslog) ' tCP/ ftp

listening on /tmp/sf-tap/udp/torrent_dht (/tmp/sf-tap/udp/torrent_dht) . /th /http

listening on /tmp/sf-tap/udp/dns@ (/tmp/sf-tap/udp/dns@)

listening on /tmp/sf-tap/udp/dnsl (/tmp/sf-tap/udp/dnsl) of th/ http—pmxy
listening on /tmp/sf-tap/udp/dns2 (/tmp/sf-tap/udp/dns2) . /th/'l. rc

listening on /tmp/sf-tap/udp/dns3 (/tmp/sf-tap/udp/dns3)

listening on /tmp/sf-tap/loopback? (/tmp/sf-tap/loopback?) of th/ SMtp

listening on /tmp/sf-tap/tcp/default (/tmp/sf-tap/tcp/default) . /tcp/ssh

listening on /tmp/sf-tap/udp/default (/tmp/sf-tap/udp/default)
start capturing en2 ' tcp/ ssl

:ecei:ded paﬁl;tets by 208a o ./tcp/syslog
dropped packets by 2R ./tcp/torrent_tracker
dropped packet§ internally: 0 S th/ websocket
ol T s 2 /udp
./udp/default
./udp/dns@
./udp/dnsl
./udp/dns2
./udp/dns3
./udp/syslog
./udp/torrent_dht
t-inoue@kris¥% [/tmp/sf-tap] 36




http (B> 2I)b)

kris.local — zsh — 86x19

t-inouePkris¥ wget http:// [/tmp/temp]
--2016-01-07 11:32:33-- http://

ZEONSKFRIWHDETWET ...

I 1:80 EEMLTVWET ... EBLELEL

HTTP CL 2 BERMEREXEBLELRE, BEE/-TWVWET ... 200 0K

]| & 284 [text/html]

“index.html' KRESR

index. html 100% [===============—————————=3] 284 --.-KB/s W5 Os
2016-01-07 11:32:33 (33.9 MB/s) - ‘index.html' "RERT [284/284]

t-inouePkris®




http (B> 2)b)

kris.local — zsh — 139x36

t-inouefkris¥% nc -U /tmp/sf-tap/tcp/http [/tmp/sf-tap]

ipl= |, ip2=] |, port1=80, port2=54489, hop=0, 13=ipv4, 14=tcp, event=CREATED, time=1452133907 . 669142

ipl= |, ip2=] |, port1=80, port2=54489, hop=0, 13=ipv4, 14=tcp, event=DATA, from=2 ,match=up, len=146, time=1452133907 . 6578541
GET / HTTP/1.1

User-Agent: Wget/1.16.3 (darwinl4.3.0)

Accept: */*

Accept-Encoding: identity

Host: | :

Connection: Keep-Alive

ipl=] |, 1p2=! |, port1=80, port2=54489, hop=0, 13=1pv4, l4=tcp, event=DATA, from=1,match=down, len=621, time=1452133907 . 6578691
HTTP/1.1 200 OK

Date: Thu, 07 Jan 2016 02:31:47 GMT

Server: Apache/2.2.31 (FreeBSD) mod_ssl/2.2.31 OpenSSL/1.0.11-freebsd DAV/2
Last-Modified: Tue, 15 Jul 2014 06:49:32 GMT

ETag: "18842d-11c-4fe35cf54b700"

Accept-Ranges: bytes

Content-Length: 284

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: text/html

<html>

<head>

<meta charset="UTF-8" />

<title>hoge</title>

<link rel="shortcut icon" href="http://example.com/favicon.ico" type="image/vnd.microsoft.icon" />
<link rel="icon" href="http://example.com/favicon.ico" type="image/vnd.microsoft.icon" />

</head>

</html>

inl=< |_nort1=80_nort2=54489_hon=0_13=inv4_l4=tcn_event=DESTROYED time=1452133907 671519

AC

t-inoue@kris% [/tmp/sf-tap]




SF-TAPODAYHSH J#—V v

-CSVIC K B key-valueR7?

ip1=192.168.24.54,ip2=216.58.221.196,port1=59547,port2=80,hop=0,I13=i
pv4,ld=tcp,event=CREATED

“ip1”: “192.168.24.54”,
“ip2”: “216.58.221.196”,
“port1”: 59547,
“port2”: 80,
“hop”: 0,
“I3”: “ipv4”,
“14”: “tcp”,
“event”: “CREATED”
}



When arriving data, DATA event is invoked.

CREATED DESTROYED

When TCP connection is established
CREATED (performed 3-way handshake), CREATED
event is invoked.

When TCP connection is destroyed (received
DESTROYED FIN/RST, or timeout), DESTROYED event is
invoked.

40



Data T #—V vk 1 (from)

ip1=192.168.24.54,1p2=216.58.221.196,port1=59547,port2=80, h
op=0,13=ipv4,14=tcp,event=DATA, from=2,match=down, len=494

host1 host2

header

(ip1, port1) (ip2, port2)

event=DATA, len=494

clata data from host1

494 bytes

data from host2




Data 7 #—V Y 2 (upstream / downstream)

Configuration
http:
up: 'M-a-zA-Z)+ .+ HTTPA\(O\rAnl1\r?\n([-a-zA-Z]+: .+\r?\n)+)’
down: 'AHTTP/1\.[01] [1-9][0-9]{2} .+\r?\n'
proto: TCP # TCP or UDP
if:  http # file name of UNIX domain socket
format: text # text or binary
body: yes # if specified 'no’', only header is output

Matched with the pattern of downstream

ip1=192.168.24.54,ip2=216.58.221.196,port1=59547,port2=80,hop=0,I13=ipv4,l4=tcp,ev
ent=DATA,from=2,match=down,len=494

Matched with the pattern of upstream

ip1=192.168.24.54,ip2=216.58.221.196,port1=59547,port2=80,hop=0,I13=ipv4,l4=tcp,e
vent=DATA, from=1,match=up,len=78




>0 S LOEEIO—F

// connect to socket
s = socket();
connect(s, “/tmp/sf-tap/tcp/http” );

for (5;) {
// read header
readline(s, line);
h = parse_header(line);

// generate session ID
sid = new sessionID(h[ “ip1” 1, h[ “ip2” 1,
hL “port1” 1, h[ “port2” 1, h[ “hop” 1);

if (h[ “event” ] == “DATA” ) {
read(s, buf, h[ “len” 1);
analysis_process(buf, h[ “len” 1);

}
}
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Bw>O0535L (ZOKR3LIR-Y)

SF-TAP / protocol-parser @Unwatch~ 3 s Star 0 YFork 1
<> Code Issues 0 Pull requests 0 Wiki Pulse Graphs Settings

Protocol Parser Examples for the SF-TAP Flow Abstractor http:/sf-tap.github.io/ — Edit
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