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GASPP[USENIX ATC 2014]
SCAP[IMC 2012]
libnids(snort)

netmap PF_RING DPDK

bpf pcap

フローレベル解析 L7プロトコル判別
トラフィックキャプチャ

nDPI
l7-filter

libprotoident

SF-TAP
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uint8_t selector(struct ether* frame) { 
  select_value = hash(ether_frame); 
  return tap_table[select_value]; 
} 

uint8_t hash(struct ether* frame) { 
  struct ip* ip_ptr = ipheader(frame); 
  if ( !fragment ) { 

  return l4hash(ip_ptr); 
  } else { 
�������®�¨´������
      uint16_t key = hash16(ip_ptr->id^ip_ptr->src^ip_ptr->dst); 
      if ( top_of_fragment_packet ) { 
�������Çƈ�
         fragment_table[key] = l4hash(ip_ptr); 
         return fragment_table[key]; 
      } else { 
�������Ż¹l���� 
         return fragment_table[key]; 
      } 
  } 
}

tap0
tap1
tap2
tap3
tap0

:
:
:

tap0
tap1
tap2

tap3

0xFF

tap_table
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flow-abstractor/examples  
から一部抜粋
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実行後
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ip1=192.168.24.54,ip2=216.58.221.196,port1=59547,port2=80,hop=0,l3=i
pv4,l4=tcp,event=CREATED

{
  “ip1”: “192.168.24.54”,
  “ip2”: “216.58.221.196”,
  “port1”: 59547,
  “port2”: 80,
  “hop”: 0,
  “l3”: “ipv4”,
  “l4”: “tcp”,
  “event”: “CREATED”
}
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CREATED DESTROYED

DATA

EROW�C4#�MXWWOM?SXW�S[�O[?KLUS[RON�
�YO=PX=9ON�(�_Ka�RKWN[RKTO ��4A62C65�
OAOW?�S[�SWAXTON�
EROW�C4#�MXWWOM?SXW�S[�NO[?=XaON��=OMOSAON�
7�!�ABC��X=�?S9OX]? ��56BCA?G65�OAOW?�S[�
SWAXTON�

When arriving data, DATA event is invoked.

4A62C65

56BCA?G65
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ip1=192.168.24.54,ip2=216.58.221.196,port1=59547,port2=80,hop=0,l3=ipv4,l4=tcp,ev
ent=DATA,from=2,match=down,len=494

http:
  up:     '^[-a-zA-Z]+ .+ HTTP/1\.(0\r?\n|1\r?\n([-a-zA-Z]+: .+\r?\n)+)'
  down:   '^HTTP/1\.[01] [1-9][0-9]{2} .+\r?\n'
  proto:  TCP  # TCP or UDP
  if:     http # file name of UNIX domain socket
  format: text # text or binary
  body:   yes  # if specified 'no', only header is output

Configuration

Matched with the pattern of downstream

Matched with the pattern of upstream
ip1=192.168.24.54,ip2=216.58.221.196,port1=59547,port2=80,hop=0,l3=ipv4,l4=tcp,e
vent=DATA,from=1,match=up,len=78
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(a) HTTP Analyzer x 1 (b) HTTP Analyzer x 2 (c) HTTP Analyzer x 4

generate 50 clients / sec, 1000 clients maximum, 2500 requests / sec on average

Figure 7: CPU Load of HTTP Analyzer and Flow Abstractor

Figure 8: Total Memory Usage of HTTP Analyzer

per measurement. It is shown that the flow abstractor can
handle high-bandwidth network traffic when the number
of flows is small.

Figure 12 shows the physical memory usage of the
flow abstractor when generating 10 K TCP CPS. The
amount of memory usage of the flow abstractor depends
mainly on the number of TCP sessions. Hence, it in-
creases proportionally with the number of TCP sessions.

5.3 Performance Evaluation of Cell Incu-
bator

In the experiments on the cell incubator, we used a com-
puter (DDR3 16 GB Memory and Intel Xeon E5-2470 v2
(10 cores, 2.4 GHz, 25 MB cache)) and FreeBSD 10.1.
The computer equipped with four Intel quad-port 1 GbE
NIC and an Intel dual-port 10 GbE NIC. We generated
network traffic consisting of short packets (64 bytes L2
frame) on the 10 GbE lines for the evaluations. The cell
incubator separated the traffic on the basis of the flows
and the separated flows were forwarded to the twelve 1
GbE lines. Figure 13 shows the experimental network.
We conducted the experiments as three patterns. (1) The
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cell incubator worked in the mirroring mode, which uses
port mirroring of the L2 switch. In other words, it cap-
tured packets at α and forwarded packets to γ. (2) The
cell incubator worked in the inline mode, but did not for-
ward packets to 1 GbE NICs; α to β only. (3) The cell
incubator worked in the inline mode. In other words, it
captured packets at α, and forwarded to both β and γ.

Table 1 shows the performance of the cell incubator.
When pattern (1), the mirroring mode, the cell incubator
could deal with packets up to 12.49 Mpps. When pattern
(2), the cell incubator working in an L2 bridge, it could
forward packets up to 11.60 Mpps. When pattern (3),
it forwarding packets to β and γ, it could forward pack-
ets to β and γ up to 11.44 Mpps. The performance of
the inline mode is worse than the mirroring mode’s be-
cause packets were forwarded to two NICs when the in-
line mode. However, the inline mode is more suitable for
specific purposes such as IDS/IPS because same packets
are dropped at β and γ. In other words, all transmitted
packets can be captured when the inline mode.

Table 2 shows the CPUs’ load averages of the cell in-
cubator when the inline mode and forwarding 64 bytes
frame. When 5.95 and 10.42 Mpps, packets were not
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(a) HTTP Analyzer x 1 (b) HTTP Analyzer x 2 (c) HTTP Analyzer x 4

generate 50 clients / sec, 1000 clients maximum, 2500 requests / sec on average

Figure 7: CPU Load of HTTP Analyzer and Flow Abstractor

Figure 8: Total Memory Usage of HTTP Analyzer
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