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Never Once or Occasionally Regularly Always
Twice

Poll: "When you download and run software, how often do you use a virtual machine (to reduce security risks)?"

e Jon Howell, Galen Hunt, David Molnar, and Donald E. Porter, Living Dangerously: A Survey of Software Download
Practices, no. MSR-TR-2010-51, May 2010
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Poll: "When you download and run software, how often do you use a
virtual machine (to reduce security risks)?"

e Jon Howell, Galen Hunt, David Molnar, and Donald E. Porter, Living Dangerously: A Survey of Software Download
Practices, no. MSR-TR-2010-51, May 2010
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https://www.flickr.com/photos/thomasclaveirole/305073153
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e Anykernel: NetBSD rump kernel ICEA3%

We define an anykernel to be an organization of
kernel code which allows the kernel's unmodified
drivers to be run in various configurations such as
application libraries and microkernel style servers,
and also as part of a monolithic kernel. -- Kantee
2012.
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Who else ?

e Full scratch (ZOh 5 FE)
= Mirage [ASPLOS 2013]
= |[ncludeOS [CloudCom 2016]
m SeaStar
= MTCP [NSDI 2014]
e porting (BtfF OS D#%1E)
= OSv [USENIX 2014]
® |ibuinet
m SandStorm [SIGCOMM 2014]
e Anykernel
= NetBSD rump [USENIX 2009]
= UML
= DrawBridge (?)
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Linux Kernel Library (LKL)



Linux Kernel Library

Linux 1—XILDZA4 7>
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= Windows, Linux, FreeBSD CEH{E
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= virtio TR A MEHE
m Linux 1—XILRD K S /\FIH

Application

LKL

LKL System call API

'8
Linux kernel [ VFS J NET ] CRYPTO
A"

Generic LKL architecture

LKL Environment

POSIX APR Wwin32 NT Kernel
Linux Mac OS X Windows NT Kernel

Purdila et al., LKL: The Linux kernel library, RoEduNet
2010.
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rump: 2007 (NetBSD)

LKL: 2007 (Linux)

DCE/LibOS: 2008 (Linux/FreeBSD)
LibOS/LKL revival: 2015

m |ibOS merged to LKL



LKL v.s. LIbOS

Application

LKL

LKL System call API

Linux kernel [ VFS J[ NET ] CRYPTO

Generic LKL architecture

LKL Environment
POSIX APR Win32 NT Kernel
Linux Mac OS X Windows NT Kernel

LKL

Application

POSIX glue layer

TGP | voP | DooP SCTP
ICMP ARF IPvE | IFw4
Mettittar Qdisc Eiridging
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Host backend layer

LibOS



LKL v.s. LIbOS (cont'd)

e [0OC:
m arch/Ikl (LKL) < arch/lib (LibOS)
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Application
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LKL System call API

Linux kernel [ VFS J[ NET J CRYPTO

Generic LKL architecture
LKL Environment

POSIX APR Win32 NT Kemnel
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Linux Mac OS X Windows NT Kernel
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LKL

[ LEL System call AP

Liruo karnel | VFE MET CRYPTO

Generic LKL architecture

LKL Emanonment

Lirun Mac 05 X ‘Windows NT Kemel

e (Case 1: use exposed API (LKL syscall)
e Case 2: use host libc (LD_PRELOAD)
e Case 3: extend (alternative) libc



Case 1: use exposed API (LKL

syscall)

o h—XIVADI AT LI—IVADO%ZE#E call

m |kl sys_open(), Ikl_sys_socket() Application
e BEDIYATFTLOA—ILEIEFIREU

» BRME. T7—FSDEANNED LKL syscall
o 77U =23 IEZDAPI &, RAKNDED

AP| %y 73 FI A T EE LKL

m KL Cextd 771 )% Ikl_sys_read() =>

A~ (Windows) T write() Host (host_ops)




Case 2: KRAMEEXEZ L7 ZVUDI\
19vvy

IRANDEEZ LTS (libc) Z
LKL ¥ R 7 LAd—)LICEITHRICEEN X Application
= LD_PRELOAD

hijack lib
libc

= socket() => Ikl_sys_socket()

MRANDTATZLINAF Y ZZDXXFIFATEE
BENZAEERY Y INIVICHIRSG D LKL syscall

JE Linux RA M TOI AT LAO—I)LEHIHE
LKL

Host (host_ops)




Case 3: extend (alternative) libc
o | [KLYAFLAOA-ILDHZHOTEY

FESATSY Application
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CPU 7—F 7T 7 F v iR libc (musl)
e 7OV Z LI, BEDEESATZVELT

U>09% LKL syscall

» VAT L) ERRALUTEZRERAND
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e musl libc DIERE UL TEE
Host (host_ops)
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Use Case 4: Unikernel



UseCasel: RY NI —I a2 lL—7 EDHEE

20 Xy NT—JIRREDFAE
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UseCasel: RY NT7—V 2 alLb—7 EDES

e N—RIDRXRYKNT—VRIYITARNY—=)LELTHFIA
= Regression 7 RA K (ZBMaRYy KT —7UT)
= HIREK 100 % ((RE- Oy 7 ZFA)
» O—KANL Y VBIE (V2 2 L—5 OFEELEFIE)
= Valgrind T7/\y o

© 00 Coerwork stack n serspe: = | " Ubos-musentwbio % | Liday-net-next-sim en - SRR (Oneomre sk s ceen i borsc v ) Vo -
€ & € fi [ ns-3-dee.cloudwide.ad.jo/jenkins/job/daily-net-next-sim/ - = € 5 X # [ ns-3-dce.cloud.wide.ad jp/jenkins) . 4 /cobertural net_ipva/ip_input cf 1 < =
i apps [ Openinpapers (G tp [ bookmarker B UWnet ) @iisosguys [ KASMIRAPRODUCT | (3 hadoop [ u-takyo e My presets » [ Cther Bookmarks #aoms () Ooeminraoers Gty 3 oskmardr 2 et 37 @bosgors [ kSR PRODUCT | Edtatoon 5wk s » (3 Oter Boskmarke
202 cosubmis:
203 38148968 Taw = raw_local_deliver(skb, protocol)s
204
N . N 205 98148968 ipprot = rou_dereference(inet_protos{protocoll):
Project daily-net-next-sim 206 99148960 if (ipprot 1= NULL) {
207 tnt rec;
codesand e st gt cominh . el aienes 208
205 97653506 i£ (1ipprot->no_policy) (
210 o i (ixerme_policy choek(NULL, XFRM_POLICY_IX, skb)) {
211 o Kfzoe_skb(akb) ;
12 o :
213
214 nf_resec(skb);
215 ¥
216 97653505 ret = ipprot->handler (skb);
. e —— 217 976838506 if (roc < 0) {
¢ e y I 218 o protacel = —ret;
TR 219 ° goto resubmit;
Permalinks [—Ciasses — Conationals —Fdes _Unes — Methods —packages 220 '
e 221 97653508 IP_INC_STATS BH(not, IFSTATS_NIB_INDELIVERS):
P 222 } else
223 assez it (1zaw) ¢
o 224 o if (x£rm4_policy_check(NULL, KERN_POLICE IN, skb)) {
225 o 1P_INC_STATS BH(net, IPSTATS MIB_INUNKNOWNPROTOS):
§ oo 226 o Semp_sond (s
227 X
. 228 )
223 o Ktras_skb(skb) ;
230 } else
21 s9sez 17_INC_STATS BH(nét, IPSTATS WIB_INDELIVERS);
232 assesz consune_skb (3kb) ;
233 }

==5864== Memcheck, a memory error detector

opyright (C) 2002-2009, and GNU GPL'd, by Julian Seward et al.
sing Valgrind-3.6.0.SVN and LibVEX; rerun with -h for copyright info
Command:../build/bin/ns3test-dce-vdl --verbose

'onditional jump or move dep on

at 0x7D5AE32: tcp_parse_options (tcp_input.c:3782)
by 0x7D65DCB: tcp_check_req (tcp_minisocks.c:532)

by 0x7D63B09: tcp_v4_hnd_req (tcp_ipv4.c:1496)

by 0x7D63CB4: tcp_v4_do_rcv (tcp_ipv4.c:1576)

by 0x7D6439C: tcp_v4_rcv (tcp_ipv4.c:1696)

by 0x7D447CC: ip_local_deliver_finish (ip_input.c:226)
by 0x7D442E4:ip_rcv_finish (dst.h:318)

by 0x7D2313F: process_backlog (dev.c:3368)

by 0x7D23455: net_rx_action (dev.c:3526)

by 0x7CF2477: do_softirq (softirq.c:65)

by 0x7CF2544:softirq_task_function (softirq.c:21)

by Ox4FA2BE I: ns3::TaskManager:: Trampoline(void*) (task-manager.cc:261)
Uninitialised value was created by a stack allocation
at 0x7D65B30: tcp_check_req (tcp_minisocks.c:522)

Zoom: [0.524 |3 Speed: [1.000 |3  Time:0.000000s  @Snapshot | - Simulate (F3)
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Use Case 2: B h—=RIVINTINA

e LD PRELOAD Ic KD, EITKIC AT Ld—)L5ED
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LD PRELOAD=liblkl-super-tcp++.so firefox




Use Case 3: A—XJL1— RN ZzHEfl
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e H—XIDOOA—R%=ZBHELHEULICI—YZEZETSA1TSY EULTHIAA
o LKL EASE RABMOSYDMADY AT Ld—)LZF|FHAEE

o —XIVEREZIHUVLIE7 7AWV ATLT7Z IR

e Bl I ext4A TA—NYIRDTARIARXR=IILTIER
1. 74 A4 X—=I%ZF < (CreateFile())

. Ikl_sys_mount()

. kl_sys_read()

TRARDR T 7 A ILANEZE Z & (WriteFile())
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Use Case 4: Unikernel

B—7Ur—yavic U383 LKL
= python + LKL, nginx + LKL

LKL > A7 LA0—)LDHFIFEAEE

= musl libc #51E

rump /\-1/\——)LFA (frankenlibc)

s OS DIRWRA N ETHENME (rumprun)
m (on Xen Mini-0OS)

Work in progress

Virtual Machine Virtual Machine

Application

Language
Runtime

Threads ||
___Processes _[[f

Drivers

Application

Language
Runtime

Hardware

- http://www.linux.com/news/enterprise/cloud-
computing/751156-are-cloud-operating-
systems-the-next-big-thing-


http://www.linux.com/news/enterprise/cloud-computing/751156-are-cloud-operating-systems-the-next-big-thing-

demos with linux kernel library

File Edit View Search Terminal Help File Edit View 5Search Terminal Help

tazaki has logged on 2 from :0. tazaki has logged on 2 from :0.

tazaki has logged on 2 from :0. tazaki has logged on pts/3 from :pts/2:5.0.
tazaki has logged on pts/l from :pts/0:5.0. tazaki has logged on pts/5 from :pts/0:5.2.
tazaki has logged on pts/2 from :pts/0:S.1. tazaki has logged on pts/6 from :pts/2:S.1.
tazaki has logged on pts/5S from :pts/0:5.2. tazaki has logged on pts/7 from :pts/0:5.3.
tazaki has logged on pts/6 from :pts/0:5.3. tazaki has logged on pts/8 from :pts/2:5.2.
tazaki has logged on pts/9 from :pts/0:5.4. tazaki has logged on pts/9 from :pts/0:5.4.
tazaki has logged on pts/4 from :pts/3:5.0. tazaki has logged on pts/l from :pts/0:5.0.
Identity added: /home/tazaki/.ssh/id_rsa (/home/tazaki/.ssh/id_rsa) tazaki has logged on pts/4 from :pts/0:S.1.
f23-zakzak-vm: ~/gitworks/mkcast cd tazaki has logged on pts/10 from :pts/2:5.3.
f23-zakzak-vm:~ cd Identity added: /home/tazaki/.ssh/id rsa (/home/tazaki/.ssh/id_rsa)

f23-zakzak-vm: ~/gitworks/mkcast «cd
f23-zakzak-vm:~ cd |

Unikernel on Linux (pingéb command  Unikernel on gemu-arm (hello
embedded kernel library) world)
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nginx (linked) LKL running on Linux
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full scratch  ++ - -

porting + +/- =

anykernel _ ++ ++



ke BIFHRE KRMREN

full scratch  ++ - T

porting + +/- -

anykernel ++ ++
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https://github.com/lkl/linux

SBEER
=
e Linux Kernel Library

= Purdila et al., LKL: The Linux kernel library, RoEduNet 2010.
m https://github.com/lkl/linux
e Rumpkernel (dissertation)
= Kantee, Flexible Operating System Internals: The Design and
Implementation of the Anykernel and Rump Kernels, Ph.D Thesis,
2012
e Linux LibOS —f%&
= Tazaki et al. Direct Code Execution: Revisiting Library OS
Architecture for Reproducible Network Experiments, CONEXT 2013
m http://libos-nuse.github.io/ (LibOS in general)
= https://lwn.net/Articles/637658/


https://github.com/lkl/linux
http://libos-nuse.github.io/
https://lwn.net/Articles/637658/

