


e versity
2 : )
74 Qe .'.\‘
l/ -2 . Y
e e -‘\\
CLADW

The Quantum Internet
. =EF1M1 25—V Kk

 http://aqua.sfc.wide.ad.jp

Rodney Van Meter funding provided by:
Keio University

@IlJ
2017/5/23



http://aqua.sfc.wide.ad.jp




The Quantum Information
Technology Industry

(Over the last couple of years, it has become possible
to talk about this.)
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“My team has created a very innovative solution,
but we’re still looking for a problem to go with it.”
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News Journals Topics

| ...there's a market, there's a hunger for these devices.

Chris Monroe, University of Maryland

http://www.sciencemag.org/news/2016/12/scientists-are-close-building-quantum-computer-can-beat-conventional-one



nature International weekly journal of science

Home ‘ News & Comment | Research | Careers & Jobs ‘ Current Issue ‘ Archive ‘ Audio & Video ‘ For A

Commercialize early quantum technologies

Masoud Mohseni, Peter Read, Hartmut Neven, Sergio Boixo, Vasil Denchev,
Ryan Babbush, Austin Fowler, Vadim Smelyanskiy & John Martinis

03 March 2017

Masoud Mohseni, Peter Read, Hartmut Neven and colleagues at Google's Quantum Al
Laboratory set out investment opportunities on the road to the ultimate quantum machines.

R Rights & Permissions

SUbjeCt termS: Quantum phySiCS ' TeChnOI()gy http://www.nature.com/news/commercialize-early-quantum-technologies-1.21583



 “We contend that short-term returns are possible with the small devices that
will emerge within the next five years”

* “three commercially viable uses for early qguantum-computing devices:
quantum simulation, quantume-assisted optimization and quantum sampling.

Faster computing speeds in these areas would be commercially advantageous
in sectors from artificial intelligence to finance and health care.”



HE STACK NEWS DIRECTORY WEBINARS WHITE PAPERS VIDEOS

| CLOUD | DEFAULT
IBM claims to be launching Quantum

Computing in the cloud

Martin Anderson

tech

Microsoft Is Developing Its Own Quantum Computer
And OS

a Microsoft!

Quantum Computer

e



Quantum Computing Startups
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Quantum Networking (QKD) Startups

MagiQ @gntique

(1999 ~ )
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D uintesseRet @Ubii?kk

(2008 ~)



nature International weekly journal of science

Home | News & Comment | Research | Careers & Jobs | Current Issue | Archive | Audio & Video |
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Europe plans giant billion-euro quantum
technologies project

Third European Union flagship will be similar in size and ambition to graphene and human
brain initiatives.

Elizabeth Gibney

21 April 2016 | Updated: 26 April 2016
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Home - News and events & News =2 2014 news - Research @ New Hub to make quantum leap in secure communications

News and events home New Hub to make quantum leap
News In secure communications

Events Posted on 26 November 2014

Features Leading researchers from UK universities and industry have

come together in a unique collaboration to exploit fundamental
laws of quantum physics for the development of secure

For the media communication technologies and services for consumer,
commercial and government markets.

University Magazine

Led by the University of York, the
project consortium has bid
successfully for Government funding
to be one of four hubs in the EPSRC’s
new £155m National Network of
Quantum Technology Hubs
announced today by Greg Clark,
Minister of State for Universities,
Science and Cities.

The new hubs are the centre-piece
of the £270 million investment in the
UK National Quantum Technologies
Programme announced by the Chancellor in the 2013 Autumn Statement.

The £24m five-year project involves eight universities - Bristol, Cambridge, Heriot- 13
Watt, Leeds, Royal Holloway, Sheffield , Strathclyde and York - each of which will



Outline

« Quantum Information Technology Industry:
- Why should | be excited?
- Background:
» Interference, entanglement & teleportation
« Applications of quantum networks
» Lines of repeaters

» Networks & internetworks of repeaters

14



Quantum computing in 2 slides (1) 3

11198110811108 1000006
peE  Current computers use bits, 0 and 1, as the
9100110000101110008

181181118081188111001

SR fuNndamental unit of information to store and
0100006611 10000011080
process.

9000011810018110111

Physically, a transistor either conducts current
("17) or it doesn't (*0”). The laws of physics that
govern transistors determine the logical flow of
information in a computer.

~ %:Quantum computers use qubits as the basic
& information unit.
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Quantum computing in 2 slides (2) N\

A qubit can be in a state
that is both 0 and 1 at the
same time:

 «|0)+B]1

Two or more qubits can be F 01 10 l
correlated more strongly (x + ﬁ Sl
than bits can: = I\ :

The focus of our research into quantum computing is to
exploit the logic of entanglement and superposition to

create quantum technologies.

16 < e R ‘ KEIO 150
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One Particle (One Photon, One Electron) >3

Two possible states:
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One Particle (One Photon, One Electron) >3

Two possible states:
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One Particle (One Photon, One Electron

Two possible states:
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Superposition & Measuremen

s =W KEIO 150




Superposition & Measurement

We can create a
state that's
partially up,

partially down
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Superposition & Measurement

We can create a
state that's
partially up,

partially down

“Measure” it
and find its
value...
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Superposition & Measurement

We can create a
state that's
partially up,

partially down

“Measure” it
and find its
value...

50/50 chance of
each outcome
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Superposition & Measurement

We can create a
state that's
partially up,

partially down

“Measure” it
and find its
value...

50/50 chance of
each outcome

...destroy_s_the 0150
18 superposition! Gt e




Making Entanglement (one of many Ways%
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Making Entanglement (one of many Ways%

Start with one
qubit, put it in
superposition

9 . LR



Making Entanglement (one of many Ways%

Start with one  bring in a

qubit, put it in second qubit
superposition

9 . LR



Making Entanglement (one of many Ways%

Start with one  bring in a Entangle them!
qubit, put it in second qubit (very dependent

superposition on qubit type)

9 . LR



Measuring Entanglement
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Measuring Entanglement
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Measuring Entan

“Measure”_this and you'll also
one and find know what this
its value... one is
(50/50 chance
of up & down) IO 150

20 Design the Future



Measuring Entanglement

Even if they
are far apart!

“Measure” this and you’ll also

one and find know what this
its value... one is

(50/50 chance
of up & down)

< $ B ‘ KEIO 150
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Two Qubits, Four States %

Just like two
classical bits,
we can have
four possible
combinations

,1 R



Just like two
classical bits,
we can have
four possible
combinations
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Just like two
classical bits, /N’
we can have
four possible
combinations




Just like two
. classical bits, /N’
we can have

four possible
combinations H,T
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Just like two
classical bits, /N’
we can have
four possible

combinations H,T

BEIO 150

isign the Future




Entanglement
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Entanglement
<€ If this:
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Entanglement
<€ If this:

€— or this:

EIO 150
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Entanglement
<€ If this:

but never the
other two
combinations...

€——— or this:

EIO 150
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Entanglement
<€ If this:

M)+ | L

€ or this:
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Entanglement
<€ If this:

Y 4L [00) + |11

€——— or this:

EIO 150
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Entanglement
<€ If this:

ENTANGLEMENT!
They are random but
not independent.

Y 4L [00) + |11

or this:

EIO 150

sign the Future




Sut No Faster- Than-Light Communication

t= O NANOSECONDS t= 1 NANOSECOND
THS 15 CALLED WOU, FASTER-
) THAN-LIGHT
BELLS THEOREM. COMMUNICA
IT UAS FIRST— TION
) ' 15 POSSIBLE!
< 5 METERS —>
BELLS SECOND THEOREM:
MISUNDERSTANDINGS OF BELLS THEOREM

HAPPEN 90 FAST THAT THEY VIOLATE LOCALITY.

Nope!

You can each get shared,
secret random numbers
upon measuring shared,
entangled states, but that
doesn’t give you the ability
to send messages.

23
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Teleportation

PARAMOUNT PICTURES



Quantum teleportation:

Information, not Objects
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Quantum teleportation:

Information, not Objects
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Quantum teleportation:

Information, not Objects

Alice Bob
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Quantum teleportation:

Information, not Objects
Bob
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Quantum teleportation:

Information, not Objects

26

Alice Bob

Use
Entanglement
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Quantum teleportation:

Information, not Objects

Alice Bob
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Quantum teleportation:

Information, not Objects

Alice Bob

) &N Local Quantum
Operations

KEIO 150
Desi ¢ Future
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Quantum teleportation:

Information, not Objects

Alice Bob
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Quantum teleportation:

Information, not Objects

Alice Bob

Classical
Communication

KEIO 150
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Quantum teleportation:

Information, not Objects

Alice Bob

and Local Q Ops

to Recreate
Original
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SundayReview

Is Quantum Entanglement Real?

NOV. 14, 2014




Physics Vol. 1, No. 3, pp. 195-260, 1964 Physics Publishing Co. Printed in the United States

ON THE EINSTEIN PODOLSKY ROSEN PARADOX*

J. S. BELLT
Department of Physics, University of Wisconsin, Madison, Wisconsin

(Received 4 November 1964)

|. Introduction

THE paradox of Einstein, Podolsky and Rosen [1] was advanced as an argument that quantum mechanics
could not be a complete theory but should be supplemented by additional variables. These additional vari-
ables were to restore to the theory causality and locality [2]. In this note that idea will be formulated
mathematically and shown to be incompatible with the statistical predictions of quantum mechanics. It is
the requirement of locality, or more precisely that the result of a measurement on one system be unaffected
by operations on a distant system with which it has interacted in the past, that creates the essential dif-
ficulty. There have been attempts [3] to show that even without such a separability or locality require-
ment no ‘“hidden variable’’ interpretation of quantum mechanics is possible. These attempts have been
examined elsewhere [4] and found wanting. Moreover, a hidden variable interpretation of elementary quan-
tum theory [5) has been explicitly constructed. That particular interpretation has indeed a grossly non-
local structure. This is characteristic, according to the result to be proved here, of any such theory which
reproduces exactly the quantum mechanical predictions.



Nonlocality - the arguments
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Hang on, guantum mechanics
as written down requires
things far apart to behave like
they have faster than light
communication?!?
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Nonlocality - the arauments

Hang on, guantum mechanics
as written down requires
things far apart to behave like
they have faster than light
communication?!?

Einstein

(J.S.Bell I .
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| tested it!

There’s a way to
statistically test this.
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Hang on, guantum mechanics
as written down requires
things far apart to behave like
they have faster than light
communication?!?

Einstein

There’s a way to
statistically test this.




Nonlocality - the arguments
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Nonlocality - the arguments

Either guantum mechanics
IS nonlocal, oritis
incomplete (secret plans)

Einstein
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Nonlocality - the arguments

Einstein
Either quantum mechanics Ny
IS nonlocal, oritis

incomplete (secret plans)
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Nonlocality - the arguments

Einstein

4

Either guantum mechanics
IS nonlocal, oritis
incomplete (secret plans)

Even if it is Incomplete, it
Is still nonlocal!

No local hidden variable theory
can explain my experiment.
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Detectors
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Polarization

Analyzers

Detectors
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The Aspect experiments

Detectors Detectors

Polarization Polarization
Analyzers Analyzers

YL
W Qe

Source of

Optical Switch Low-Energy Photons



Recent Bell Inequality
Violation Experiments

e Four major research groups have announced results in testing Bell's theorem in 2015.

* Pop science reports:

 Delft group: http://phys.org/news/2015-08-loopholes-entanglement-bell-
inequality.html

« Vienna group: http://phys.org/news/2015-11-big-quantum.html

e Singapore group: http://www.eurekalert.org/pub_releases/2015-11/cfqgt-
ere110915.php

* UNSW group: http://www.gizmag.com/advance-programmable-silicon-quantum-

computers/40420/

* btw, the Wikipedia article is a reasonable list of Bell inequality violations going back three
decades:
https://en.wikipedia.org/wiki/Bell test experiments



http://phys.org/news/2015-08-loopholes-entanglement-bell-inequality.html
http://phys.org/news/2015-11-big-quantum.html
http://www.eurekalert.org/pub_releases/2015-11/cfqt-ere110915.php
http://www.gizmag.com/advance-programmable-silicon-quantum-computers/40420/
https://en.wikipedia.org/wiki/Bell_test_experiments

Recent Bell Inequality
Violation Experiments

e Technical papers:

e Hanson group, Delft:
http://www.nature.com/nature/journal/v526/n7575/tull/nature 15759.htmi
http://arxiv.org/abs/1508.05949

« Zeilinger group, Vienna: Giustina et al.
http://arxiv.org/abs/1511.03190

 (related: http://www.pnas.org/content/early/2015/10/27/1517574112, http://
WWww.pnas.org/content/early/2015/10/28/1517007112 )

o Kurtsiefer group, Singapore:
https://journals.aps.org/prl/abstract/10.1103/PhysRevl ett.115.180408 or
http://arxiv.org/abs/1506.01865

* Morello group, University of New South Wales (Kohei M. |toh, Keio, collaborating):
http://www.nature.com/nnano/journal/vaop/ncurrent/full/nnano.2015.262.html



http://www.nature.com/nature/journal/v526/n7575/full/nature15759.html
http://arxiv.org/abs/1508.05949
http://arxiv.org/abs/1511.03190
http://www.pnas.org/content/early/2015/10/27/1517574112
http://www.pnas.org/content/early/2015/10/28/1517007112
https://journals.aps.org/prl/abstract/10.1103/PhysRevLett.115.180408
http://arxiv.org/abs/1506.01865
http://www.nature.com/nnano/journal/vaop/ncurrent/full/nnano.2015.262.html

Singapore Experiment
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Super-precise statistical test of Bell inequality




Singapore Experiment




Vienna Experiment

(a) Alice Bob
. ~2m = Source - ~29m
(b) Source | (c) Measurement Station (Alice/Bob)
D0 ==
LASER_ =& TO b Clk
_;o;nm.f‘"ﬂ H H "-_ Clk»{ RNG C¢k Y.
L — - v | ‘ ~1 DIGITIZER
(5.
ik T B g cke-| FPGA | TIM I pc
BPF —
“ ¥ ~~~ _toBob & APD
J L OMi—— 4 (0 p § rC
“ ¥-=7 = HWP from o~  TL [ 7oomK |
to Alice ¢ OO0 N1 M source % EOM oY TES
LN & V) v [
| v —1 w4 F
PBS —>—a> -} 4= |75 | soup
% ! pBs
- QQ
M A 1P

Closing timing loopholes (strengthening the proof)

https://journals.aps.org/prl/abstract/10.1103/PhysRevLett.115.250401 arXiv:1511.03190
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Vienna experimen

Experimental Data

histogram of detection
timestamps '

-

latest arrival at detector

photon arrival
at polarizer

margin 7.6ns = 3.3ns

- \

—
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measurement
interval

—

setting choice fixed

N L T T "'

a
setting choice

Space-Time Configuration

measurement
interval

b

setting choice

Experimental Data

margin 8.0ns +3.3ns

-/

~ margin 10.1ns + 2.5ns P " margin 9.7ns = 2.5ns
emission | E
1 1 1 1 1 1 1 1
detector counts -30 -20 -10 0 10 20 30 detector counts
(arbitrary units) space (m) (arbitrary units)

https://journals.aps.org/prl/abstract/10.1103/PhysRevLett.115.250401

arXiv:1511.03190



Vienna experiment #2

P-) TTU/Logic (]

Observatorio del Teide
Tenerife

¢ A
La Palma SPDC
Observatorio del Roque de los Muchachos
* Laser Beam path @BBO [ JHWP [ JIF8nm wmmmm Mirror === Dichroic mirror @ Beamdump @&&& FPC APDc — 7cmJlens

= === Pump path Fiber PZZZ1BBO/2 c——QWP c==IF3nm [\ PBS P o Delay fiber ME FBS === Cable ———14 cmJlens

Gaining distance and linking two
entangled states together! hitp://www.pnas.org/content/112/46/14202


http://www.pnas.org/content/112/46/14202

UNSW Experiment

First Bell
inequality
between two
solid-state qubits
In a device

http://www.nature.com/nnano/journal/vaop/ncurrent/full/nnano.2015.262.html



Delft Experiment

Over 1.3 km using
solid-state memories
(small pieces of
diamond engineered
to hold a single extra
electron, known as NV
centers)

;ZF'J-..J il.["‘_,
PR F »,

Hensen et al., Nature, 29 Oct. 2015
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https://qz.com/760804/chinas-new-quantum-satellite-will-try-to-teleport-data-outside-the-bounds-of-space-and-time-and-create-an-unbreakable-code/




So the job of a guantum
repeater network Is...

e ...to make that entanglement.

* (And, it's a consumable resource, so we have to
make lots of it.)

e But what can we do with it if we have it?
—> Well, obviously, test quantum theory!
But what else?



Outline

- Background: entanglement & teleportation

» Applications of gquantum networks

 Lines of repeaters

» Networks & internetworks of repeaters
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Distributed
Low crypto functions

bandwidth

SECI

Blind quantu
computation

Basic
client-server

QC

Distributed System-area

computation networks Sensors
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Distributed
Low crypto functions

bandwidth

High to very
high bandwidth

Distribt
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IPsec with QKD: Quantum-protected
campus-to-campus connection

Dark Fiber
IPsec Gatewa

-y &
- \
\ IPsec Gateway

[Psec Tunnel ——

draft-nagayama-ipsecme-ike-with-gkd-01.txt, 2014/10

47



IPsec with QKD

IPsec
Gateway

:Secure, Local
:Connection

IPsec
Gateway

Secure, Local
Connection

QKD
Device

Aqua : Advancing Quantum Architecture SORIGE

@Quantum
QKD B Network

Device
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IPsec with QKD
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Gateway Gateway
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IPsec with QKD
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IPsec with QKD

|

Nl At wviAarl,

Secure, Local
Connection

:Secure, Local
:Connection

@Quantum
Nlahanrle

Viake Keys
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IPsec with QKD

n.b.: QKD requires
an authenticated
(but not secret)
classical channel to
avoid MitM

|

Nl At wviAarl,

Secure, Local
Connectior

:Secure, Local
:Connection

@Quantum
Nloahanrle

VIakerkeys

Aqua : Advancirg Quantum Architecture ,\

-—
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D-H: Diffie-Hellman key exchange
QKD: Quantum Key Distribution
AES: Advanced Encryption Standard
OTP: One Time Pad

Data
encrypted
today
D-H +
AES

QKD +
AES

QKD +
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D-H: Diffie-Hellman key exchange
QKD: Quantum Key Distribution
AES: Advanced Encryption Standard

OTP: One Time Pad Factoring
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Data possible
encrypted |
today :
D-H + | |
AES | |
|
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QKD + ! :
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D-H: Diffie-Hellman key exchange
QKD: Quantum Key Distribution
AES: Advanced Encryption Standard

OTP: One Time Pad Factoring AES broken

becomes :
Data possible |
encrypted | |
today : :
D-H + | | |
AES | | |
| |

: |
QKD + I : :
AES | | :
| : |

|
QKD + : i :
super-AES ! : '
| : I
QKD + ! : :
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D-H: Diffie-Hellman key exchange

QKD: Quantum Key Distribution testing all keys
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Blind Computation: Secure Quantum
Time-Sharing

Quantum

mainframe
(high capacity,
time share)

Quantum Quantum

termina! repeater
(low capacity) sk

Server learns nothing about either client’s data or
computation, except upper bound on computation size.
(cf. classical homomorphic encryption)
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—ntanglement is Independent of Distance

...provided we have high-fidelity transmission, memory,
and operations

...50 that’s what quantum repeater networks are all
about.
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Losing Photons Affects When We Can Use Info

Double lines are

classical
information T

B ( Bell) class:
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guantum key distribution
(QKD)
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Store-and-Forward?

Problems:

1) photon loss

2) local operation erro
3) Memory erro

(S

(S
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So We Build Repeaters: Conceptual Hardware

multiplexer demultiplexer

e

end node repeater

Figure 10.1: Generic view of the hardware of a line of repeaters. Qubit memories
are represented by the atom symbol, regardless of physical device type.
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Tasks of a Quantum Repeater

1. To make basic entanglement over a distance
(e.q., over fiber or free space)

2. To manage errors
« Loss of photons
- (Gate errors
» Memory errors
3. To extend entanglement across multiple hops
4. To be part of a network:
» Route through a network
« Manage resources (time, memory, photons, ...)
* To be secure; etc.

58



Errors  Approaches

Heralded

Entanglement

Generation

(HEG)
Loss

Examples

Schematics

Error Quantum

Error
Correction

(QEC)

lv)—
|0) —
|0) —

QEC

Heralded
Entanglement

Purification

Operation (HEP)

‘esssssenene ‘ Classical

Comm.

Error

Quantum
Error

Correction
(QEC)

Elements:

B3 Qubitin an encoded block

Measurement (X/Z)

http://www.nature.com/articles/srep20463

e
@@ Remotely entangled qubit A Flying qubit (photons) » ) CNOT gate

- Teleportation-based Error Correction
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http://www.nature.com/articles/srep20463

Repeater Schemes

- 1G: Purify and swap
(Dur & Briegel, Lukin, others; since 1998)

« 2G & 3G: CSS guantum error correction
(Jiang (Lukin) et al., 2009)

- 2G & 3G: Surface code quantum error correction
(Fowler et al., 2010)

» 2.5G: Quasi-asynchronous
(Munro et al., 2010)

* Memoryless
(Munro et al., 2012)

» All Optical
(physical layer w/ implications for architecture)
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Lengthening Entanglement B

Station O —2 tation 2
I@ﬁ NS V.
Bell State
Measurement

Called entanglement swapping.
Fidelity declines; you must purify afterwards

‘ e KEIO 150
61 Design the Future
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Nested Entanglement Swapping

Station O Statlon 1 Station 2  Station 3 Station 4
level O . 000000 L 000000 (,_'_;U.'.“::‘j'_tzl S0000 l_f'_i.O‘ e XeXoXoX: _O

_Q QN0 o QT 0
level ] ﬂ_,f-" OO0 *l’_.r*‘ “m

level 2 (o} ______j:-.--—:"______j_f:::---

freed qubits

Dur & Briegel, many others
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2-EPP: Purification %
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1-EPP: Surface code quantum communication

data qubit(s)

Wy

V)

Fowler et al., PRL 104, 2010

N

-4

L1l

- significant
transmission

HPN / delay
ANONNANNAN, —
¥ [

S—

entanglement
heralding

data qubit(s)

L1

N

B

64



Errors  Approaches

Heralded

Entanglement

Generation

(HEG)
Loss

Examples

Schematics

Error Quantum

Error
Correction

(QEC)

lv)—
|0) —
|0) —

QEC

Heralded
Entanglement

Purification

Operation (HEP)

‘esssssenene ‘ Classical

Comm.

Error

Quantum
Error

Correction
(QEC)

Elements:

B3 Qubitin an encoded block

Measurement (X/Z)

http://www.nature.com/articles/srep20463

e
@@ Remotely entangled qubit A Flying qubit (photons) » ) CNOT gate

- Teleportation-based Error Correction

0O



http://www.nature.com/articles/srep20463

Learning More

(Many good references in both Zz& and

are a few of our own recent ones.)

AZE: here
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A Blueprint
for Building
a Quantum

Computer

Implementing the Argument Web
Revisiting the Tragedy of the Commons
On the Future of ACM

Found Phys (2014) 44:819-828
DOI 10.1007/4510701.014.9807.2

QuANTUM COMMUNICATIONS

Quantum Computing’s Classical Problem, Classical
Computing’s Quantum Problem

Rodney Van Meter

Recerved: 7 January 2014 / Accepted: 7 May 2014 / Published online: 4 Junce 2014
© Springer Science+Business Media New York 2014

Abstract Tasked with the challenge to build better and better computers, quantum
computing and classical computing face the same conundrum: the success of classical
computing systems. Small quantum computing systems have been demonstrated, and
intermediate-scale systems are on the horizon, capable of calculating numeric results

the key 10 quastam networks |1, 2). When used in dscussions
about guantum information, teleportation refers not to Cap-
ununtacpp.gmoamm-eolmenwpﬂmm

Rodney Van Meter and Joe Touch

ABSTRACT

Quantum networks gemcrate distributed
entangled state or relocate quantem state,
wniquely casuring cavesdropper detection or
reaching agreement more quickly than their clas-
sical counterparts. These capabilitics rely ca the
composation of link and sultshop mechanims
oo a coherent system, with particular attention
1o masaging crrors in and loss of delicate guan.
tum states. This article explores quantum net-
working in terms of fundamental network
architecture principles, and cxplains where and
bow it diverges from its classical counterparts, It
discusses engineering principles that ensure
robust and interoperable communication by
mtroducing new protocol layers to suppost quan-
tum sessions, and iders how these layers
mteract with quantum link mechanisass to sup-
port user-level quantum-coablod applicatsons.

Designing Quantum Repeater Networks

to releporr data rather than transmit it. The dis-
covery of quantum teleportation and quantum
error mamagement led to the development of
tum repeaters, These quastum repeaters
are the core of a quantum network architecture
becawse they relay data betwoen potentially dif-
fereat hink techaalogics, just as Internet routees
do in classacal sctworks, Other guantem roster
functions, such as path determination and rout-
ing cxchange, use classical msethods adapted with
quantum-relatod metrcs and cosstramsts.

Very little work has been done to date on
quantum repeater network architectures, but a
balf dozen approaches 10 repeater communica-
tion sessions have been proposed [4-9). Each of
these approaches cam be organized into a proto-
col stack in the spirit of the OS] seven-layer
model, We focus on the relationship between
the session architecture and the restrictions
maposed by the physical technologses, and the

Quantum Networking and Internetworking

Rodney Van Meter
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The Path to

Scalable Distributed
Quantum Computing .

COVER FEATURE EMERGING COMPUTING PARADIGMS

. /{ "
'S

Rodney Van Meter, Keio University Shonan Fujisawa Campus
Simon J. Devitt, RIKEN Center for Emergent Matter Science

Researchers are fabricating quantumn processors powerful
enough to execute small instances of quantum algorithms.
Scalability concerns are motivating distributed-memory
multicomputer architectures, and experimental efforts
have demonstrated some of the building blocks for such

a design. Numerous systems are emerging with the goal
of enabling local and distributed quantum computing.

ncreasingly, quantum computers and networks are

expanding already astonishing classical computing

and communication capabilities.? As the sidebar

“Key Concepts in Quantum Computing” describes,
quantum computing has six underlying concepts. Each
concept is simple, but collectively they imply that classi-
cal computation is incomplete and that quantum effects
can be used to efficiently solve some previously intracta-
ble problems.

Inthe 1980s and 1990s, researchers developed several
quantum algorithms and laid the foundation of quan-
tum computational complexity, but they did not fully
grasp the process of creating new quantum algorithms.
From the early 2000s, researchers have begun to more
deeply understand this process, which has caused an
explosion of proposed quantum computing algorithms

COMPUTER

(http://math.nist.gov/quantum/zo0) in areas ranging
from quantum chemistry to astrophysics to matrix oper-
ations relevant to machine learning.® Some algorithms
offer only a polynomial speedup over competing classi-
cal algorithms; others offer super-polynomial speedups
in asymptotic complexity. However, in many cases, stud-
ies have not yet investigated the algorithm's interaction
with quantum computer architecture to determine con-
stant factors, fidelity demands, and resource require-
ments. In short, the required size, speed, and fidelity of
a commercially attractive quantum computer remain
open questions.

Experimental groups are now fabricating quantum
processors powerful enough to execute small instances
ofquantumalgorithms and demonstratequantum error
correction (QEC) that extends the lifetime of quantum

SEPTEMBER 2018
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Summary

1. Quantum computing and networking are happening:
there are applications, hardware, an ecosystem.

2. Network applications: crypto functions, sensor
networks, distributed quantum computing (encrypting
time sharing).

3. Photon loss, memory are implementation challenges.
4. Much networking work to be done.
5. It’s all a great deal of fun, come join us!
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