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2010 年くらいからの振り返り
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資料
• 発表資料
• https://seminar-materials.iijlab.net/iijlab-seminar/iijlab-seminar-

20231017.pdf
• https://iijlab-seminars.connpass.com/event/297595/ から辿れます
• ファイルのサイズが⼤きいため (16 MB 程度) ダウンロードしていただく場合は

ご注意ください

• 技術レポート：Internet Infrastructure Review (IIR) Vol. 60
• システムソフトウェアの通信分野における2010年頃からの研究まとめ
• 2023 年 9 ⽉ 26 ⽇発⾏
• HTML / PDF 版：https://www.iij.ad.jp/dev/report/iir/060.html
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概要
• 2010 年くらいから 10 Gbps を超えるような速度の NIC が⽐較

的安価で⼊⼿可能になり、広く利⽤されるようになった

• 既存のソフトウェアの実装にとって、⾼速な NIC の性能を⼗分
に引き出すのは難しいという課題が顕著になった

• この課題について、システムソフトウェア分野でのこれまでの
取り組みを紹介
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背景
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⾼速な NIC と⽤途



Network Interface Card (NIC)
• コンピューターへ搭載可能な通信⽤ハードウェア

NIC

コンピューターへ接続するための端⼦

ケーブル接続⽤のポート

ケーブル
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2010 年くらいの利⽤シナリオ

スマートフォン

データセンター

PC

サービス利⽤者の端末 サービス提供側

インターネット
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動画ストリーミング

ビッグデータ分析

SNS

クラウドストレージ

その他たくさんの
Web・スマホ向けサービス

オンラインゲーム

アプリケーション例

検索エンジン
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⼤量のクライアントへ

短時間でサービスを提供したい

NIC の⾼速化により
各サーバーが送受信できる

データの量が増加した

しかし、NIC が速くなったからといって
⼤量のクライアントに短時間でサービスを提供できるわけではなかった
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通信関連のシステムソフトウェア
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通信関連のシステムソフトウェア
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既存のシステムの性能
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既存の実装の性能
• Linux TCP スタックのメッセージ(パケット)サイズごとの性能
• 論⽂が提案⼿法との⽐較対象としているベースラインの性能

Sangjin Han, Scott Marshall, Byung-Gon Chun, Sylvia Ratnasamy, "MegaPipe: A New Programming Interface for Scalable Network I/O", OSDI 2012
https://www.usenix.org/conference/osdi12/technical-sessions/presentation/han

2012 年の論⽂の発表資料より

NIC
デバドラ

TCP/IP
スタック

アプリ

NIC
デバドラ

TCP/IP
スタック

アプリ

クライアント サーバー (8 CPU core)
８(posix)スレッド

10 Gbps

メッセージ交換

20

https://www.usenix.org/conference/osdi12/technical-sessions/presentation/han


既存の実装の性能
• Linux TCP スタックのメッセージ(パケット)サイズごとの性能
• 論⽂が提案⼿法との⽐較対象としているベースラインの性能

Sangjin Han, Scott Marshall, Byung-Gon Chun, Sylvia Ratnasamy, "MegaPipe: A New Programming Interface for Scalable Network I/O", OSDI 2012
https://www.usenix.org/conference/osdi12/technical-sessions/presentation/han

2012 年の論⽂の発表資料より

NIC
デバドラ

TCP/IP
スタック

アプリ

NIC
デバドラ

TCP/IP
スタック

アプリ

クライアント サーバー (8 CPU core)
８(posix)スレッド

10 Gbps

メッセージ交換

1.)Small)Messages)Are)Bad)

0 

20 

40 

60 

80 

100 

0 

2 

4 

6 

8 

10 

64 128 256 512 1K 2K 4K 8K 16K 

C
PU

 U
sa

ge
 (%

) 

T
hr

ou
gh

pu
t (

G
bp

s)
 

Message Size (B) 

Throughput CPU Usage 

Low)throughput) High)overhead)
9)OSDI)2012)

21

https://www.usenix.org/conference/osdi12/technical-sessions/presentation/han


1.)Small)Messages)Are)Bad)

0 

20 

40 

60 

80 

100 

0 

2 

4 

6 

8 

10 

64 128 256 512 1K 2K 4K 8K 16K 

C
PU

 U
sa

ge
 (%

) 

T
hr

ou
gh

pu
t (

G
bp

s)
 

Message Size (B) 

Throughput CPU Usage 

Low)throughput) High)overhead)
9)OSDI)2012)

既存の実装の性能
• Linux TCP スタックのメッセージ(パケット)サイズごとの性能
• 論⽂が提案⼿法との⽐較対象としているベースラインの性能

Sangjin Han, Scott Marshall, Byung-Gon Chun, Sylvia Ratnasamy, "MegaPipe: A New Programming Interface for Scalable Network I/O", OSDI 2012
https://www.usenix.org/conference/osdi12/technical-sessions/presentation/han

• メッセージサイズ <= 1K
• 10 Gbps を達成できない

2012 年の論⽂の発表資料より
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既存の実装の性能
• Linux TCP スタックのメッセージ(パケット)サイズごとの性能
• 論⽂が提案⼿法との⽐較対象としているベースラインの性能

Sangjin Han, Scott Marshall, Byung-Gon Chun, Sylvia Ratnasamy, "MegaPipe: A New Programming Interface for Scalable Network I/O", OSDI 2012
https://www.usenix.org/conference/osdi12/technical-sessions/presentation/han

• メッセージサイズ <= 1K
• 10 Gbps を達成できない

• メッセージサイズ <= 4K
• 依然、⾼い CPU 使⽤率

2012 年の論⽂の発表資料より
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既存の実装の性能
• CPU について考えると、TCP/IP スタックで費やされる時間は

（厳密ではないですが概ね）パケット数に依存する
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通信関連のシステムソフトウェア
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既存の実装の性能
• 仮想マシンからの単純なパケット転送性能：Linux vhost-net
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10 Gbps NIC の普及
• ソフトウェアの視点から、性能について⼤きな伸び代ができた1.)Small)Messages)Are)Bad)
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課題
• 伸び代をどのように引き出して有効活⽤するか？1.)Small)Messages)Are)Bad)
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研究紹介
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システムコール呼び出しコストについて

基本的な仕組みの説明



システムコールの呼び出しコスト
• システムコール
• ユーザー空間プログラムがカーネル空間の機能を呼び出すためのイン

ターフェース
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}

73



典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}
アプリケーション固有の処理（e.g., HTTP サーバー、キャッシュサーバー）
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}

OS から提供されるシステムコール
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}

OS から提供されるシステムコール
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典型的なサーバーの実装
{

/*クライアントからのリクエストデータを読み込み*/
read(fd, request_buf, sizeof(request_buf));
/*リクエストに応じたレスポンスデータを⽣成*/
generate_response(request_buf, response_buf);
/*レスポンスデータをクライアントへ送信*/
write(fd, response_buf, response_buf_size);

}
リクエスト読み込みとレスポンス書き出しを頻繁に⾏うと

システムコールが頻繁に呼び出される
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研究紹介
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システムコール呼び出しコストについて

システムコールを複数まとめてリクエストできるようにする



システムコールの頻度を減らす
• FlexSC (OSDI 2010)

81

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能



システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ



システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ



システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏



解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏

85

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)

https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls


解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏

86

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

通常の write システムコール

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)

https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls


解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

FlexSC だとこんなかんじ

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)

https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls


解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏

88

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

リクエスト⽤エントリを取得

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)

https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls


解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

リクエスト⽤エントリを取得

カーネル機能
実⾏

カーネル機能

アプリケーションユーザー空間

カーネル

共有メモリ
カーネルスレッド

このエントリはユーザー空間と
カーネル空間の共有メモリ上に存在



解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

システムコール番号を設定
（write は 1）

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)

https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls


解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

引数の数を指定

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)

https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls


解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

引数を指定

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)
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解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏

93

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

ステータスをSUBMITへ変更

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)
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解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏
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カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

ステータスをSUBMITへ変更

カーネル機能
実⾏

カーネル機能

アプリケーションユーザー空間

カーネル

共有メモリ
カーネルスレッド

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)
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解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏

95

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

専⽤カーネルスレッドは SUBMIT 状態を
読み取り、リクエストの処理を開始する

カーネル機能
実⾏

カーネル機能

アプリケーションユーザー空間

カーネル

共有メモリ
カーネルスレッド

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)
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解決策：システムコールの頻度を減らす
• FlexSC (OSDI 2010)
• ユーザー・カーネル空間の間に共有メモリを⽤意
• ユーザー空間プログラムはリクエスト内容を共有メモリ上に書き込み
• カーネル内で専⽤のカーネルスレッドが共有リクエストを読み取り

カーネル機能を実⾏

96

カーネル機能

アプリケーションユーザー空間

カーネル
カーネル機能

共有メモリ
カーネルスレッド

実⾏
12

Exception-less interface: syscall page

write(fd, buf, 4096);

entry = free_syscall_entry();

/* write syscall *//* write syscall */
entry->syscall = 1;
entry->num_args = 3;
entry->args[0] = fd;
entry->args[1] = buf;
entry->args[2] = 4096;
entry->status = SUBMITSUBMIT;

whilewhile (entry->status != DONEDONE)
do_something_else();

returnreturn entry->return_code;

DONEDONE

アプリケーションはステータスが
DONE になるまで待機

カーネル機能
実⾏

カーネル機能

アプリケーションユーザー空間

カーネル

共有メモリ
カーネルスレッド

Livio Soares and Michael Stumm. 2010. FlexSC: Flexible System Call Scheduling with Exception-Less System Calls. In 9th USENIX Symposium on Operating 
Systems Design and Implementation (OSDI 10).(https://www.usenix.org/conference/osdi10/flexsc-flexible-system-call-scheduling-exception-less-system-calls)
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• Userspace bypass (OSDI 2023)
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Figure 9. System call latency via lmbench.

Figure 10. Relationship of KML syscall latency improve-
ment to busying-waiting iterations (the more busy-waiting
iterations the less frequent of user-kernel mode switching).

and write tests in lmbench. OSv shows the e�ects of imple-
mentation choices as getppid (issued by the null system call
test) is hardcoded to always return 0 without any indirection.
Read of /dev/zero is unsupported and write to /dev/null

is almost as expensive as the microVM case.
Experimentation with lupine-nokml shows that both spe-

cialization and system call overhead elimination play a role.
Specialization contributes up to 56% improvement (achieved
during the write test) over microVM. However, we found no
di�erences in system call latency between the application-
speci�c and general variants (lupine-general) of Lupine. KML
provides Lupine an additional 40% (achieved during the null
test) improvement in system call latency over lupine-nokml.

To better understand the potential performance improve-
ments of KML on Lupine, we designed a microbenchmark
in which we issued the null (getppid) system call latency
test in a loop, while inserting a con�gurable amount of CPU
work via another tight loop to control the frequency of the
switching between user and kernel mode: the frequency of
switching decreases as the number of iterations increases.

In an extreme case where the application calls the system
call without doing anything else (0 iterations) KML provides
a 40% performance improvement. However, Figure 10 shows
how quickly the KML bene�ts are amortized away: with
only 160 iterations between the issued system calls the orig-
inal 40% improvement in latency drops below 5%. We �nd

Name redis-get redis-set nginx-conn nginx-sess
microVM 1.00 1.00 1.00 1.00
lupine-general 1.19 1.20 1.29 1.15
lupine 1.21 1.22 1.33 1.14
lupine-tiny 1.15 1.16 1.23 1.11
lupine-nokml 1.20 1.21 1.29 1.16
lupine-nokml-tiny 1.13 1.13 1.21 1.12
hermitux .66 .67
osv .87 .53
rump .99 .99 1.25 .53

Table 4. Application performance normalized to MicroVM
(Note: higher value is better).

similarly low KML bene�ts for real-world applications in
Section 4.6.

4.6 Application performance
Unikernels boast good application performance due to lack
of bloat and the elimination of system call latency. Table 4
shows the throughput of two popular Web applications: the
nginx web server and the redis key-value store, normal-
ized to microVM performance. As in the memory footprint
experiment in Section 4.4, we were severely limited in the
choice of applications by what the various unikernels could
run without modi�cation.

For clients, we used redis-benchmark to benchmark two
common redis commands, get and set, measuring requests
per second. For nginx, we used ab to measure requests per
second. Under the connection-based scenario (nginx-conn),
one connection sends only one HTTP request. Under the
session-based scenario (nginx-sess), one connection sends
one hundred HTTP requests.12 We ran the clients on the
same physical machine to avoid uncontrolled network ef-
fects.
As shown in Table 4, Lupine outperforms the baseline

and all the unikernels. A general kernel (lupine-general) that
supports 20 applications in Section 3 does not sacri�ce appli-
cation performance. We note that, as a unikernel-like system
with a single trust domain, Lupine does not require the use of
many recent security enhancements that have been shown to
incur signi�cant slowdowns, oftentimes more than 100% [52].
We attribute much of Lupine’s 20% (or greater) application
performance improvement (when compared to baseline) to
disabling these enhancements. The poor performance of
the unikernels is most likely due to the fact that the imple-
mentation of kernel functionality in Linux has been highly
optimized over many years thanks to the large Linux com-
munity, beyond what other implementations can achieve.
We would like to have more data points, but the inability to
run applications on the unikernels is a signi�cant challenge:
even with these two extremely popular applications, OSv

12We use the –keepalive option in ab.
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test) is hardcoded to always return 0 without any indirection.
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Specialization contributes up to 56% improvement (achieved
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di�erences in system call latency between the application-
speci�c and general variants (lupine-general) of Lupine. KML
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To better understand the potential performance improve-
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in which we issued the null (getppid) system call latency
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work via another tight loop to control the frequency of the
switching between user and kernel mode: the frequency of
switching decreases as the number of iterations increases.

In an extreme case where the application calls the system
call without doing anything else (0 iterations) KML provides
a 40% performance improvement. However, Figure 10 shows
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Unikernels boast good application performance due to lack
of bloat and the elimination of system call latency. Table 4
shows the throughput of two popular Web applications: the
nginx web server and the redis key-value store, normal-
ized to microVM performance. As in the memory footprint
experiment in Section 4.4, we were severely limited in the
choice of applications by what the various unikernels could
run without modi�cation.

For clients, we used redis-benchmark to benchmark two
common redis commands, get and set, measuring requests
per second. For nginx, we used ab to measure requests per
second. Under the connection-based scenario (nginx-conn),
one connection sends only one HTTP request. Under the
session-based scenario (nginx-sess), one connection sends
one hundred HTTP requests.12 We ran the clients on the
same physical machine to avoid uncontrolled network ef-
fects.
As shown in Table 4, Lupine outperforms the baseline

and all the unikernels. A general kernel (lupine-general) that
supports 20 applications in Section 3 does not sacri�ce appli-
cation performance. We note that, as a unikernel-like system
with a single trust domain, Lupine does not require the use of
many recent security enhancements that have been shown to
incur signi�cant slowdowns, oftentimes more than 100% [52].
We attribute much of Lupine’s 20% (or greater) application
performance improvement (when compared to baseline) to
disabling these enhancements. The poor performance of
the unikernels is most likely due to the fact that the imple-
mentation of kernel functionality in Linux has been highly
optimized over many years thanks to the large Linux com-
munity, beyond what other implementations can achieve.
We would like to have more data points, but the inability to
run applications on the unikernels is a signi�cant challenge:
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run applications on the unikernels is a signi�cant challenge:
even with these two extremely popular applications, OSv

12We use the –keepalive option in ab.
10

論⽂中グラフより

拡⼤

113Hsuan-Chi Kuo, Dan Williams, Ricardo Koller, and Sibin Mohan. 2020. A Linux in Unikernel Clothing. In Proceedings of the Fifteenth European Conference on 
Computer Systems (EuroSys ʼ 20).(https://doi.org/10.1145/3342195.3387526)

https://doi.org/10.1145/3342195.3387526
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パケット I/O 性能について

基本的な仕組みの説明
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カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

メモリ上の概観

. . .

ソフトウェア（デバドラ）は初期設定
として、まずデスクリプタリング⽤に
連続的なメモリ領域を確保

. . .



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

メモリ上の概観

. . .

NIC レジスタのデスクリプタリング位置
を保持するフィールドへ
確保した連続的なメモリ領域の
先頭アドレスを代⼊する

. . .



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

メモリ上の概観

. . .

NIC レジスタのデスクリプタリング位置
を保持するフィールドへ
確保した連続的なメモリ領域の
先頭アドレスを代⼊する

. . .



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

これで、
確保した連続的なメモリ領域が
デスクリプタの配列として
NIC から認識される

. . .

スペースの都合で転送⽤デスクリプタは省略しています



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

これで、
確保した連続的なメモリ領域が
デスクリプタの配列として
NIC から認識される

. . .

スペースの都合で転送⽤デスクリプタは省略しています



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

NIC レジスタのうち、
リングの head, tail を保持する
レジスタは、デスクリプタ配列の
インデックスを保持する

. . .

スペースの都合で転送⽤デスクリプタは省略しています



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

NIC レジスタのうち、
リングの head, tail を保持する
レジスタは、デスクリプタ配列の
インデックスを保持する

. . .

スペースの都合で転送⽤デスクリプタは省略しています



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

次に、ソフトウェア（デバドラ）は
パケットバッファ⽤メモリを確保する



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

154

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA
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メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェア（デバドラ）はデスクリプタの
フィールドにパケットバッファのアドレス
を書き込むことで NIC への紐付けを⾏う
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

162

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ 新規パケットの到着
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

受信したデータはデスクリプタ経由で
紐づけられたパケットバッファへ書き込まれる

新規パケットの到着
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

受信したデータはデスクリプタ経由で
紐づけられたパケットバッファへ書き込まれる

新規パケットの到着



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

NIC は受信したパケットのサイズを
紐付けを⾏っているデスクリプタの
フィールドに反映する

新規パケットの到着
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

NIC は受信したパケットのサイズを
紐付けを⾏っているデスクリプタの
フィールドに反映する

新規パケットの到着
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

NIC は受信したパケットのサイズを
紐付けを⾏っているデスクリプタの
フィールドに反映する

新規パケットの到着
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

その後、NIC によって、
レジスタの受信リング head の値が更新される

新規パケットの到着
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

その後、NIC によって、
レジスタの受信リング head の値が更新される

新規パケットの到着

( 受信リング head ではなく、
状態保持⽤フラグに受信状況を設定する
NIC もあります )
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送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェアは NIC レジスタの
受信リング head を読み取り、
デスクリプタ[0, 1] に紐づくバッファに
データが書き込まれたことを検知する

新規パケットの到着

その後、NIC によって、
レジスタの受信リング head の値が更新される
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送信⽤

NIC デバイスドライバ

TCP/IP スタック
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カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェアは NIC レジスタの
受信リング head を読み取り、
デスクリプタ[0, 1] に紐づくバッファに
データが書き込まれたことを検知する

新規パケットの到着

ソフトウェアは受信パケットを受け取った後
レジスタの受信リング tail の値を更新して
受信パケットを消費したことを NIC へ通知する



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック
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カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
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• 受信リング tail
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC の送受信キューを表現するデータ構造
(NIC のハードウェア仕様中で定義される) 

デスクリプタリング位置

転送リング head

転送リング tail

受信リング head
受信リング tail

. . .

. . .

. . .
デスクリプタ[0]
デスクリプタ[1]

デスクリプタ[2]

メモリ上の概観

. . .

スペースの都合で転送⽤デスクリプタは省略しています

パケットバッファ
パケットバッファ

. . .
パケットバッファ

ソフトウェアは NIC レジスタの
受信リング head を読み取り、
デスクリプタ[0, 1] に紐づくバッファに
データが書き込まれたことを検知する

新規パケットの到着

head がデスクリプタ配列の最後まで
進められたら head はデスクリプタ[0] へ戻る
(リングバッファとして機能する)



NIC と通信関連プログラムの構成

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

174

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

175

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

176

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

177

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

178

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

179

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

180

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込み

NIC からパケット受信を通知する
ハードウェア割り込みが送られる



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

181

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

NIC からパケット受信を通知する
ハードウェア割り込みが送られる割り込みハンドラ

ハードウェア仕様として、事前に登録された
ハードウェア割り込みハンドラが起動される



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

182

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

割り込みハンドラ

ハードウェア仕様として、事前に登録された
ハードウェア割り込みハンドラが起動される

受信処理⽤カーネルスレッド



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

183

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動割り込みハンドラ

ハードウェア仕様として、事前に登録された
ハードウェア割り込みハンドラが起動される

受信処理⽤カーネルスレッド
Kick



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

184

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

このカーネルスレッドがパケットバッファ
からデータを取り出し TCP/IP 処理を実⾏

受信処理⽤カーネルスレッド



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

185

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

このカーネルスレッドがパケットバッファ
からデータを取り出し TCP/IP 処理を実⾏

受信処理⽤カーネルスレッド

ソケット
キュー



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

186

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

このカーネルスレッドがパケットバッファ
からデータを取り出し TCP/IP 処理を実⾏
＋ソケットのキューへデータを紐付け

受信処理⽤カーネルスレッド

ソケット
キュー



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

187

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信⽤パケットバッファと NIC の紐付きを
解除＋新しいバッファを紐づける

受信処理⽤カーネルスレッド

ソケット
キュー



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

188

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信処理⽤カーネルスレッド

ソケット
キュー

受信⽤パケットバッファと NIC の紐付きを
解除＋新しいバッファを紐づける



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

189

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信処理⽤カーネルスレッド

ソケット
キュー

受信⽤パケットバッファと NIC の紐付きを
解除＋新しいバッファを紐づける



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

190

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信処理⽤カーネルスレッド

ソケット
キュー

受信⽤パケットバッファと NIC の紐付きを
解除＋新しいバッファを紐づける



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

191

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信リングの tail を進める

受信処理⽤カーネルスレッド

ソケット
キュー



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

192

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信処理⽤カーネルスレッド

ソケット
キュー

受信リングの tail を進める



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

193

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

ハードウェア割り込みハンドラは
受信パケット処理⽤のカーネルスレッドを起動

受信処理⽤カーネルスレッド

ソケット
キュー

パケットは受信リングの tail より先へは
head を進めないので新規パケット受信の
ためには tail の更新が必要



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

194

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

受信パケット処理⽤のカーネルスレッドが
アプリケーションスレッドへ通知を送る

受信処理⽤カーネルスレッド

ソケット
キュー

Kick

read(), select(), poll() 等でブロックされていれば、ブロックが解除される



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

195

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

read(), select(), poll() 等でブロックされていれば、ブロックが解除される



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック
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受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

read(), select(), poll() 等でブロックされていれば、ブロックが解除される
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受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

198

新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc. syscall



（ある程度）⼀般的な受信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

メモリコピーread(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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受信⽤パケットバッファソフトウェア(デバドラ)は
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc. syscall
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

メモリコピーread(), recvmsg(), etc.
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受信⽤パケットバッファソフトウェア(デバドラ)は
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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新規パケットの到着

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容

アプリケーションはシステムコールを通じて
ソケットのキューへ紐づけられたデータを
ユーザー空間へコピーしてもらう
(read(), recvmsg() 等のシステムコールを利⽤)

ソケット
キュー

read(), recvmsg(), etc.
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

アプリケーションはシステムコールを通じて
データの送信をカーネルへリクエストする
(write(), sendmsg() 等のシステムコールを利⽤)
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

アプリケーションはシステムコールを通じて
データの送信をカーネルへリクエストする
(write(), sendmsg() 等のシステムコールを利⽤)

syscallwrite(), sendmsg(), etc.
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

アプリケーションはシステムコールを通じて
データの送信をカーネルへリクエストする
(write(), sendmsg() 等のシステムコールを利⽤)

write(), sendmsg(), etc.
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メモリを通じてアクセス
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

カーネルは送信⽤パケットバッファを確保

write(), sendmsg(), etc.
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• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

カーネルは送信⽤パケットバッファを確保
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パケットが転送される

パケットの転送
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転送完了後、
NIC が転送リングの head を進める



（ある程度）⼀般的な送信処理の流れ

送信⽤

NIC デバイスドライバ

TCP/IP スタック

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

228

• パケットバッファのメモリアドレス
• パケットのサイズ
• その他：状態保持⽤フラグ

デスクリプタが保持する内容
ソケット
キュー

write(), sendmsg(), etc.

送信⽤パケットバッファ

NIC レジスタの転送リングの tail の値を更新

これをきっかけに NIC から
パケットが転送される

パケットの転送

転送完了後、
NIC が転送リングの head を進める



研究紹介

229

パケット I/O 性能について

カーネルをバイパスするパケット I/O フレームワーク



パケット I/O フレームワーク
• カーネル（の⼤部分）をバイパスしてユーザー空間から NIC の

I/O を実⾏できるようにする
• DPDK (2010)
• netmap (USENIX ATC 2012)

application costs almost negligible: a packet generator
which streams pre-generated packets, and a packet re-
ceiver which just counts incoming packets.

5.2 Test equipment

We have run most of our experiments on systems
equipped with an i7-870 4-core CPU at 2.93 GHz
(3.2 GHz with turbo-boost), memory running at
1.33 GHz, and a dual port 10 Gbit/s card based on the
Intel 82599 NIC. The numbers reported in this paper
refer to the netmap version in FreeBSD HEAD/amd64
as of April 2012. Experiments have been run using di-
rectly connected cards on two similar systems. Results
are highly repeatable (within 2% or less) so we do not
report confidence intervals in the tables and graphs.

netmap is extremely efficient so it saturates a 10 Gbit/s
interface even at the maximum packet rate, and we need
to run the system at reduced clock speeds to determine
the performance limits and the effect of code changes.
Our systems can be clocked at different frequencies,
taken from a discrete set of values. Nominally, most of
them are multiples of 150 MHz, but we do not know how
precise the clock speeds are, nor the relation between
CPU and memory/bus clock speeds.

The transmit speed (in packets per second) has been
measured with a packet generator similar to the one in
Section 4.2.3. The packet size can be configured at run-
time, as well as the number of queues and threads/cores
used to send/receive traffic. Packets are prepared in ad-
vance so that we can run the tests with close to zero per-
byte costs. The test program loops around a poll(), send-
ing at most B packets (batch size) per ring at each round.
On the receive side we use a similar program, except that
this time we poll for read events and only count packets.

5.3 Transmit speed versus clock rate

As a first experiment we ran the generator with variable
clock speeds and number of cores, using a large batch
size so that the system call cost is almost negligible. By
lowering the clock frequency we can determine the point
where the system becomes CPU bound, and estimate the
(amortized) number of cycles spent for each packet.

Figure 5 show the results using 1..4 cores and
an equivalent number of rings, with 64-byte packets.
Throughput scales quite well with clock speed, reach-
ing the maximum line rate near 900 MHz with 1 core.
This corresponds to 60-65 cycles/packet, a value which
is reasonably in line with our expectations. In fact, in this
particular test, the per-packet work is limited to validat-
ing the content of the slot in the netmap ring and updating
the corresponding slot in the NIC ring. The cost of cache
misses (which do exist, especially on the NIC ring) is
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Figure 5: Netmap transmit performance with 64-byte
packets, variable clock rates and number of cores, com-
pared to pktgen (a specialised, in-kernel generator avail-
able on linux, peaking at about 4 Mpps) and a netsend
(FreeBSD userspace, peaking at 1.05 Mpps).

amortized among all descriptors that fit into a cache line,
and other costs (such as reading/writing the NIC’s regis-
ters) are amortized over the entire batch.

Once the system reaches line rate, increasing the clock
speed reduces the total CPU usage because the generator
sleeps until an interrupt from the NIC reports the avail-
ability of new buffers. The phenomenon is not linear and
depends on the duration of the interrupt mitigation in-
tervals. With one core we measured 100% CPU load at
900 MHz, 80% at 1.2 GHz and 55% at full speed.

Scaling with multiple cores is reasonably good, but
the numbers are not particularly interesting because there
are no significant contention points in this type of ex-
periment, and we only had a small number of operating
points (1..4 cores, 150,300, 450 Mhz) before reaching
link saturation.

Just for reference, Figure 5 also reports the maximum
throughput of two packet generators representative of the
performance achievable using standard APIs. The line
at the bottom represents netsend, a FreeBSD userspace
application running on top of a raw socket. netsend
peaks at 1.05 Mpps at the highest clock speed. Figure 2
details how the 950 ns/pkt are spent.

The other line in the graph is pktgen, an in-kernel
packet generator available in Linux, which reaches al-
most 4 Mpps at maximum clock speed, and 2 Mpps at
1.2 GHz (the minimum speed we could set in Linux).
Here we do not have a detailed profile of how time is
spent, but the similarity of the device drivers and the ar-
chitecture of the application suggest that most of the cost
is in the device driver itself.

The speed vs. clock results for receive are similar to
the transmit ones. netmap can do line rate with 1 core at
900 MHz, at least for packet sizes multiple of 64 bytes.

• 0.9 GHz で 10 Gbps NIC の
ラインレート（14.88 Mpps）
で送信できる

230Luigi Rizzo. 2012. Netmap: A Novel Framework for Fast Packet I/O. In 2012 USENIX Annual Technical Conference (USENIX ATC 12), 101-
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amortized among all descriptors that fit into a cache line,
and other costs (such as reading/writing the NIC’s regis-
ters) are amortized over the entire batch.

Once the system reaches line rate, increasing the clock
speed reduces the total CPU usage because the generator
sleeps until an interrupt from the NIC reports the avail-
ability of new buffers. The phenomenon is not linear and
depends on the duration of the interrupt mitigation in-
tervals. With one core we measured 100% CPU load at
900 MHz, 80% at 1.2 GHz and 55% at full speed.

Scaling with multiple cores is reasonably good, but
the numbers are not particularly interesting because there
are no significant contention points in this type of ex-
periment, and we only had a small number of operating
points (1..4 cores, 150,300, 450 Mhz) before reaching
link saturation.

Just for reference, Figure 5 also reports the maximum
throughput of two packet generators representative of the
performance achievable using standard APIs. The line
at the bottom represents netsend, a FreeBSD userspace
application running on top of a raw socket. netsend
peaks at 1.05 Mpps at the highest clock speed. Figure 2
details how the 950 ns/pkt are spent.

The other line in the graph is pktgen, an in-kernel
packet generator available in Linux, which reaches al-
most 4 Mpps at maximum clock speed, and 2 Mpps at
1.2 GHz (the minimum speed we could set in Linux).
Here we do not have a detailed profile of how time is
spent, but the similarity of the device drivers and the ar-
chitecture of the application suggest that most of the cost
is in the device driver itself.

The speed vs. clock results for receive are similar to
the transmit ones. netmap can do line rate with 1 core at
900 MHz, at least for packet sizes multiple of 64 bytes.

• 0.9 GHz で 10 Gbps NIC の
ラインレート（14.88 Mpps）
で送信できる
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DPDK API

カーネルの TCP/IP スタックは経由しない

デバイスドライバをユーザー空間で実⾏

NIC に紐づいたパケットバッファも
ユーザー空間に配置



DPDK の場合：受信パケットの検知

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API



DPDK の場合：受信パケットの検知

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API
API を通してアプリケーションのループの
中で、受信リングの head の値を監視



DPDK の場合：受信パケットの検知

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

API を通してアプリケーションのループの
中で、受信リングの head の値を監視



DPDK の場合：受信パケットの検知

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

API を通してアプリケーションのループの
中で、受信リングの head の値を監視



DPDK の場合：受信パケットの検知

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

241

DPDK API

新規パケットの到着

API を通してアプリケーションのループの
中で、受信リングの head の値を監視

head が動いたことを確認

パケットの受信を検知



DPDK の場合：受信パケットの読み込み

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

受信⽤パケットバッファは
ユーザー空間にあり、
受信したデータは検知された段階で
既にアプリケーションから⾒えている



DPDK の場合：受信パケットの読み込み

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

受信⽤パケットバッファは
ユーザー空間にあり、
受信したデータは検知された段階で
既にアプリケーションから⾒えている

なので、
読み込みのために追加の作業はなし



DPDK の場合：受信リング tail の更新

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

受信⽤パケットバッファは
ユーザー空間にあり、
受信したデータは検知された段階で
既にアプリケーションから⾒えている

なので、
読み込みのために追加の作業はなし

新しいパケットを受け取れるように
別のバッファを紐づけて、tail を進める



DPDK の場合：受信リング tail の更新

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

受信⽤パケットバッファは
ユーザー空間にあり、
受信したデータは検知された段階で
既にアプリケーションから⾒えている

なので、
読み込みのために追加の作業はなし

新しいパケットを受け取れるように
別のバッファを紐づけて、tail を進める



DPDK の場合

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

新規パケットの到着

受信⽤パケットバッファは
ユーザー空間にあり、
受信したデータは検知された段階で
既にアプリケーションから⾒えている

なので、
読み込みのために追加の作業はなし

新しいパケットを受け取れるように
別のバッファを紐づけて、tail を進める

あとは、アプリが好きなように受信したデータを消費できる



DPDK の場合：転送

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API



DPDK の場合：転送

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API
送信⽤パケットバッファ

DPDK は送信⽤パケットバッファを
ユーザー空間に予め確保



DPDK の場合：転送

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API
送信⽤パケットバッファ

DPDK は送信⽤パケットバッファを
ユーザー空間に予め確保

アプリケーションは確保された
送信⽤パケットバッファへ直接
データを書き込む



DPDK の場合：転送

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API
送信⽤パケットバッファ

DPDK は送信⽤パケットバッファを
ユーザー空間に予め確保

アプリケーションは確保された
送信⽤パケットバッファへ直接
データを書き込む

DPDK は NIC のデスクリプタリングに
送信⽤パケットバッファを紐付け



DPDK の場合：転送

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API
送信⽤パケットバッファ

DPDK は送信⽤パケットバッファを
ユーザー空間に予め確保

アプリケーションは確保された
送信⽤パケットバッファへ直接
データを書き込む

DPDK は NIC のデスクリプタリングに
送信⽤パケットバッファを紐付け

その後、転送リングの tail を更新



DPDK の場合：転送

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API
送信⽤パケットバッファ

DPDK は送信⽤パケットバッファを
ユーザー空間に予め確保

アプリケーションは確保された
送信⽤パケットバッファへ直接
データを書き込む

DPDK は NIC のデスクリプタリングに
送信⽤パケットバッファを紐付け

その後、転送リングの tail を更新

これをきっかけにパケットが NIC から
転送される

パケットの転送



DPDK の場合：削減できるコスト
•受信において、ハードウェア割り込みを起点としたカーネルス

レッドの起動に伴うスケジューリング
•受信において、ユーザー空間プロセスへの新規データの通知に
伴うスケジューリング
• プロトコルスタック内の処理
• システムコール呼び出し
• ユーザー空間とカーネルの間での送受信に伴うメモリコピー
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パケット I/O フレームワークの⽤途

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

Network Function Virtualization (NFV)
汎⽤的なサーバーでネットワーク機能を
動かす (e.g., Firewall, Router)



パケット I/O フレームワークの⽤途

送信⽤

NIC デバイスドライバ

NFV アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

Network Function Virtualization (NFV)
汎⽤的なサーバーでネットワーク機能を
動かす (e.g., Firewall, Router)



パケット I/O フレームワークの⽤途

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

256

DPDK API

Network Function Virtualization (NFV)
汎⽤的なサーバーでネットワーク機能を
動かす (e.g., Firewall, Router)

サーバープログラムの⾼速化

TCP/IP スタック

ユーザー空間で動作する
TCP/IP スタックと組み合わせる



パケット I/O フレームワークの⽤途

送信⽤

NIC デバイスドライバ

仮想 NIC バックエンドユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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DPDK API

Network Function Virtualization (NFV)
汎⽤的なサーバーでネットワーク機能を
動かす (e.g., Firewall, Router)

サーバープログラムの⾼速化
ユーザー空間で動作する
TCP/IP スタックと組み合わせる

仮想 NIC

ホスト

仮想マシン

仮想マシン通信の⾼速化
仮想 I/O バックエンドに組み込む



研究紹介

258

TCP/IP スタック設計

基本的なハードウェア機能の説明

マルチコア環境でのスケーラビリティについて



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• CPU コア間で共有されるオブジェクトのアクセスにはロックの取得が

必要＝＞ロック取得待機時間がボトルネックになる
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オブジェクト
事前にロックの取得が必要



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• CPU コア間で共有されるオブジェクトのアクセスにはロックの取得が

必要＝＞ロック取得待機時間がボトルネックになる
• 基本的なアイデア：CPU コア間で共有するオブジェクトを減らす

260

オブジェクト
事前にロックの取得が必要



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う

261

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

NIC キュー



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

NIC キュー



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

NIC キュー

キューへのアクセスごとに
ロックの取得が必要

NIC のキューが競合ポイントになる

解決策：NIC のマルチキュー機能を使う



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• NIC のマルチキュー機能を使う
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA
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受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有
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受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

受信についての注意事項
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デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして
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デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして
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デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして
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送信⽤

NIC デバイスドライバ
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カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

受信についての注意事項

受信パケットがランダムにキューに割り振られると
CPU コア間でデータのやりとりが必要になってしまう
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

受信についての注意事項

受信パケットがランダムにキューに割り振られると
CPU コア間でデータのやりとりが必要になってしまう

解決策：NIC の Receive Side Scaling (RSS) 機能を使う
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送信⽤
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アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

Hash
Table
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

Hash
Table
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

Hash
Table

パケットのヘッダを⾒て
ハッシュ値を計算
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

ハッシュ値を元に hash table を参照して宛先キューを決める

*RSS: Receive Side Scaling

Hash
Table

パケットのヘッダを⾒て
ハッシュ値を計算
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

*RSS: Receive Side Scaling

Hash
Table
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤

NIC の機能を使って
複数のキューを⽤意

DMA

各コアがキューを⼀つずつ専有

TCP接続 A TCP接続 B

2つのコアがそれぞれ
TCP 接続 A, B へ対応していたとして

*RSS: Receive Side Scaling

Hash
Table

受信についての注意事項

受信パケットがランダムにキューに割り振られると
CPU コア間でデータのやりとりが必要になってしまう

解決策：NIC の Receive Side Scaling (RSS) 機能を使う

RSS のおかげで、特定の TCP 接続のパケットは
特定のキューで受信されるようにできる
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• Receive Side Scaling (RSS) も利⽤

284



TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• 基本的なアイデア：コア間で共有するオブジェクトを減らす
• NIC のキューについて：NIC のマルチキュー機能を利⽤

• Receive Side Scaling (RSS) も利⽤

285

ここまでは NIC のハードウェア機能の話
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TCP/IP スタック設計

ソフトウェアでもコア間の共有オブジェクトを減らす

マルチコア環境でのスケーラビリティについて
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤
DMA
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤
DMA

TCP の接続確⽴時
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送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤
DMA

TCP の接続確⽴時

TCP
SYN
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NIC デバイスドライバ

アプリケーションユーザー空間

カーネル

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤
DMA

TCP の接続確⽴時

TCP
SYN

TCP
SYN
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アプリケーションユーザー空間
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デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤
DMA

TCP
SYN

TCP
SYN

TCP接続 A TCP接続 B
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デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス

TCP/IP スタック

送信⽤ 受信⽤
DMA

TCP
SYN

TCP
SYN

TCP接続 A TCP接続 B
ソケット accept()
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デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

受信⽤パケットバッファソフトウェア(デバドラ)は
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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Figure 3: Lighttpd performance with different listen socket imple-
mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.

Apache HTTP server パフォーマンス
ベンチマーククライアントは1回の TCP 接続で６ファイル取得

TCP接続 BTCP接続 A

TCP接続 C TCP接続 D

TCP接続 E TCP接続 F

アプリケーション

Fine-Accept: 全ての accept キューからラウンドロビンで accept

accept()

Aleksey Pesterev, Jacob Strauss, Nickolai Zeldovich, and Robert T. Morris. 2012. Improving Network Connection Locality on Multicore Systems. In Proceedings of 
the 7th ACM European Conference on Computer Systems (EuroSys ʼ12), 337-350.(https://doi.org/10.1145/2168836.2168870)

https://doi.org/10.1145/2168836.2168870


TCP/IP スタック設計の再考
• マルチコア環境で性能をスケールさせる
• 基本的なアイデア：コア間で共有するオブジェクトを減らす
• NIC のキューについて：NIC のマルチキュー機能を利⽤

• Receive Side Scaling (RSS) も利⽤

• accept のスケーラビリティに関して
• Affinity-Accept (EuroSys 2012)
• MegaPipe (OSDI 2012)
• mTCP (NSDI 2014)
• Fastsocket (ASPLOS 2016)

304

directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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Figure 3: Lighttpd performance with different listen socket imple-
mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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Figure 3: Lighttpd performance with different listen socket imple-
mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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directly because it does not sufficiently stress the network
stack: some requests involve performing SQL queries or
running PHP code, which stresses the disk and CPU more
than the network stack. Applications that put less stress on
the network stack will see less pronounced improvements
with Affinity-Accept. The files served range from 30 bytes to
5,670 bytes. The web server serves 30,000 distinct files, and
a client chooses a file to request uniformly over all files.

Unless otherwise stated, in all experiments a client re-
quests a total of 6 files per connection with requests spaced
out by think time. First, a client requests one file and waits for
100ms. The client then requests two more files, waits 100ms,
requests three more files, and finally closes the connection.
§6.6 shows that the results are independent of the think time.

We configure lighttpd with 10 processes per core for a
total of 480 processes on the AMD machine. Each process
is limited to a maximum of 200 connections. Having sev-
eral processes handling connections on each core limits the
number of broken connection affinities if the Linux scheduler
migrates one of the processes to another core, and reduces
the number of file descriptors each process must pass to the
kernel via poll().

We run Apache in worker mode and spawn one process
per core. Each process consists of one thread that only
accepts connections and multiple worker threads that process
accepted connections. We modify the worker model to pin
each process to a separate core. All threads in a process inherit
the core affinity of the process, and thus the accept thread
and worker threads always run on the same core. A single
thread processes one connection at a time from start to finish.
We configure Apache with 1,024 worker threads per process,
which is enough to keep up with the load and think time.

We use a few different implementations of the listen socket
to evaluate our design. We first compare Affinity-Accept
to a stock Linux listen socket that we call “Stock-Accept”
and then a second intermediate listen socket implementation
that we refer to as “Fine-Accept”. Fine-Accept is similar to
Affinity-Accept, but does not maintain connection affinity to
cores. On calls to accept(), Fine-Accept dequeues connec-
tions out of cloned accept queues in a round-robin fashion.
This scheme performs better than Stock-Accept’s single ac-
cept queue, because with multiple accept queues, each queue
is protected by a distinct lock, and multiple connections can
be accepted in parallel. The Fine-Accept listen socket does
not need a load balancer because accepting connection round-
robin is intrinsically load balanced: all queues are serviced
equally. In all configurations we use the NIC’s FDir hardware
to distribute incoming packets among all hardware DMA
rings (as described in §3.1) and we configure interrupts so
that each core processes its own DMA ring.

6.3 Socket Lock
First, we measure the throughput achieved with the stock
Linux listen socket, which uses a single socket lock. The
Stock-Accept line in Figure 2 shows the scalability of Apache
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Figure 3: Lighttpd performance with different listen socket imple-
mentations on the AMD machine.

on the AMD machine. The number of requests each core can
process decreases drastically as the number of cores increases
(in fact, the total number of requests handled per second
stays about the same, despite the added cores). There is an
increasing amount of idle time past 12 cores because the
socket lock works in two modes: spinlock mode where the
kernel busy loops and mutex mode where the kernel puts the
thread to sleep.

To understand the source of this bottleneck, the Stock-
Accept row in Table 2 shows the cost of acquiring the socket
lock when running Apache on a stock Linux kernel on the
AMD machine. The numbers are collected using lock stat,
a Linux kernel lock profiler that reports, for all kernel locks,
how long each lock is held and the wait time to acquire the
lock. Using lock stat incurs substantial overhead due to
accounting on each lock operation, and lock stat does not
track the wait time to acquire the socket lock in mutex mode;
however, the results do give a picture of which locks are
contended. Using Stock-Accept, the machine can process a
request in 590 µs, 82 µs of which it waits to acquire the listen
socket lock in spin mode and at most 320 µs in mutex mode.
Close to 70% of the time is spent waiting for another core.
Thus, the decline observed for Stock-Accept in Figure 2 is
due to contention on the listen socket lock.
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Fine-Accept (ラウンドロビン)より
Affinity-Accept の⽅が速い
キャッシュ効率が原因との説明

Aleksey Pesterev, Jacob Strauss, Nickolai Zeldovich, and Robert T. Morris. 2012. Improving Network Connection Locality on Multicore Systems. In Proceedings of 
the 7th ACM European Conference on Computer Systems (EuroSys ʼ12), 337-350.(https://doi.org/10.1145/2168836.2168870)
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Figure 7: Evaluation of nginx throughput for the (a) SpecWeb, (b) Yahoo, and (c) Yahoo/2 workloads.

and 200µs (tail) lower latency with low concurrency (thus
underloaded). On the other hand, beyond near saturation
point, disabling interrupt coalescing incurred significantly
higher latency due to about 30% maximum throughput
degradation, which causes high queueing delay. We ob-
served these behaviors for both MegaPipe and baseline;
we could not find any MegaPipe-specific behavior with
interrupt coalescing in our experiments.

5.3 Macrobenchmark: nginx

Unlike memcached, the architecture of nginx is highly
scalable on multi-core servers. Each worker process has
an independent address space, and nothing is shared by
the workers, so the performance-critical path is com-
pletely lockless. The only potential factor that limits scal-
ability is the interface between the kernel and user, and
we examine how MegaPipe improves the performance of
nginx with such characteristics.

For the nginx HTTP benchmark, we conduct experi-
ments with three workloads with static content, namely
SpecWeb, Yahoo, and Yahoo/2. For all workloads, we
configured nginx to serve files from memory rather
than disks, to avoid disks being a bottleneck. We used
weighttp7 as a workload generator, and we modified it to
support variable number of requests per connection.

SpecWeb: We test the same HTTP workload used in
Affinity-Accept [33]. In this workload, each client con-
nection initiates six HTTP requests. The content size
ranges from 30 to 5,670 B (704 B on average), which is
adopted from the static file set of SpecWeb 2009 Support
Workload [9].

Yahoo: We used the HTTP trace collected from the Ya-
hoo! CDN [13]. In this workload, the number of HTTP
requests per connection ranges between 1 and 1,597. The
distribution is heavily skewed towards short connections
(98% of connections have ten or less requests, 2.3 on av-
erage), following the Zipf-like distribution. Content sizes
range between 1 B and 253 MiB (12.5 KiB on average).
HTTP responses larger than 60 KiB contribute roughly

7http://redmine.lighttpd.net/projects/weighttp/wiki

50% of the total traffic.

Yahoo/2: Due to the large object size of the Yahoo work-
load, MegaPipe with only five cores saturates the two 10G
links we used. For the Yahoo/2 workload, we change the
size of all files by half, to avoid the link bottleneck and
observe the multi-core scalability behavior more clearly.

Web servers can be seen as one of the most promising
applications of MegaPipe, since typical HTTP connec-
tions are short and carry small messages [13]. We present
the measurement result in Figure 7 for each workload.
For all three workloads, MegaPipe significantly improves
the performance of both single-core and multi-core cases.
MegaPipe with the Yahoo/2 workload, for instance, im-
proves the performance by 47% (single core) and 75%
(eight cores), with a better parallel speedup (from 5.4
to 6.5) with eight cores. The small difference of im-
provement between the Yahoo and Yahoo/2 cases, both
of which have the same connection length, shows that
MegaPipe is more beneficial with small message sizes.

6 Related Work
Scaling with Concurrency: Stateless event multiplexing
APIs, such as select() or poll(), scale poorly as the
number of concurrent connections grows since applica-
tions must declare the entire interest set of file descrip-
tors to the kernel repeatedly. Banga et al. address this is-
sue by introducing stateful interest sets with incremental
updates [16], and we follow the same approach in this
work with mp_(un)register(). The idea was realized
with with epoll [8] in Linux (also used as the baseline
in our evaluation) and kqueue [29] in FreeBSD. Note that
this scalability issue in event delivery is orthogonal to the
other scalability issue in the kernel: VFS overhead, which
is addressed by lwsocket in MegaPipe.

Asynchronous I/O: Like MegaPipe, Lazy Asynchronous
I/O (LAIO) [22] provides an interface with completion
notifications, based on “continuation”. LAIO achieves
low overhead by exploiting the fact that most I/O opera-
tions do not block. MegaPipe adopts this idea, by process-
ing non-blocking I/O operations immediately as explained
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Figure 7: Evaluation of nginx throughput for the (a) SpecWeb, (b) Yahoo, and (c) Yahoo/2 workloads.

and 200µs (tail) lower latency with low concurrency (thus
underloaded). On the other hand, beyond near saturation
point, disabling interrupt coalescing incurred significantly
higher latency due to about 30% maximum throughput
degradation, which causes high queueing delay. We ob-
served these behaviors for both MegaPipe and baseline;
we could not find any MegaPipe-specific behavior with
interrupt coalescing in our experiments.

5.3 Macrobenchmark: nginx

Unlike memcached, the architecture of nginx is highly
scalable on multi-core servers. Each worker process has
an independent address space, and nothing is shared by
the workers, so the performance-critical path is com-
pletely lockless. The only potential factor that limits scal-
ability is the interface between the kernel and user, and
we examine how MegaPipe improves the performance of
nginx with such characteristics.

For the nginx HTTP benchmark, we conduct experi-
ments with three workloads with static content, namely
SpecWeb, Yahoo, and Yahoo/2. For all workloads, we
configured nginx to serve files from memory rather
than disks, to avoid disks being a bottleneck. We used
weighttp7 as a workload generator, and we modified it to
support variable number of requests per connection.

SpecWeb: We test the same HTTP workload used in
Affinity-Accept [33]. In this workload, each client con-
nection initiates six HTTP requests. The content size
ranges from 30 to 5,670 B (704 B on average), which is
adopted from the static file set of SpecWeb 2009 Support
Workload [9].

Yahoo: We used the HTTP trace collected from the Ya-
hoo! CDN [13]. In this workload, the number of HTTP
requests per connection ranges between 1 and 1,597. The
distribution is heavily skewed towards short connections
(98% of connections have ten or less requests, 2.3 on av-
erage), following the Zipf-like distribution. Content sizes
range between 1 B and 253 MiB (12.5 KiB on average).
HTTP responses larger than 60 KiB contribute roughly

7http://redmine.lighttpd.net/projects/weighttp/wiki

50% of the total traffic.

Yahoo/2: Due to the large object size of the Yahoo work-
load, MegaPipe with only five cores saturates the two 10G
links we used. For the Yahoo/2 workload, we change the
size of all files by half, to avoid the link bottleneck and
observe the multi-core scalability behavior more clearly.

Web servers can be seen as one of the most promising
applications of MegaPipe, since typical HTTP connec-
tions are short and carry small messages [13]. We present
the measurement result in Figure 7 for each workload.
For all three workloads, MegaPipe significantly improves
the performance of both single-core and multi-core cases.
MegaPipe with the Yahoo/2 workload, for instance, im-
proves the performance by 47% (single core) and 75%
(eight cores), with a better parallel speedup (from 5.4
to 6.5) with eight cores. The small difference of im-
provement between the Yahoo and Yahoo/2 cases, both
of which have the same connection length, shows that
MegaPipe is more beneficial with small message sizes.

6 Related Work
Scaling with Concurrency: Stateless event multiplexing
APIs, such as select() or poll(), scale poorly as the
number of concurrent connections grows since applica-
tions must declare the entire interest set of file descrip-
tors to the kernel repeatedly. Banga et al. address this is-
sue by introducing stateful interest sets with incremental
updates [16], and we follow the same approach in this
work with mp_(un)register(). The idea was realized
with with epoll [8] in Linux (also used as the baseline
in our evaluation) and kqueue [29] in FreeBSD. Note that
this scalability issue in event delivery is orthogonal to the
other scalability issue in the kernel: VFS overhead, which
is addressed by lwsocket in MegaPipe.

Asynchronous I/O: Like MegaPipe, Lazy Asynchronous
I/O (LAIO) [22] provides an interface with completion
notifications, based on “continuation”. LAIO achieves
low overhead by exploiting the fact that most I/O opera-
tions do not block. MegaPipe adopts this idea, by process-
ing non-blocking I/O operations immediately as explained
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Figure 7: Evaluation of nginx throughput for the (a) SpecWeb, (b) Yahoo, and (c) Yahoo/2 workloads.

and 200µs (tail) lower latency with low concurrency (thus
underloaded). On the other hand, beyond near saturation
point, disabling interrupt coalescing incurred significantly
higher latency due to about 30% maximum throughput
degradation, which causes high queueing delay. We ob-
served these behaviors for both MegaPipe and baseline;
we could not find any MegaPipe-specific behavior with
interrupt coalescing in our experiments.

5.3 Macrobenchmark: nginx

Unlike memcached, the architecture of nginx is highly
scalable on multi-core servers. Each worker process has
an independent address space, and nothing is shared by
the workers, so the performance-critical path is com-
pletely lockless. The only potential factor that limits scal-
ability is the interface between the kernel and user, and
we examine how MegaPipe improves the performance of
nginx with such characteristics.

For the nginx HTTP benchmark, we conduct experi-
ments with three workloads with static content, namely
SpecWeb, Yahoo, and Yahoo/2. For all workloads, we
configured nginx to serve files from memory rather
than disks, to avoid disks being a bottleneck. We used
weighttp7 as a workload generator, and we modified it to
support variable number of requests per connection.

SpecWeb: We test the same HTTP workload used in
Affinity-Accept [33]. In this workload, each client con-
nection initiates six HTTP requests. The content size
ranges from 30 to 5,670 B (704 B on average), which is
adopted from the static file set of SpecWeb 2009 Support
Workload [9].

Yahoo: We used the HTTP trace collected from the Ya-
hoo! CDN [13]. In this workload, the number of HTTP
requests per connection ranges between 1 and 1,597. The
distribution is heavily skewed towards short connections
(98% of connections have ten or less requests, 2.3 on av-
erage), following the Zipf-like distribution. Content sizes
range between 1 B and 253 MiB (12.5 KiB on average).
HTTP responses larger than 60 KiB contribute roughly

7http://redmine.lighttpd.net/projects/weighttp/wiki

50% of the total traffic.

Yahoo/2: Due to the large object size of the Yahoo work-
load, MegaPipe with only five cores saturates the two 10G
links we used. For the Yahoo/2 workload, we change the
size of all files by half, to avoid the link bottleneck and
observe the multi-core scalability behavior more clearly.

Web servers can be seen as one of the most promising
applications of MegaPipe, since typical HTTP connec-
tions are short and carry small messages [13]. We present
the measurement result in Figure 7 for each workload.
For all three workloads, MegaPipe significantly improves
the performance of both single-core and multi-core cases.
MegaPipe with the Yahoo/2 workload, for instance, im-
proves the performance by 47% (single core) and 75%
(eight cores), with a better parallel speedup (from 5.4
to 6.5) with eight cores. The small difference of im-
provement between the Yahoo and Yahoo/2 cases, both
of which have the same connection length, shows that
MegaPipe is more beneficial with small message sizes.

6 Related Work
Scaling with Concurrency: Stateless event multiplexing
APIs, such as select() or poll(), scale poorly as the
number of concurrent connections grows since applica-
tions must declare the entire interest set of file descrip-
tors to the kernel repeatedly. Banga et al. address this is-
sue by introducing stateful interest sets with incremental
updates [16], and we follow the same approach in this
work with mp_(un)register(). The idea was realized
with with epoll [8] in Linux (also used as the baseline
in our evaluation) and kqueue [29] in FreeBSD. Note that
this scalability issue in event delivery is orthogonal to the
other scalability issue in the kernel: VFS overhead, which
is addressed by lwsocket in MegaPipe.

Asynchronous I/O: Like MegaPipe, Lazy Asynchronous
I/O (LAIO) [22] provides an interface with completion
notifications, based on “continuation”. LAIO achieves
low overhead by exploiting the fact that most I/O opera-
tions do not block. MegaPipe adopts this idea, by process-
ing non-blocking I/O operations immediately as explained
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TCP/IP スタック設計
パケット I/O フレームワークを適⽤する

ユーザー空間 TCP/IP スタック実装
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パケット I/O フレームワークの⽤途

送信⽤

NIC デバイスドライバ

アプリケーションユーザー空間

デスクリプタリング

受信⽤

NIC レジスタ
• デスクリプタリング位置
• 転送リング head
• 転送リング tail
• 受信リング head
• 受信リング tail

DMA

受信⽤パケットバッファソフトウェア(デバドラ)は
メモリを通じてアクセス
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汎⽤的なサーバーでネットワーク機能を
動かす (e.g., Firewall, Router)

サーバープログラムの⾼速化

TCP/IP スタック

ユーザー空間で動作する
TCP/IP スタックと組み合わせる
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netmap + ユーザー空間 TCP/IP スタック
（コンテンツをパケットバッファ上に事前配置）

コンテンツ配送速度（6つの 10Gbps NIC 合計）

Ilias Marinos, Robert N. M. Watson, and Mark Handley. 2014. Network Stack Specialization for Performance. In Proceedings of the 2014 ACM Conference on 
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Figure 7: Performance of short TCP connections with 64B messages. (a) and (c) use one message per connection.
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Figure 8: Comparison of connection accept throughputs.

that it only required replacing the socket and libevent calls
with the corresponding mTCP API. We modified 44/37
LoC out of 1,703/1,663 lines of server and client code,
respectively.

5 Evaluation
We answer three questions in this section:
1. Handling short TCP transactions: Does mTCP pro-

vide high-performance in handling short transactions?
In Section 5.1, we show that mTCP outperforms
MegaPipe and Linux (w/o SO_REUSEPORT) by 3x and
25x, respectively; mTCP connection establishment
alone is 13x and 5x faster than Linux and MegaPipe,
respectively.

2. Correctness: Does mTCP provide correctness with-
out introducing undesirable side-effects? Section 5.2
shows that mTCP provide fairness and does not intro-
duce long latency.

3. Application performance: Does mTCP benefit real
applications under realistic workloads? In Section 5.3,
we show that mTCP increases the performance of
various applications running realistic workload by 33%
to 320%.

Experiment Setup: We compare mTCP on Linux
2.6.32 with the TCP stack on the latest Linux kernel (ver-
sion 3.10.12, with and without SO_REUSEPORT) as well as
MegaPipe on Linux 3.1.3. We use a machine with one
8-core CPU (Intel Xeon E5-2690 @ 2.90 GHz), 32 GB
RAM, and an Intel 10 GbE NIC as a server, and use up

to 5 clients of the same type to saturate the server. While
mTCP itself does not depend on the kernel version, the
underlying PSIO library currently works on Linux 2.6.32.
For Linux, we use ixgbe-3.17.3 as the NIC driver.

5.1 Handling Short TCP Transactions
Message benchmark: We first show mTCP’s scalabil-
ity with a benchmark for a server sending a short message
as a response. All servers are multi-threaded with a single
listening port. Our workload generates a 64 byte message
per connection, unless otherwise specified. The perfor-
mance result is averaged over a one minute period in each
experiment. Figure 7 shows the performance as a function
of the number of CPU cores, the number of messages per
connection (MPC), and message size.

Figure 7(a) shows that mTCP scales almost lin-
early with the number of CPU cores. Linux without
SO_REUSEPORT (‘Linux’) shows poor scaling due to the
shared accept queue, and Linux with SO_REUSEPORT
(‘REUSEPORT’) scales but not linearly with the num-
ber of cores. At 8 cores, mTCP shows 25x, 5x, 3x higher
performance over Linux, REUSEPORT, and MegaPipe,
respectively.

Figure 7(b) shows that the mTCP’s benefit still holds
even when persistent connections are used. mTCP scales
well as the number of messages per connection (MPC)
increases, and it nearly saturates the 10G link from 64
MPC. However, the performance of the other systems
almost flattens out well below the link capacity. Even at
32 MPC, mTCP outperforms all others by a significant
margin (up to 2.7x), demonstrating mTCP’s effectiveness
in handling small packets.

Finally, Figure 7(c) shows the throughput by varying the
message size. mTCP’s performance improvement is more
noticeable with small messages, due to its fast processing
of small packets. However, both Linux servers fail to
saturate the 10 Gbps link for any message size. MegaPipe
saturates the link from 4KiB, and mTCP can saturate the
link from 1KiB messages.
Connection accept throughput: Figure 8 compares
connection throughputs of mTCP and Linux servers. The

9
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Figure 7: Performance of short TCP connections with 64B messages. (a) and (c) use one message per connection.
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Figure 8: Comparison of connection accept throughputs.

that it only required replacing the socket and libevent calls
with the corresponding mTCP API. We modified 44/37
LoC out of 1,703/1,663 lines of server and client code,
respectively.

5 Evaluation
We answer three questions in this section:
1. Handling short TCP transactions: Does mTCP pro-

vide high-performance in handling short transactions?
In Section 5.1, we show that mTCP outperforms
MegaPipe and Linux (w/o SO_REUSEPORT) by 3x and
25x, respectively; mTCP connection establishment
alone is 13x and 5x faster than Linux and MegaPipe,
respectively.

2. Correctness: Does mTCP provide correctness with-
out introducing undesirable side-effects? Section 5.2
shows that mTCP provide fairness and does not intro-
duce long latency.

3. Application performance: Does mTCP benefit real
applications under realistic workloads? In Section 5.3,
we show that mTCP increases the performance of
various applications running realistic workload by 33%
to 320%.

Experiment Setup: We compare mTCP on Linux
2.6.32 with the TCP stack on the latest Linux kernel (ver-
sion 3.10.12, with and without SO_REUSEPORT) as well as
MegaPipe on Linux 3.1.3. We use a machine with one
8-core CPU (Intel Xeon E5-2690 @ 2.90 GHz), 32 GB
RAM, and an Intel 10 GbE NIC as a server, and use up

to 5 clients of the same type to saturate the server. While
mTCP itself does not depend on the kernel version, the
underlying PSIO library currently works on Linux 2.6.32.
For Linux, we use ixgbe-3.17.3 as the NIC driver.

5.1 Handling Short TCP Transactions
Message benchmark: We first show mTCP’s scalabil-
ity with a benchmark for a server sending a short message
as a response. All servers are multi-threaded with a single
listening port. Our workload generates a 64 byte message
per connection, unless otherwise specified. The perfor-
mance result is averaged over a one minute period in each
experiment. Figure 7 shows the performance as a function
of the number of CPU cores, the number of messages per
connection (MPC), and message size.

Figure 7(a) shows that mTCP scales almost lin-
early with the number of CPU cores. Linux without
SO_REUSEPORT (‘Linux’) shows poor scaling due to the
shared accept queue, and Linux with SO_REUSEPORT
(‘REUSEPORT’) scales but not linearly with the num-
ber of cores. At 8 cores, mTCP shows 25x, 5x, 3x higher
performance over Linux, REUSEPORT, and MegaPipe,
respectively.

Figure 7(b) shows that the mTCP’s benefit still holds
even when persistent connections are used. mTCP scales
well as the number of messages per connection (MPC)
increases, and it nearly saturates the 10G link from 64
MPC. However, the performance of the other systems
almost flattens out well below the link capacity. Even at
32 MPC, mTCP outperforms all others by a significant
margin (up to 2.7x), demonstrating mTCP’s effectiveness
in handling small packets.

Finally, Figure 7(c) shows the throughput by varying the
message size. mTCP’s performance improvement is more
noticeable with small messages, due to its fast processing
of small packets. However, both Linux servers fail to
saturate the 10 Gbps link for any message size. MegaPipe
saturates the link from 4KiB, and mTCP can saturate the
link from 1KiB messages.
Connection accept throughput: Figure 8 compares
connection throughputs of mTCP and Linux servers. The
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Figure 13: Encrypted performance, Netflix vs. Atlas, zero and 100% Buffer Cache (BC) ratios.

DMA are no longer closely coupled enough in Atlas’s event loop so
that all data remains in the LLC until transmission. Memory usage
looks more like Figure 12b. In any case, when we look at LLC
misses (Figure 11f), we see Atlas does not experience any CPU
stalls whatsoever while waiting for reads to be served from memory,
indicating that the memory read throughput observed is entirely due
to DMA to the NIC.

4.2 Encrypted HTTP-persistent Traffic
The need to encrypt traffic significantly complicates the process
of serving content. We expect high performance from Netflix’
setup, since unlike stock FreeBSD, it can still take advantage of
sendfile with the in-kernel TLS implementation (§ 2.1). The
semantics, however, are different from the plaintext case. In-place

encryption is not an option as it would invalidate the buffer cache en-
tries, so the stack needs to encrypt the data out-of-place, increasing
the memory and LLC footprint.

To avoid our tests being impacted by CPU saturation on our client
systems, rather than implementing a full TLS layer we have decided
to emulate the TLS overhead by doing encryption and authentication
of the data with dummy keys before it is actually transmitted. The
HTTP headers are still transmitted in plaintext, so that the client
software can parse the HTTP response and count the received data
without needing to spend additional CPU cycles decrypting data,
but the server encrypts everything else as normal. We believe that
this setup closely approximates the actual TLS protocol’s overheads,
especially given that the initial TLS handshake’s overhead will be
negligible for flow durations encountered with video streaming.
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Figure 13: Encrypted performance, Netflix vs. Atlas, zero and 100% Buffer Cache (BC) ratios.

DMA are no longer closely coupled enough in Atlas’s event loop so
that all data remains in the LLC until transmission. Memory usage
looks more like Figure 12b. In any case, when we look at LLC
misses (Figure 11f), we see Atlas does not experience any CPU
stalls whatsoever while waiting for reads to be served from memory,
indicating that the memory read throughput observed is entirely due
to DMA to the NIC.

4.2 Encrypted HTTP-persistent Traffic
The need to encrypt traffic significantly complicates the process
of serving content. We expect high performance from Netflix’
setup, since unlike stock FreeBSD, it can still take advantage of
sendfile with the in-kernel TLS implementation (§ 2.1). The
semantics, however, are different from the plaintext case. In-place

encryption is not an option as it would invalidate the buffer cache en-
tries, so the stack needs to encrypt the data out-of-place, increasing
the memory and LLC footprint.

To avoid our tests being impacted by CPU saturation on our client
systems, rather than implementing a full TLS layer we have decided
to emulate the TLS overhead by doing encryption and authentication
of the data with dummy keys before it is actually transmitted. The
HTTP headers are still transmitted in plaintext, so that the client
software can parse the HTTP response and count the received data
without needing to spend additional CPU cycles decrypting data,
but the server encrypts everything else as normal. We believe that
this setup closely approximates the actual TLS protocol’s overheads,
especially given that the initial TLS handshake’s overhead will be
negligible for flow durations encountered with video streaming.
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DMA are no longer closely coupled enough in Atlas’s event loop so
that all data remains in the LLC until transmission. Memory usage
looks more like Figure 12b. In any case, when we look at LLC
misses (Figure 11f), we see Atlas does not experience any CPU
stalls whatsoever while waiting for reads to be served from memory,
indicating that the memory read throughput observed is entirely due
to DMA to the NIC.

4.2 Encrypted HTTP-persistent Traffic
The need to encrypt traffic significantly complicates the process
of serving content. We expect high performance from Netflix’
setup, since unlike stock FreeBSD, it can still take advantage of
sendfile with the in-kernel TLS implementation (§ 2.1). The
semantics, however, are different from the plaintext case. In-place

encryption is not an option as it would invalidate the buffer cache en-
tries, so the stack needs to encrypt the data out-of-place, increasing
the memory and LLC footprint.

To avoid our tests being impacted by CPU saturation on our client
systems, rather than implementing a full TLS layer we have decided
to emulate the TLS overhead by doing encryption and authentication
of the data with dummy keys before it is actually transmitted. The
HTTP headers are still transmitted in plaintext, so that the client
software can parse the HTTP response and count the received data
without needing to spend additional CPU cycles decrypting data,
but the server encrypts everything else as normal. We believe that
this setup closely approximates the actual TLS protocol’s overheads,
especially given that the initial TLS handshake’s overhead will be
negligible for flow durations encountered with video streaming.
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Figure 13: Encrypted performance, Netflix vs. Atlas, zero and 100% Buffer Cache (BC) ratios.

DMA are no longer closely coupled enough in Atlas’s event loop so
that all data remains in the LLC until transmission. Memory usage
looks more like Figure 12b. In any case, when we look at LLC
misses (Figure 11f), we see Atlas does not experience any CPU
stalls whatsoever while waiting for reads to be served from memory,
indicating that the memory read throughput observed is entirely due
to DMA to the NIC.

4.2 Encrypted HTTP-persistent Traffic
The need to encrypt traffic significantly complicates the process
of serving content. We expect high performance from Netflix’
setup, since unlike stock FreeBSD, it can still take advantage of
sendfile with the in-kernel TLS implementation (§ 2.1). The
semantics, however, are different from the plaintext case. In-place

encryption is not an option as it would invalidate the buffer cache en-
tries, so the stack needs to encrypt the data out-of-place, increasing
the memory and LLC footprint.

To avoid our tests being impacted by CPU saturation on our client
systems, rather than implementing a full TLS layer we have decided
to emulate the TLS overhead by doing encryption and authentication
of the data with dummy keys before it is actually transmitted. The
HTTP headers are still transmitted in plaintext, so that the client
software can parse the HTTP response and count the received data
without needing to spend additional CPU cycles decrypting data,
but the server encrypts everything else as normal. We believe that
this setup closely approximates the actual TLS protocol’s overheads,
especially given that the initial TLS handshake’s overhead will be
negligible for flow durations encountered with video streaming.
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Figure 3: Shenango maintains consistently low median and
99.9% latency, comparable to those of ZygOS, while allowing
unused cycles to be used by a batch processing application.

for memcached. Figure 3 shows how 99.9th percentile
latency for memcached, median latency for memcached,
and throughput for the batch application (y-axes) change
as we increase the load offered to memcached (x-axis).
We only show data points for which achieved load is
within 0.1% of offered load.

Shenango can handle over five million requests per
second while maintaining a median response time of
37 µs and 99.9th percentile response time of 93 µs.
Despite busy polling on all 16 hyperthreads, ZygOS
maintains similar response times only up to four million
requests per second. ZygOS does scale to support higher
throughput than Shenango, though at a high latency
penalty. Shenango achieves lower throughput because
at the very low service times of memcached (< 2 µs),
the IOKernel becomes a bottleneck. We discuss options
for scaling out the IOKernel further in Section 8. For all
other systems, memcached is bottlenecked by CPU.

Similar to previous studies [18, 61], when there
is no batch work running, we achieve about 800,000
requests per second with memcached in Linux before
99th percentile latency spikes (not shown). However,
we found that Linux’s latency degrades significantly
due to the presence of batch work, especially at the
99.9th percentile. For example, at 0.4 million requests
per second, the 99.9th percentile latency without batch
work is only 83 µs compared to over 2 ms with batch
work. Arachne improves upon Linux, maintaining
99.9th percentile latency below 200 µs with batch work.
However, even without batch work, both systems suffer

significantly from their use of the Linux network stack;
kernel bypass enables both Shenango and ZygOS to
achieve much lower median latency and much higher
peak throughput for memcached.

Shenango outperforms the other systems in terms of
throughput for the batch application at all but the lowest
loads. At very low load, Linux achieves the most batch
throughput because it does not reserve any hyperthreads
for the IOKernel or the core arbiter. As the load offered
to memcached increases, Shenango’s batch throughput
decreases linearly and then plateaus once the batch task
is restricted to only the two remaining hyperthreads.
Memcached throughput still increases beyond this point,
however, because Shenango becomes more efficient near
peak load, spending fewer cycles on core reallocations
and work stealing.

In aggregate, our memcached results illustrate that
Shenango has key advantages over previous systems.
Shenango can achieve tail latencies similar to ZygOS
while at the same time sparing significantly more cycles
for batch work than all three systems, despite reserving
two hyperthreads for the IOKernel.

Spin-server. To evaluate Shenango’s ability to handle
service-time variability in the presence of a batch
processing application, we ran our spin-server with
three service-time distributions, each with a mean of
10 µs: constant, where all requests take equal time;
exponential; and bimodal, where 90% of requests take
5 µs and 10% take 55 µs.

Figure 4 shows the resulting 99.9th percentile latency
and batch throughput as we vary the load on the spin-
server. All systems fall short of the theoretical maximum
throughput achievable by an M/G/16/FCFS simulation,
due to overheads such as packet processing. Compared
to ZygOS, Shenango achieves slightly higher throughput
for the spin server, even though two out of Shenango’s
16 hyperthreads are dedicated to running the IOKernel.
Shenango’s tail latency is similar to that of ZygOS, but
because ZygOS must provision all cores for the spin
server in order to achieve peak throughput, it does not
achieve any batch throughput.

At the 99.9th percentile, Linux’s tail latency varies
drastically, at times reaching several milliseconds, even
at low load. Arachne achieves higher throughput than
Linux for both applications, demonstrating the benefit
of granting applications exclusive use of their cores.
Surprisingly, we observe that Arachne’s tail latency is
slightly higher at the lowest loads than at moderate load.
We suspect that this is due to misestimation of core
requirements. Granting too few cores for up to 50 ms at
a time can result in high latencies for many requests, par-
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Figure 3: Shenango maintains consistently low median and
99.9% latency, comparable to those of ZygOS, while allowing
unused cycles to be used by a batch processing application.

for memcached. Figure 3 shows how 99.9th percentile
latency for memcached, median latency for memcached,
and throughput for the batch application (y-axes) change
as we increase the load offered to memcached (x-axis).
We only show data points for which achieved load is
within 0.1% of offered load.

Shenango can handle over five million requests per
second while maintaining a median response time of
37 µs and 99.9th percentile response time of 93 µs.
Despite busy polling on all 16 hyperthreads, ZygOS
maintains similar response times only up to four million
requests per second. ZygOS does scale to support higher
throughput than Shenango, though at a high latency
penalty. Shenango achieves lower throughput because
at the very low service times of memcached (< 2 µs),
the IOKernel becomes a bottleneck. We discuss options
for scaling out the IOKernel further in Section 8. For all
other systems, memcached is bottlenecked by CPU.

Similar to previous studies [18, 61], when there
is no batch work running, we achieve about 800,000
requests per second with memcached in Linux before
99th percentile latency spikes (not shown). However,
we found that Linux’s latency degrades significantly
due to the presence of batch work, especially at the
99.9th percentile. For example, at 0.4 million requests
per second, the 99.9th percentile latency without batch
work is only 83 µs compared to over 2 ms with batch
work. Arachne improves upon Linux, maintaining
99.9th percentile latency below 200 µs with batch work.
However, even without batch work, both systems suffer

significantly from their use of the Linux network stack;
kernel bypass enables both Shenango and ZygOS to
achieve much lower median latency and much higher
peak throughput for memcached.

Shenango outperforms the other systems in terms of
throughput for the batch application at all but the lowest
loads. At very low load, Linux achieves the most batch
throughput because it does not reserve any hyperthreads
for the IOKernel or the core arbiter. As the load offered
to memcached increases, Shenango’s batch throughput
decreases linearly and then plateaus once the batch task
is restricted to only the two remaining hyperthreads.
Memcached throughput still increases beyond this point,
however, because Shenango becomes more efficient near
peak load, spending fewer cycles on core reallocations
and work stealing.

In aggregate, our memcached results illustrate that
Shenango has key advantages over previous systems.
Shenango can achieve tail latencies similar to ZygOS
while at the same time sparing significantly more cycles
for batch work than all three systems, despite reserving
two hyperthreads for the IOKernel.

Spin-server. To evaluate Shenango’s ability to handle
service-time variability in the presence of a batch
processing application, we ran our spin-server with
three service-time distributions, each with a mean of
10 µs: constant, where all requests take equal time;
exponential; and bimodal, where 90% of requests take
5 µs and 10% take 55 µs.

Figure 4 shows the resulting 99.9th percentile latency
and batch throughput as we vary the load on the spin-
server. All systems fall short of the theoretical maximum
throughput achievable by an M/G/16/FCFS simulation,
due to overheads such as packet processing. Compared
to ZygOS, Shenango achieves slightly higher throughput
for the spin server, even though two out of Shenango’s
16 hyperthreads are dedicated to running the IOKernel.
Shenango’s tail latency is similar to that of ZygOS, but
because ZygOS must provision all cores for the spin
server in order to achieve peak throughput, it does not
achieve any batch throughput.

At the 99.9th percentile, Linux’s tail latency varies
drastically, at times reaching several milliseconds, even
at low load. Arachne achieves higher throughput than
Linux for both applications, demonstrating the benefit
of granting applications exclusive use of their cores.
Surprisingly, we observe that Arachne’s tail latency is
slightly higher at the lowest loads than at moderate load.
We suspect that this is due to misestimation of core
requirements. Granting too few cores for up to 50 ms at
a time can result in high latencies for many requests, par-
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Figure 3: Shenango maintains consistently low median and
99.9% latency, comparable to those of ZygOS, while allowing
unused cycles to be used by a batch processing application.

for memcached. Figure 3 shows how 99.9th percentile
latency for memcached, median latency for memcached,
and throughput for the batch application (y-axes) change
as we increase the load offered to memcached (x-axis).
We only show data points for which achieved load is
within 0.1% of offered load.

Shenango can handle over five million requests per
second while maintaining a median response time of
37 µs and 99.9th percentile response time of 93 µs.
Despite busy polling on all 16 hyperthreads, ZygOS
maintains similar response times only up to four million
requests per second. ZygOS does scale to support higher
throughput than Shenango, though at a high latency
penalty. Shenango achieves lower throughput because
at the very low service times of memcached (< 2 µs),
the IOKernel becomes a bottleneck. We discuss options
for scaling out the IOKernel further in Section 8. For all
other systems, memcached is bottlenecked by CPU.

Similar to previous studies [18, 61], when there
is no batch work running, we achieve about 800,000
requests per second with memcached in Linux before
99th percentile latency spikes (not shown). However,
we found that Linux’s latency degrades significantly
due to the presence of batch work, especially at the
99.9th percentile. For example, at 0.4 million requests
per second, the 99.9th percentile latency without batch
work is only 83 µs compared to over 2 ms with batch
work. Arachne improves upon Linux, maintaining
99.9th percentile latency below 200 µs with batch work.
However, even without batch work, both systems suffer

significantly from their use of the Linux network stack;
kernel bypass enables both Shenango and ZygOS to
achieve much lower median latency and much higher
peak throughput for memcached.

Shenango outperforms the other systems in terms of
throughput for the batch application at all but the lowest
loads. At very low load, Linux achieves the most batch
throughput because it does not reserve any hyperthreads
for the IOKernel or the core arbiter. As the load offered
to memcached increases, Shenango’s batch throughput
decreases linearly and then plateaus once the batch task
is restricted to only the two remaining hyperthreads.
Memcached throughput still increases beyond this point,
however, because Shenango becomes more efficient near
peak load, spending fewer cycles on core reallocations
and work stealing.

In aggregate, our memcached results illustrate that
Shenango has key advantages over previous systems.
Shenango can achieve tail latencies similar to ZygOS
while at the same time sparing significantly more cycles
for batch work than all three systems, despite reserving
two hyperthreads for the IOKernel.

Spin-server. To evaluate Shenango’s ability to handle
service-time variability in the presence of a batch
processing application, we ran our spin-server with
three service-time distributions, each with a mean of
10 µs: constant, where all requests take equal time;
exponential; and bimodal, where 90% of requests take
5 µs and 10% take 55 µs.

Figure 4 shows the resulting 99.9th percentile latency
and batch throughput as we vary the load on the spin-
server. All systems fall short of the theoretical maximum
throughput achievable by an M/G/16/FCFS simulation,
due to overheads such as packet processing. Compared
to ZygOS, Shenango achieves slightly higher throughput
for the spin server, even though two out of Shenango’s
16 hyperthreads are dedicated to running the IOKernel.
Shenango’s tail latency is similar to that of ZygOS, but
because ZygOS must provision all cores for the spin
server in order to achieve peak throughput, it does not
achieve any batch throughput.

At the 99.9th percentile, Linux’s tail latency varies
drastically, at times reaching several milliseconds, even
at low load. Arachne achieves higher throughput than
Linux for both applications, demonstrating the benefit
of granting applications exclusive use of their cores.
Surprisingly, we observe that Arachne’s tail latency is
slightly higher at the lowest loads than at moderate load.
We suspect that this is due to misestimation of core
requirements. Granting too few cores for up to 50 ms at
a time can result in high latencies for many requests, par-
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Figure 3: Shenango maintains consistently low median and
99.9% latency, comparable to those of ZygOS, while allowing
unused cycles to be used by a batch processing application.

for memcached. Figure 3 shows how 99.9th percentile
latency for memcached, median latency for memcached,
and throughput for the batch application (y-axes) change
as we increase the load offered to memcached (x-axis).
We only show data points for which achieved load is
within 0.1% of offered load.

Shenango can handle over five million requests per
second while maintaining a median response time of
37 µs and 99.9th percentile response time of 93 µs.
Despite busy polling on all 16 hyperthreads, ZygOS
maintains similar response times only up to four million
requests per second. ZygOS does scale to support higher
throughput than Shenango, though at a high latency
penalty. Shenango achieves lower throughput because
at the very low service times of memcached (< 2 µs),
the IOKernel becomes a bottleneck. We discuss options
for scaling out the IOKernel further in Section 8. For all
other systems, memcached is bottlenecked by CPU.

Similar to previous studies [18, 61], when there
is no batch work running, we achieve about 800,000
requests per second with memcached in Linux before
99th percentile latency spikes (not shown). However,
we found that Linux’s latency degrades significantly
due to the presence of batch work, especially at the
99.9th percentile. For example, at 0.4 million requests
per second, the 99.9th percentile latency without batch
work is only 83 µs compared to over 2 ms with batch
work. Arachne improves upon Linux, maintaining
99.9th percentile latency below 200 µs with batch work.
However, even without batch work, both systems suffer

significantly from their use of the Linux network stack;
kernel bypass enables both Shenango and ZygOS to
achieve much lower median latency and much higher
peak throughput for memcached.

Shenango outperforms the other systems in terms of
throughput for the batch application at all but the lowest
loads. At very low load, Linux achieves the most batch
throughput because it does not reserve any hyperthreads
for the IOKernel or the core arbiter. As the load offered
to memcached increases, Shenango’s batch throughput
decreases linearly and then plateaus once the batch task
is restricted to only the two remaining hyperthreads.
Memcached throughput still increases beyond this point,
however, because Shenango becomes more efficient near
peak load, spending fewer cycles on core reallocations
and work stealing.

In aggregate, our memcached results illustrate that
Shenango has key advantages over previous systems.
Shenango can achieve tail latencies similar to ZygOS
while at the same time sparing significantly more cycles
for batch work than all three systems, despite reserving
two hyperthreads for the IOKernel.

Spin-server. To evaluate Shenango’s ability to handle
service-time variability in the presence of a batch
processing application, we ran our spin-server with
three service-time distributions, each with a mean of
10 µs: constant, where all requests take equal time;
exponential; and bimodal, where 90% of requests take
5 µs and 10% take 55 µs.

Figure 4 shows the resulting 99.9th percentile latency
and batch throughput as we vary the load on the spin-
server. All systems fall short of the theoretical maximum
throughput achievable by an M/G/16/FCFS simulation,
due to overheads such as packet processing. Compared
to ZygOS, Shenango achieves slightly higher throughput
for the spin server, even though two out of Shenango’s
16 hyperthreads are dedicated to running the IOKernel.
Shenango’s tail latency is similar to that of ZygOS, but
because ZygOS must provision all cores for the spin
server in order to achieve peak throughput, it does not
achieve any batch throughput.

At the 99.9th percentile, Linux’s tail latency varies
drastically, at times reaching several milliseconds, even
at low load. Arachne achieves higher throughput than
Linux for both applications, demonstrating the benefit
of granting applications exclusive use of their cores.
Surprisingly, we observe that Arachne’s tail latency is
slightly higher at the lowest loads than at moderate load.
We suspect that this is due to misestimation of core
requirements. Granting too few cores for up to 50 ms at
a time can result in high latencies for many requests, par-
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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Figure 2: Caladan’s system architecture. Caladan relies on a sched-
uler core to gather control signals from shared memory regions
(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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(provided by KSCHED, runtimes, and the DRAM controller). It uses
these control signals to adjust core allocations via KSCHED.

the compute capacity lost to interference. Although this can-
not fully protect service times, it can prevent queueing delays.

Finally, Caladan introduces a Linux Kernel module called
KSCHED. KSCHED performs scheduling functions across
many cores at once in a matter of microseconds, even in the
presence of interference. KSCHED achieves these goals with
three main techniques: (1) it runs on all cores managed by
Caladan and shifts scheduling work away from the scheduler
core to cores running tasks; (2) it leverages hardware support
for multicast interprocessor interrupts (IPIs) to amortize the
cost of initiating operations on many cores simultaneously;
and (3) it provides a fully asynchronous scheduler interface
so that the scheduler can initiate operations on remote cores
and perform other work while waiting for them to complete.

5 Design
5.1 Overview
Figure 2 presents the key components of Caladan and
the shared memory regions between them. Caladan shares
some architectural and implementation building blocks with
Shenango [47]: each application is linked with a runtime sys-
tem, and a dedicated scheduler core (run with root privileges)
busy polls shared memory regions to gather control signals
and make core allocations. Both systems are designed to inter-
operate in a normal Linux environment, potentially managing
a subset of available cores.

Despite these commonalities, Caladan adopts a radically
different approach to scheduling and relies on different
scheduling mechanisms. Shenango uses queueing delay as its
only control signal to manage changes in load; Caladan uses
multiple control signals to manage several types of interfer-
ence as well as changes in load. Moreover, Shenango’s sched-
uler core combines network processing with CPU scheduling;
Caladan’s scheduler core is only responsible for CPU schedul-
ing, eliminating packet processing bottlenecks (§6). Finally,
Shenango relies on standard Linux system calls to allocate
cores, limiting its scalability; Caladan uses KSCHED to more
efficiently perform its scheduling functions, including pre-

empting tasks, assigning cores to tasks, detecting when tasks
have yielded voluntarily, and reading performance counters
from remote cores.

Caladan’s runtimes share many properties with those of
Shenango. Applications managed by Caladan run inside nor-
mal Linux processes, which we refer to as tasks. Within each
task, the runtime provides “green” threads (light-weight, user-
level threads) and kernel-bypass I/O (networking and storage).
Runtimes use work stealing to balance load across the cores
that are allocated to them—a best practice for minimizing tail
latency [51]—and yield cores when they run out of work to
steal. Handling threading and I/O in userspace makes manag-
ing interference easier in two ways. First, by performing all
processing inside the task that needs it, we can better manage
the resource contention it generates. By contrast, the Linux
Kernel handles I/O on behalf of its tasks, making it difficult to
attribute resource usage or interference to a specific task. Sec-
ond, we can easily instrument the runtime system to export
the right per-task control signals (discussed further in §5.2).
Provisioning cores: Users provision each task with a discrete
number of guaranteed cores (zero or more) that are always
available when needed. They can also allocate tasks additional
burstable cores beyond the number guaranteed, allowing them
to make use of any idle capacity. Additionally, each task is
designated as LC or BE. BE tasks operate at a lower priority:
they are only allocated burstable cores when LC tasks do not
need them, they are always provisioned zero guaranteed cores,
and they are throttled as needed to manage interference.

In some configurations, it may not be possible to manage
interference without harming the performance of LC tasks.
To prevent these cases, we recommend a configuration that
leaves a small number of cores that are not guaranteed to
any task, providing enough slack to manage interference. Cal-
adan can also detect when provisioning constraints prevent it
from mitigating interference. As a last resort, this information
could be reported back to the cluster scheduler so that it could
migrate tasks to other machines. A rich body of prior work
has explored adding similar types of interference coordina-
tion, as well as identifying complementary workloads, at the
cluster scheduler layer [12, 15, 16, 41, 69, 71].

5.2 The Caladan Scheduler
Figure 3 shows the scheduler’s key components, the control
signals they each use, and their interactions. Separate con-
troller modules detect memory bandwidth and hyperthreading
interference, each placing constraints on how cores can be
allocated and revoking cores as necessary. The memory band-
width controller restricts how many cores can be assigned
to a task, while the hyperthread controller bans cores within
sibling pairs. A top-level core allocator incorporates these re-
strictions and decides when to grant additional cores to tasks.
It tries to minimize queueing delay (to manage changes in load
and any unmitigated interference), allocating cores to tasks in
a way that respects constraints from the controllers and each
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heterogenous devices. Demikernel datapath OSes run with
a legacy controlplane kernel (e.g., Linux or Windows) and
consist of interchangeable library OSes with the same API,
OS management features and architecture. Each library OS is
device-specific: it offloads to the kernel-bypass device when
possible and implements remaining OS management in a user-
space library. These libOSes aim to simplify the development
of µs-scale datacenter systems across heterogenous kernel-
bypass devices with while minimizing OS overheads.

Demikernel follows a trend away from kernel-oriented
OSes to library-oriented datapath OSes, motivated by the
CPU bottleneck caused by increasingly efficient I/O devices.
It is not designed for systems that benefit from directly access-
ing kernel-bypass hardware (e.g., HPC [45], software mid-
dleboxes [90, 72], RDMA storage systems [17, 98, 7, 101])
because it imposes a common API that hides more complex
device features (e.g., one-sided RDMA).

This paper describes two prototype Demikernel datapath
OSes for Linux and Windows. Our implementation is largely
in Rust, leveraging its memory safety benefits within the data-
path OS stack. We also describe the design of a new zero-copy,
ns-scale TCP stack and kernel-bypass-aware memory alloca-
tor. Our evaluation found it easy to build and port Demikernel
applications with I/O processing latencies of ⇡50ns per I/O,
and a 17-26% peak throughput overhead, compared to directly
using kernel-bypass APIs.

2 Demikernel Datapath OS Requirements
Modern kernel-bypass devices, OSes and libraries eliminate
the OS kernel from the I/O datapath but do not replace all
of its functionality, leaving a gap in the kernel-bypass OS
architecture. This gap exposes a key question: what is the right
datapath OS replacement for µs-scale systems? This section
details the requirements of µs-scale systems and heterogenous
kernel-bypass devices that motivate Demikernel’s design.

2.1 Support Heterogenous OS Offloads
As shown in Figure 1, today’s datapath architectures are ad
hoc: existing kernel-bypass libraries [34, 73] offer different
OS features atop specific kernel-bypass devices. Portability
is challenging because different device offload different OS
features. For example, DPDK provides a low-level, raw NIC
interface, while RDMA implements a network protocol with
congestion control and ordered, reliable transmission. Thus,
systems that work with DPDK implement a full networking
stack, which is unnecessary for systems using RDMA.

This heterogeneity stems from a fundamental trade-off that
hardware designers have long struggled with [50, 66, 10] –
offloading more features improves performance but increases
device complexity – which only becomes worse as recent
research proposes increasingly complex offloads [52, 41,
86].For example, DPDK is more general and widely usable,
but RDMA achieves the lowest CPU and latency overheads
for µs-scale systems within the datacenter, so any datapath
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Figure 1. Example kernel-bypass architectures. Unlike the Demik-
ernel architecture (right), Arrakis [73], Caladan [23] and eRPC [8]’s
architectures do not flexibly support heterogenous devices.

OS must portably support both. Future NICs may introduce
other trade-offs, so Demikernel’s design must flexibly ac-
commodate heterogenous kernel-bypass devices with varied
hardware capabilities and OS offloads.

2.2 Coordinate Zero-Copy Memory Access

Zero-copy I/O is critical for minimizing latency; however, it
requires coordinating memory access carefully across the I/O
device, stack and application. Kernel-bypass zero-copy I/O
requires two types of memory access coordination, which are
both difficult for programmers to manage and not explicitly
managed by existing kernel-bypass OSes.

First, kernel-bypass requires the I/O device’s IOMMU (or
a user-level device driver) to perform address translation,
which requires coordination with the CPU’s IOMMU and
TLB. To avoid page faults and ensure address mappings stay
fixed during ongoing I/O, kernel-bypass devices require des-
ignated DMA-capable memory, which is pinned in the OS
kernel. This designation works differently across devices; for
example, RDMA uses explicit registration of DMA-capable
memory while DPDK and SPDK use a separate pool-based
memory allocator backed with huge pages for DMA-capable
memory. Thus, a programmer must know in advance what
memory to use for I/O, which is not always possible and can
be complex to deduce, and use the appropriate designation
for the available device.

The second form of coordination concerns actual access to
the I/O memory buffers. Since the I/O stack and kernel-bypass
device work directly with application memory, the program-
mer must not free or modify that memory while in use for
I/O. This coordination goes beyond simply waiting until the
I/O has completed. For example, the TCP stack might send
the memory to the NIC, but then network loses the packet. If
the application modified or freed the memory buffer in the
meantime, the TCP stack has no way to retransmit it. As a re-
sult, the application must also coordinate with the TCP stack
when freeing memory. This coordination becomes increas-
ingly complex, especially in asynchronous or multithreaded
distributed systems. Given this complexity, Demikernel’s
design must portably manage complex zero-copy I/O coordi-
nation between applications and OS components.
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heterogenous devices. Demikernel datapath OSes run with
a legacy controlplane kernel (e.g., Linux or Windows) and
consist of interchangeable library OSes with the same API,
OS management features and architecture. Each library OS is
device-specific: it offloads to the kernel-bypass device when
possible and implements remaining OS management in a user-
space library. These libOSes aim to simplify the development
of µs-scale datacenter systems across heterogenous kernel-
bypass devices with while minimizing OS overheads.

Demikernel follows a trend away from kernel-oriented
OSes to library-oriented datapath OSes, motivated by the
CPU bottleneck caused by increasingly efficient I/O devices.
It is not designed for systems that benefit from directly access-
ing kernel-bypass hardware (e.g., HPC [45], software mid-
dleboxes [90, 72], RDMA storage systems [17, 98, 7, 101])
because it imposes a common API that hides more complex
device features (e.g., one-sided RDMA).

This paper describes two prototype Demikernel datapath
OSes for Linux and Windows. Our implementation is largely
in Rust, leveraging its memory safety benefits within the data-
path OS stack. We also describe the design of a new zero-copy,
ns-scale TCP stack and kernel-bypass-aware memory alloca-
tor. Our evaluation found it easy to build and port Demikernel
applications with I/O processing latencies of ⇡50ns per I/O,
and a 17-26% peak throughput overhead, compared to directly
using kernel-bypass APIs.

2 Demikernel Datapath OS Requirements
Modern kernel-bypass devices, OSes and libraries eliminate
the OS kernel from the I/O datapath but do not replace all
of its functionality, leaving a gap in the kernel-bypass OS
architecture. This gap exposes a key question: what is the right
datapath OS replacement for µs-scale systems? This section
details the requirements of µs-scale systems and heterogenous
kernel-bypass devices that motivate Demikernel’s design.

2.1 Support Heterogenous OS Offloads
As shown in Figure 1, today’s datapath architectures are ad
hoc: existing kernel-bypass libraries [34, 73] offer different
OS features atop specific kernel-bypass devices. Portability
is challenging because different device offload different OS
features. For example, DPDK provides a low-level, raw NIC
interface, while RDMA implements a network protocol with
congestion control and ordered, reliable transmission. Thus,
systems that work with DPDK implement a full networking
stack, which is unnecessary for systems using RDMA.

This heterogeneity stems from a fundamental trade-off that
hardware designers have long struggled with [50, 66, 10] –
offloading more features improves performance but increases
device complexity – which only becomes worse as recent
research proposes increasingly complex offloads [52, 41,
86].For example, DPDK is more general and widely usable,
but RDMA achieves the lowest CPU and latency overheads
for µs-scale systems within the datacenter, so any datapath
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Figure 1. Example kernel-bypass architectures. Unlike the Demik-
ernel architecture (right), Arrakis [73], Caladan [23] and eRPC [8]’s
architectures do not flexibly support heterogenous devices.

OS must portably support both. Future NICs may introduce
other trade-offs, so Demikernel’s design must flexibly ac-
commodate heterogenous kernel-bypass devices with varied
hardware capabilities and OS offloads.

2.2 Coordinate Zero-Copy Memory Access

Zero-copy I/O is critical for minimizing latency; however, it
requires coordinating memory access carefully across the I/O
device, stack and application. Kernel-bypass zero-copy I/O
requires two types of memory access coordination, which are
both difficult for programmers to manage and not explicitly
managed by existing kernel-bypass OSes.

First, kernel-bypass requires the I/O device’s IOMMU (or
a user-level device driver) to perform address translation,
which requires coordination with the CPU’s IOMMU and
TLB. To avoid page faults and ensure address mappings stay
fixed during ongoing I/O, kernel-bypass devices require des-
ignated DMA-capable memory, which is pinned in the OS
kernel. This designation works differently across devices; for
example, RDMA uses explicit registration of DMA-capable
memory while DPDK and SPDK use a separate pool-based
memory allocator backed with huge pages for DMA-capable
memory. Thus, a programmer must know in advance what
memory to use for I/O, which is not always possible and can
be complex to deduce, and use the appropriate designation
for the available device.

The second form of coordination concerns actual access to
the I/O memory buffers. Since the I/O stack and kernel-bypass
device work directly with application memory, the program-
mer must not free or modify that memory while in use for
I/O. This coordination goes beyond simply waiting until the
I/O has completed. For example, the TCP stack might send
the memory to the NIC, but then network loses the packet. If
the application modified or freed the memory buffer in the
meantime, the TCP stack has no way to retransmit it. As a re-
sult, the application must also coordinate with the TCP stack
when freeing memory. This coordination becomes increas-
ingly complex, especially in asynchronous or multithreaded
distributed systems. Given this complexity, Demikernel’s
design must portably manage complex zero-copy I/O coordi-
nation between applications and OS components.
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heterogenous devices. Demikernel datapath OSes run with
a legacy controlplane kernel (e.g., Linux or Windows) and
consist of interchangeable library OSes with the same API,
OS management features and architecture. Each library OS is
device-specific: it offloads to the kernel-bypass device when
possible and implements remaining OS management in a user-
space library. These libOSes aim to simplify the development
of µs-scale datacenter systems across heterogenous kernel-
bypass devices with while minimizing OS overheads.

Demikernel follows a trend away from kernel-oriented
OSes to library-oriented datapath OSes, motivated by the
CPU bottleneck caused by increasingly efficient I/O devices.
It is not designed for systems that benefit from directly access-
ing kernel-bypass hardware (e.g., HPC [45], software mid-
dleboxes [90, 72], RDMA storage systems [17, 98, 7, 101])
because it imposes a common API that hides more complex
device features (e.g., one-sided RDMA).

This paper describes two prototype Demikernel datapath
OSes for Linux and Windows. Our implementation is largely
in Rust, leveraging its memory safety benefits within the data-
path OS stack. We also describe the design of a new zero-copy,
ns-scale TCP stack and kernel-bypass-aware memory alloca-
tor. Our evaluation found it easy to build and port Demikernel
applications with I/O processing latencies of ⇡50ns per I/O,
and a 17-26% peak throughput overhead, compared to directly
using kernel-bypass APIs.

2 Demikernel Datapath OS Requirements
Modern kernel-bypass devices, OSes and libraries eliminate
the OS kernel from the I/O datapath but do not replace all
of its functionality, leaving a gap in the kernel-bypass OS
architecture. This gap exposes a key question: what is the right
datapath OS replacement for µs-scale systems? This section
details the requirements of µs-scale systems and heterogenous
kernel-bypass devices that motivate Demikernel’s design.

2.1 Support Heterogenous OS Offloads
As shown in Figure 1, today’s datapath architectures are ad
hoc: existing kernel-bypass libraries [34, 73] offer different
OS features atop specific kernel-bypass devices. Portability
is challenging because different device offload different OS
features. For example, DPDK provides a low-level, raw NIC
interface, while RDMA implements a network protocol with
congestion control and ordered, reliable transmission. Thus,
systems that work with DPDK implement a full networking
stack, which is unnecessary for systems using RDMA.

This heterogeneity stems from a fundamental trade-off that
hardware designers have long struggled with [50, 66, 10] –
offloading more features improves performance but increases
device complexity – which only becomes worse as recent
research proposes increasingly complex offloads [52, 41,
86].For example, DPDK is more general and widely usable,
but RDMA achieves the lowest CPU and latency overheads
for µs-scale systems within the datacenter, so any datapath
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Figure 1. Example kernel-bypass architectures. Unlike the Demik-
ernel architecture (right), Arrakis [73], Caladan [23] and eRPC [8]’s
architectures do not flexibly support heterogenous devices.

OS must portably support both. Future NICs may introduce
other trade-offs, so Demikernel’s design must flexibly ac-
commodate heterogenous kernel-bypass devices with varied
hardware capabilities and OS offloads.

2.2 Coordinate Zero-Copy Memory Access

Zero-copy I/O is critical for minimizing latency; however, it
requires coordinating memory access carefully across the I/O
device, stack and application. Kernel-bypass zero-copy I/O
requires two types of memory access coordination, which are
both difficult for programmers to manage and not explicitly
managed by existing kernel-bypass OSes.

First, kernel-bypass requires the I/O device’s IOMMU (or
a user-level device driver) to perform address translation,
which requires coordination with the CPU’s IOMMU and
TLB. To avoid page faults and ensure address mappings stay
fixed during ongoing I/O, kernel-bypass devices require des-
ignated DMA-capable memory, which is pinned in the OS
kernel. This designation works differently across devices; for
example, RDMA uses explicit registration of DMA-capable
memory while DPDK and SPDK use a separate pool-based
memory allocator backed with huge pages for DMA-capable
memory. Thus, a programmer must know in advance what
memory to use for I/O, which is not always possible and can
be complex to deduce, and use the appropriate designation
for the available device.

The second form of coordination concerns actual access to
the I/O memory buffers. Since the I/O stack and kernel-bypass
device work directly with application memory, the program-
mer must not free or modify that memory while in use for
I/O. This coordination goes beyond simply waiting until the
I/O has completed. For example, the TCP stack might send
the memory to the NIC, but then network loses the packet. If
the application modified or freed the memory buffer in the
meantime, the TCP stack has no way to retransmit it. As a re-
sult, the application must also coordinate with the TCP stack
when freeing memory. This coordination becomes increas-
ingly complex, especially in asynchronous or multithreaded
distributed systems. Given this complexity, Demikernel’s
design must portably manage complex zero-copy I/O coordi-
nation between applications and OS components.
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heterogenous devices. Demikernel datapath OSes run with
a legacy controlplane kernel (e.g., Linux or Windows) and
consist of interchangeable library OSes with the same API,
OS management features and architecture. Each library OS is
device-specific: it offloads to the kernel-bypass device when
possible and implements remaining OS management in a user-
space library. These libOSes aim to simplify the development
of µs-scale datacenter systems across heterogenous kernel-
bypass devices with while minimizing OS overheads.

Demikernel follows a trend away from kernel-oriented
OSes to library-oriented datapath OSes, motivated by the
CPU bottleneck caused by increasingly efficient I/O devices.
It is not designed for systems that benefit from directly access-
ing kernel-bypass hardware (e.g., HPC [45], software mid-
dleboxes [90, 72], RDMA storage systems [17, 98, 7, 101])
because it imposes a common API that hides more complex
device features (e.g., one-sided RDMA).

This paper describes two prototype Demikernel datapath
OSes for Linux and Windows. Our implementation is largely
in Rust, leveraging its memory safety benefits within the data-
path OS stack. We also describe the design of a new zero-copy,
ns-scale TCP stack and kernel-bypass-aware memory alloca-
tor. Our evaluation found it easy to build and port Demikernel
applications with I/O processing latencies of ⇡50ns per I/O,
and a 17-26% peak throughput overhead, compared to directly
using kernel-bypass APIs.

2 Demikernel Datapath OS Requirements
Modern kernel-bypass devices, OSes and libraries eliminate
the OS kernel from the I/O datapath but do not replace all
of its functionality, leaving a gap in the kernel-bypass OS
architecture. This gap exposes a key question: what is the right
datapath OS replacement for µs-scale systems? This section
details the requirements of µs-scale systems and heterogenous
kernel-bypass devices that motivate Demikernel’s design.

2.1 Support Heterogenous OS Offloads
As shown in Figure 1, today’s datapath architectures are ad
hoc: existing kernel-bypass libraries [34, 73] offer different
OS features atop specific kernel-bypass devices. Portability
is challenging because different device offload different OS
features. For example, DPDK provides a low-level, raw NIC
interface, while RDMA implements a network protocol with
congestion control and ordered, reliable transmission. Thus,
systems that work with DPDK implement a full networking
stack, which is unnecessary for systems using RDMA.

This heterogeneity stems from a fundamental trade-off that
hardware designers have long struggled with [50, 66, 10] –
offloading more features improves performance but increases
device complexity – which only becomes worse as recent
research proposes increasingly complex offloads [52, 41,
86].For example, DPDK is more general and widely usable,
but RDMA achieves the lowest CPU and latency overheads
for µs-scale systems within the datacenter, so any datapath
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Figure 1. Example kernel-bypass architectures. Unlike the Demik-
ernel architecture (right), Arrakis [73], Caladan [23] and eRPC [8]’s
architectures do not flexibly support heterogenous devices.

OS must portably support both. Future NICs may introduce
other trade-offs, so Demikernel’s design must flexibly ac-
commodate heterogenous kernel-bypass devices with varied
hardware capabilities and OS offloads.

2.2 Coordinate Zero-Copy Memory Access

Zero-copy I/O is critical for minimizing latency; however, it
requires coordinating memory access carefully across the I/O
device, stack and application. Kernel-bypass zero-copy I/O
requires two types of memory access coordination, which are
both difficult for programmers to manage and not explicitly
managed by existing kernel-bypass OSes.

First, kernel-bypass requires the I/O device’s IOMMU (or
a user-level device driver) to perform address translation,
which requires coordination with the CPU’s IOMMU and
TLB. To avoid page faults and ensure address mappings stay
fixed during ongoing I/O, kernel-bypass devices require des-
ignated DMA-capable memory, which is pinned in the OS
kernel. This designation works differently across devices; for
example, RDMA uses explicit registration of DMA-capable
memory while DPDK and SPDK use a separate pool-based
memory allocator backed with huge pages for DMA-capable
memory. Thus, a programmer must know in advance what
memory to use for I/O, which is not always possible and can
be complex to deduce, and use the appropriate designation
for the available device.

The second form of coordination concerns actual access to
the I/O memory buffers. Since the I/O stack and kernel-bypass
device work directly with application memory, the program-
mer must not free or modify that memory while in use for
I/O. This coordination goes beyond simply waiting until the
I/O has completed. For example, the TCP stack might send
the memory to the NIC, but then network loses the packet. If
the application modified or freed the memory buffer in the
meantime, the TCP stack has no way to retransmit it. As a re-
sult, the application must also coordinate with the TCP stack
when freeing memory. This coordination becomes increas-
ingly complex, especially in asynchronous or multithreaded
distributed systems. Given this complexity, Demikernel’s
design must portably manage complex zero-copy I/O coordi-
nation between applications and OS components.
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heterogenous devices. Demikernel datapath OSes run with
a legacy controlplane kernel (e.g., Linux or Windows) and
consist of interchangeable library OSes with the same API,
OS management features and architecture. Each library OS is
device-specific: it offloads to the kernel-bypass device when
possible and implements remaining OS management in a user-
space library. These libOSes aim to simplify the development
of µs-scale datacenter systems across heterogenous kernel-
bypass devices with while minimizing OS overheads.

Demikernel follows a trend away from kernel-oriented
OSes to library-oriented datapath OSes, motivated by the
CPU bottleneck caused by increasingly efficient I/O devices.
It is not designed for systems that benefit from directly access-
ing kernel-bypass hardware (e.g., HPC [45], software mid-
dleboxes [90, 72], RDMA storage systems [17, 98, 7, 101])
because it imposes a common API that hides more complex
device features (e.g., one-sided RDMA).

This paper describes two prototype Demikernel datapath
OSes for Linux and Windows. Our implementation is largely
in Rust, leveraging its memory safety benefits within the data-
path OS stack. We also describe the design of a new zero-copy,
ns-scale TCP stack and kernel-bypass-aware memory alloca-
tor. Our evaluation found it easy to build and port Demikernel
applications with I/O processing latencies of ⇡50ns per I/O,
and a 17-26% peak throughput overhead, compared to directly
using kernel-bypass APIs.

2 Demikernel Datapath OS Requirements
Modern kernel-bypass devices, OSes and libraries eliminate
the OS kernel from the I/O datapath but do not replace all
of its functionality, leaving a gap in the kernel-bypass OS
architecture. This gap exposes a key question: what is the right
datapath OS replacement for µs-scale systems? This section
details the requirements of µs-scale systems and heterogenous
kernel-bypass devices that motivate Demikernel’s design.

2.1 Support Heterogenous OS Offloads
As shown in Figure 1, today’s datapath architectures are ad
hoc: existing kernel-bypass libraries [34, 73] offer different
OS features atop specific kernel-bypass devices. Portability
is challenging because different device offload different OS
features. For example, DPDK provides a low-level, raw NIC
interface, while RDMA implements a network protocol with
congestion control and ordered, reliable transmission. Thus,
systems that work with DPDK implement a full networking
stack, which is unnecessary for systems using RDMA.

This heterogeneity stems from a fundamental trade-off that
hardware designers have long struggled with [50, 66, 10] –
offloading more features improves performance but increases
device complexity – which only becomes worse as recent
research proposes increasingly complex offloads [52, 41,
86].For example, DPDK is more general and widely usable,
but RDMA achieves the lowest CPU and latency overheads
for µs-scale systems within the datacenter, so any datapath
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Figure 1. Example kernel-bypass architectures. Unlike the Demik-
ernel architecture (right), Arrakis [73], Caladan [23] and eRPC [8]’s
architectures do not flexibly support heterogenous devices.

OS must portably support both. Future NICs may introduce
other trade-offs, so Demikernel’s design must flexibly ac-
commodate heterogenous kernel-bypass devices with varied
hardware capabilities and OS offloads.

2.2 Coordinate Zero-Copy Memory Access

Zero-copy I/O is critical for minimizing latency; however, it
requires coordinating memory access carefully across the I/O
device, stack and application. Kernel-bypass zero-copy I/O
requires two types of memory access coordination, which are
both difficult for programmers to manage and not explicitly
managed by existing kernel-bypass OSes.

First, kernel-bypass requires the I/O device’s IOMMU (or
a user-level device driver) to perform address translation,
which requires coordination with the CPU’s IOMMU and
TLB. To avoid page faults and ensure address mappings stay
fixed during ongoing I/O, kernel-bypass devices require des-
ignated DMA-capable memory, which is pinned in the OS
kernel. This designation works differently across devices; for
example, RDMA uses explicit registration of DMA-capable
memory while DPDK and SPDK use a separate pool-based
memory allocator backed with huge pages for DMA-capable
memory. Thus, a programmer must know in advance what
memory to use for I/O, which is not always possible and can
be complex to deduce, and use the appropriate designation
for the available device.

The second form of coordination concerns actual access to
the I/O memory buffers. Since the I/O stack and kernel-bypass
device work directly with application memory, the program-
mer must not free or modify that memory while in use for
I/O. This coordination goes beyond simply waiting until the
I/O has completed. For example, the TCP stack might send
the memory to the NIC, but then network loses the packet. If
the application modified or freed the memory buffer in the
meantime, the TCP stack has no way to retransmit it. As a re-
sult, the application must also coordinate with the TCP stack
when freeing memory. This coordination becomes increas-
ingly complex, especially in asynchronous or multithreaded
distributed systems. Given this complexity, Demikernel’s
design must portably manage complex zero-copy I/O coordi-
nation between applications and OS components.
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1 / / Q u e u e c r e a t i o n a n d m a n a g e m e n t

2 int qd = socket(...);
3 int err = listen(int qd, ...);
4 int err = bind(int qd, ...);
5 int qd = accept(int qd, ...);
6 int err = connect(int qd, ...);
7 int err = close(int qd);
8 int qd = queue();
9 int qd = open(...);
10 int qd = creat(...);
11 int err = lseek(int qd, ...);
12 int err = truncate(int qd, ...);

1 / / I / O p r o c e s s i n g , n o t i f c a t i o n a n d m e m o r y c a l l s

2 qtoken qt = push(int qd, const sgarray &sga);
3 qtoken qt = pop(int qd, sgarray *sga);
4 int ret = wait(qtoken qt, sgarray *sga);
5 int ret = wait_any(qtoken *qts,
6 size_t num_qts,
7 qevent **qevs,
8 size_t *num_qevs,
9 int timeout);
10 int ret = wait_all(qtoken *qts, size_t num_qts,
11 qevent **qevs, int timeout);
12 void *dma_ptr = malloc(size_t size);
13 free(void *dma_ptr);

Figure 2. Demikernel PDPIX library call API. PDPIX retains features of the POSIX interface – ... represents unchanged arguments – with
three key changes. To avoid unnecessary buffering on the I/O datapath, PDPIX is queue-oriented and lets applications submit complete I/O
operations. To support zero-copy I/O, PDPIX queue operations define clear zero-copy I/O memory ownership semantics. Finally, PDPIX
replaces epoll with wait_* to let libOSes explicitly assign I/O to workers.

5 Demikernel Datapath Library OS Design
Figure 3 shows the Demikernel datapath OS architecture:
each OS consists of interchangeable library OSes that run on
different kernel-bypass devices with a legacy kernel. While
each library OS supports a different kernel-bypass device on
a different legacy kernel, they share a common architecture
and design, described in this section.

5.1 Design Overview

Each Demikernel libOS supports a single kernel-bypass I/O
device type (e.g., DPDK, RDMA, SPDK) and consists of
an I/O processing stack for the I/O device, a libOS-specific
memory allocator and a centralized coroutine scheduler. To
support both networking and storage, we integrate libOSes
into a single library for both devices (e.g., RDMAxSPDK).

We implemented the bulk of our library OS code in Rust.
We initially prototyped several libOSes in C++; however,
we found that Rust performs competitively with C++ and
achieves ns-scale latencies while offering additional benefits.
First, Rust enforces memory safety through language fea-
tures and its compiler. Though our libOSes use unsafe code
to bind to C/C++ kernel-bypass libraries and applications,
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Figure 3. Demikernel kernel-bypass architecture. Demikernel ac-
commodates heterogenous kernel-bypass devices, including poten-
tial future hardware, with a flexible library OS-based datapath ar-
chitecture.We include a libOS that goes through the OS kernel for
development and debugging.

Rust ensures memory safety internally within our libOSes.
We also appreciated Rust’s improved build system with porta-
bility across platforms, compared to the difficulties that we
encountered with CMake. Finally, Rust has excellent support
for co-routines, which we are being actively developing, let-
ting us use language features to implement our scheduling
abstraction and potentially contribute back to the Rust com-
munity. The primary downside to using Rust is the need for
many cross-language bindings as kernel-bypass interfaces
and µs-scale applications are still largely written in C/C++.

Each libOS has a memory allocator that allocates or regis-
ters DMA-capable memory and performs reference counting
for UAF protection. Using the memory allocator for memory
management is a trade-off that provides good insight into
application memory but requires that applications use our
memory allocator. Other designs are possible; for example,
having the libOSes perform packet-based refcounting. Our
prototype Demikernel libOSes use Hoard [4], a popular mem-
ory allocator that is easily extensible using C++ templates [5].
We intend to integrate a more modern memory allocator (i.e.,
mimalloc [46]) in the future.

Demikernel libOSes use Rust’s async/await language fea-
tures [85] to implement asynchronous I/O processing within
coroutines. Rust leverages support for generators to compile
imperative code into state machines with a transition function.
The Rust compiler does not directly save registers and swap
stacks; it compiles coroutines down to regular function calls
with values “on the stack” stored directly in the state machine
[55]. This crucial benefit of using Rust makes a coroutine
context switch lightweight and fast (⇡12 cycles in our Rust
prototype) and helps our I/O stacks avoid a real context switch
on the critical path. While Rust’s language interface and com-
piler support for writing coroutines is well-defined, Rust does
not currently have a coroutine runtime. Thus, we implement
a simple coroutine runtime and scheduler within each libOS
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TCP/IP スタック設計の再考
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1 / / Q u e u e c r e a t i o n a n d m a n a g e m e n t

2 int qd = socket(...);
3 int err = listen(int qd, ...);
4 int err = bind(int qd, ...);
5 int qd = accept(int qd, ...);
6 int err = connect(int qd, ...);
7 int err = close(int qd);
8 int qd = queue();
9 int qd = open(...);
10 int qd = creat(...);
11 int err = lseek(int qd, ...);
12 int err = truncate(int qd, ...);

1 / / I / O p r o c e s s i n g , n o t i f c a t i o n a n d m e m o r y c a l l s

2 qtoken qt = push(int qd, const sgarray &sga);
3 qtoken qt = pop(int qd, sgarray *sga);
4 int ret = wait(qtoken qt, sgarray *sga);
5 int ret = wait_any(qtoken *qts,
6 size_t num_qts,
7 qevent **qevs,
8 size_t *num_qevs,
9 int timeout);
10 int ret = wait_all(qtoken *qts, size_t num_qts,
11 qevent **qevs, int timeout);
12 void *dma_ptr = malloc(size_t size);
13 free(void *dma_ptr);

Figure 2. Demikernel PDPIX library call API. PDPIX retains features of the POSIX interface – ... represents unchanged arguments – with
three key changes. To avoid unnecessary buffering on the I/O datapath, PDPIX is queue-oriented and lets applications submit complete I/O
operations. To support zero-copy I/O, PDPIX queue operations define clear zero-copy I/O memory ownership semantics. Finally, PDPIX
replaces epoll with wait_* to let libOSes explicitly assign I/O to workers.

5 Demikernel Datapath Library OS Design
Figure 3 shows the Demikernel datapath OS architecture:
each OS consists of interchangeable library OSes that run on
different kernel-bypass devices with a legacy kernel. While
each library OS supports a different kernel-bypass device on
a different legacy kernel, they share a common architecture
and design, described in this section.

5.1 Design Overview

Each Demikernel libOS supports a single kernel-bypass I/O
device type (e.g., DPDK, RDMA, SPDK) and consists of
an I/O processing stack for the I/O device, a libOS-specific
memory allocator and a centralized coroutine scheduler. To
support both networking and storage, we integrate libOSes
into a single library for both devices (e.g., RDMAxSPDK).

We implemented the bulk of our library OS code in Rust.
We initially prototyped several libOSes in C++; however,
we found that Rust performs competitively with C++ and
achieves ns-scale latencies while offering additional benefits.
First, Rust enforces memory safety through language fea-
tures and its compiler. Though our libOSes use unsafe code
to bind to C/C++ kernel-bypass libraries and applications,

User-space
Software

Kernel-space
Software

I/O Hardware I/O Device
???

libFuture
???

DPDK
User I/O

Buf. Mgmt

libRDMA

RDMA
User I/O

Buf. Mgmt
Net. Trans.

OS
Kernel

Control
Path

Demikernel  Datapath Architecture

App

libPOSIX libDPDK

SPDK
User I/O

Buf. Mgmt

libSPDK

Future

Demikernel PDPIX Datapath API

Figure 3. Demikernel kernel-bypass architecture. Demikernel ac-
commodates heterogenous kernel-bypass devices, including poten-
tial future hardware, with a flexible library OS-based datapath ar-
chitecture.We include a libOS that goes through the OS kernel for
development and debugging.

Rust ensures memory safety internally within our libOSes.
We also appreciated Rust’s improved build system with porta-
bility across platforms, compared to the difficulties that we
encountered with CMake. Finally, Rust has excellent support
for co-routines, which we are being actively developing, let-
ting us use language features to implement our scheduling
abstraction and potentially contribute back to the Rust com-
munity. The primary downside to using Rust is the need for
many cross-language bindings as kernel-bypass interfaces
and µs-scale applications are still largely written in C/C++.

Each libOS has a memory allocator that allocates or regis-
ters DMA-capable memory and performs reference counting
for UAF protection. Using the memory allocator for memory
management is a trade-off that provides good insight into
application memory but requires that applications use our
memory allocator. Other designs are possible; for example,
having the libOSes perform packet-based refcounting. Our
prototype Demikernel libOSes use Hoard [4], a popular mem-
ory allocator that is easily extensible using C++ templates [5].
We intend to integrate a more modern memory allocator (i.e.,
mimalloc [46]) in the future.

Demikernel libOSes use Rust’s async/await language fea-
tures [85] to implement asynchronous I/O processing within
coroutines. Rust leverages support for generators to compile
imperative code into state machines with a transition function.
The Rust compiler does not directly save registers and swap
stacks; it compiles coroutines down to regular function calls
with values “on the stack” stored directly in the state machine
[55]. This crucial benefit of using Rust makes a coroutine
context switch lightweight and fast (⇡12 cycles in our Rust
prototype) and helps our I/O stacks avoid a real context switch
on the critical path. While Rust’s language interface and com-
piler support for writing coroutines is well-defined, Rust does
not currently have a coroutine runtime. Thus, we implement
a simple coroutine runtime and scheduler within each libOS

提案：異なるタイプのデバイスへ
共通のインターフェースからアクセス可能にする
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仮想マシン通信について

基本的な仕組みの説明



通信関連のシステムソフトウェア

データセンター

サービス利⽤者の端末 サービス提供側

インターネット

⼤量のリクエストが集まってくる

サービス提供側はなるべく短い応答時間でサービスを提供したい

データセンター内のサーバー

NIC

10 ~ Gbps

通信関連ソフトウェア

NIC デバイスドライバ

TCP/IP スタック

アプリケーション

NIC デバイスドライバ

仮想スイッチ

仮想 NIC バックエンド

ユーザー空間

カーネル

ホスト

仮想マシン

ハードウェア ( NIC ) は速くなったので
ソフトウェアの効率が重要になる
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仮想マシン環境
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仮想マシン環境
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これまでの話はこの辺りの改善
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仮想マシン環境
433

NIC デバイスドライバ

TCP/IP スタック

アプリケーション

NIC デバイスドライバ

仮想スイッチ

仮想 NIC バックエンド

ユーザー空間

カーネル

ホスト

仮想マシン
仮想マシン環境ではバックエンドも
速くないと性能が制限されてしまう



仮想マシン環境
434

NIC デバイスドライバ

TCP/IP スタック

アプリケーション

NIC デバイスドライバ

仮想スイッチ

仮想 NIC バックエンド

ユーザー空間

カーネル

ホスト

仮想マシン
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⾼速化ポイント
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なぜ必要？
物理 NIC を複数の仮想マシンで分離を維持しつつ共有するため
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新規パケットの到着

宛先: 仮想マシンB共有
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宛先: 仮想マシンA
新規パケットの到着

宛先: 仮想マシンB共有

仮想マシンが共有する NIC には
異なる仮想マシンを宛先とする
パケットが送られてくる
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宛先とするパケットへ
アクセスできるべきでない
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仮想スイッチがパケットの宛先（MAC アドレス）
を元に仮想マシンへパケットをフォワードするようにすることで
各仮想マシンは⾃分へ宛てられたパケット以外⾒えなくできる

各仮想マシンは
別の仮想マシンを
宛先とするパケットへ
アクセスできるべきでない
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なぜ必要？
物理 NIC を複数の仮想マシンで分離を維持しつつ共有するため

A B

仮想スイッチの処理は仮想マシン通信において頻繁に
実⾏されるため、⾼い性能を発揮するためには効率が重要



（⽐較的⼀般的な）仮想スイッチ利⽤法
• ユーザー空間プロセスは tap デバイスを通じてパケットを送受

信する
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（⽐較的⼀般的な）仮想スイッチ利⽤法
• ユーザー空間プロセスは tap デバイスを通じてパケットを送受

信する
• QEMU/KVM ベースの仮想マシンの場合は図中のプロセスが実

⾏するアプリケーションが QEMU になる
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（⽐較的⼀般的な）仮想スイッチ利⽤法
•問題：既存の tap デバイスと仮想スイッチが⾼速にパケットを

フォワードできない
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他の仮想 I/O 機構：SR-IOV
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-ホストを介さなくても複数仮想マシンが

1 つの物理 NIC を共有できる

* Single Root I/O Virtualization
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-ホストを介さなくても複数仮想マシンが

1 つの物理 NIC を共有できる
利点：⾼速 ⽋点：ソフトウェアで細部の制御ができない

* Single Root I/O Virtualization
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仮想マシン通信について

仮想スイッチの⾼速化



仮想マシン通信の⾼速化
• 仮想スイッチへパケット I/O フレームワークを適⽤
• VALE (CoNEXT 2012)
• CuckooSwitch (CoNEXT 2013)
• mSwitch (SOSR 2015)
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仮想マシン通信の⾼速化
• 仮想スイッチへパケット I/O フレームワークを適⽤
• VALE (CoNEXT 2012)
• CuckooSwitch (CoNEXT 2013)
• mSwitch (SOSR 2015)
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VALE ( netmap モジュールの⼀部 )：仮想スイッチとして機能
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tap デバイスの代わりに netmap API 準拠の仮想ポート



仮想マシン通信の⾼速化
• 仮想スイッチへパケット I/O フレームワークを適⽤
• VALE (CoNEXT 2012)
• CuckooSwitch (CoNEXT 2013)
• mSwitch (SOSR 2015)
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VALE ( netmap モジュールの⼀部 )：仮想スイッチとして機能
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netmap API 準拠の仮想ポート間で MAC アドレスを元にパケットを転送



仮想マシン通信の⾼速化
• 仮想スイッチへパケット I/O フレームワークを適⽤
• VALE (CoNEXT 2012)
• CuckooSwitch (CoNEXT 2013)
• mSwitch (SOSR 2015)
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Not all combinations have been tested due to lack of signif-
icance, unavailability, or bugs which prevented certain con-
figurations from working. We should also mention that, es-
pecially for the data reporting peak performance, the num-
bers we report here are conservative. During the develop-
ment of this work we have implemented some optimizations
that shave a few nanoseconds from each packet’s process-
ing time, resulting in data rates in excess of 20 Mpps at
minimum packet sizes.

Following the same approach as in the description of the
system, we first benchmark the performance of the virtual
local ethernet, be it our VALE system or equivalent ones.
This is important because in many cases the clients are much
slower, and their presence would lead to an underestimate
of the performance of the virtual switch.

5.1 Bridging performance
The first set of tests analyzes the performance of various

software bridging solutions. The main performance metric
for packet forwarding is the throughput, measured in packets
per second (pps) and bits per second (bps).

pps is normally the most important metric for routers,
where the largest cost factors (source and destination
lookup, queueing) are incurred on each packet and are rel-
atively independent of packet size. Bridges and switches,
however, need also (but not only) a characterization in bps,
because they operate at very high rates and often hit other
bottlenecks such as memory or bus bandwidth. We will
then run our experiments with both minimum and maxi-
mum ethernet-size packets (60 and 1514 bytes).

Note that many bps figures reported in the literature are
actually measured using jumbograms (8-9 Kbytes). The cor-
responding pps rates are between 1/6 and 1/150 of those
shown here.

The traffic received by a bridge should normally go to a
single destination, but there are cases (multicast or unknown
destinations) where the bridge needs to replicate packets to
multiple ports. Hence the number of active ports impacts
the throughput of the system.
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Figure 6: Forwarding rate versus number of destina-
tions. VALE beats even NIC-based bridging, with
over 17 Mpps (vs. 14.88) for 60-byte packets, and
over 6 Mpps (vs. 0.82) for 1514-byte packets. TAP
is at the bottom, peaking at about 0.8 Mpps in the
best case.

In Figure 6 we compare the forwarding throughput when
using 60 and 1514 byte packets, for three technologies:
TAP plus native Linux bridging5, our VALE bridge, and
NIC/switch-supported bridging (in this case we report the
theoretical maximum throughput on a 10 Gbit/s link).

Since the traffic directed to a bridge can be forwarded6

to a single output port (when the destination is known), or
to multiple ports (for multicast/broadcast traffic, or for un-
known destinations), we expect a decrease in the forwarding
rate as the number of active ports grows.

Indeed, all the three solutions (VALE, NIC, TAP) expose
a 1/N behaviour. For VALE and TAP this is because the
forwarding is done by a single core while the work is pro-
portional to the number of ports. For switch-based bridging,
the bottleneck is instead determined by the bandwidth avail-
able on the link from the switch, which has to carry all the
replicas of the packet for the various destinations. A similar
phenomenon occurs for NIC-based bridging, this time the
bottleneck being the PCI-e bus.

In absolute terms, for traffic delivered to a single des-
tination and 60-byte packets, the best options available for
Linux bridging achieve a peak rate of about 0.80 Mpps. Next
comes NIC-based forwarding, which is limited by the band-
width on the PCI-e interconnection between the NIC and
the system. Most 10 Gbit/cards on the market use 4-lane
PCI-e slots per port, featuring a raw speed of 16 Gbit/s per
port per direction. Considering the overhead for the trans-
fer of descriptors, each port has barely enough bandwidth
to sustain line rate. In fact, as we measured in [16], packet
sizes that are not multiple of a cache line size cannot even
achieve line rate due to extra traffic generated to read and
write entire cache lines.

The curves for VALE are still above, peaking at 17.6 Mpps
for a single destination and 60-byte packets, again decreasing
as the number of receivers grows. Here the bottleneck is
given by the combination of CPU cycles (needed to do the
packet copies) and memory bandwidth.

The numbers for 1514-byte packets are even more im-
pressive. Linux bridging is relatively stable at a low value
(packet size is not a major cost item). NIC based forwarding
is still limited to line rate, approximately 820 Kpps, whereas
VALE reaches over 6 Mpps, or 72 Gbit/s.

5.1.1 Per packet time
Using the same data as in Figure 6, Figure 7 shows the

per-packet processing time used by VALE depending on the
number of destinations. This representation gives a better
idea of the time budget involved with the various opera-
tions (hashing, address lookups, data copies, loop and lock-
ing overheads). Among other things, these figures can be
used to determine a suitable batch size so that the total
processing time matches the constraint of latency-sensitive
applications.

The figure shows that for one port and small packets the
processing time is 50-60 ns per packet when using large
batches (128 and above). With separate measurements we
estimated that about 15 ns are spent in computing the Jenk-

5we also tested the in-kernel Open vSwitch module, but it
was always slightly slower than native bridging.
6In principle we should also consider the case of traffic being
dropped by the bridge, but this is always much faster than
the other cases (as an example, VALE can drop packets at
almost 100 Mpps), so we do not need to worry about it.
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Not all combinations have been tested due to lack of signif-
icance, unavailability, or bugs which prevented certain con-
figurations from working. We should also mention that, es-
pecially for the data reporting peak performance, the num-
bers we report here are conservative. During the develop-
ment of this work we have implemented some optimizations
that shave a few nanoseconds from each packet’s process-
ing time, resulting in data rates in excess of 20 Mpps at
minimum packet sizes.

Following the same approach as in the description of the
system, we first benchmark the performance of the virtual
local ethernet, be it our VALE system or equivalent ones.
This is important because in many cases the clients are much
slower, and their presence would lead to an underestimate
of the performance of the virtual switch.

5.1 Bridging performance
The first set of tests analyzes the performance of various

software bridging solutions. The main performance metric
for packet forwarding is the throughput, measured in packets
per second (pps) and bits per second (bps).

pps is normally the most important metric for routers,
where the largest cost factors (source and destination
lookup, queueing) are incurred on each packet and are rel-
atively independent of packet size. Bridges and switches,
however, need also (but not only) a characterization in bps,
because they operate at very high rates and often hit other
bottlenecks such as memory or bus bandwidth. We will
then run our experiments with both minimum and maxi-
mum ethernet-size packets (60 and 1514 bytes).

Note that many bps figures reported in the literature are
actually measured using jumbograms (8-9 Kbytes). The cor-
responding pps rates are between 1/6 and 1/150 of those
shown here.

The traffic received by a bridge should normally go to a
single destination, but there are cases (multicast or unknown
destinations) where the bridge needs to replicate packets to
multiple ports. Hence the number of active ports impacts
the throughput of the system.
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Figure 6: Forwarding rate versus number of destina-
tions. VALE beats even NIC-based bridging, with
over 17 Mpps (vs. 14.88) for 60-byte packets, and
over 6 Mpps (vs. 0.82) for 1514-byte packets. TAP
is at the bottom, peaking at about 0.8 Mpps in the
best case.

In Figure 6 we compare the forwarding throughput when
using 60 and 1514 byte packets, for three technologies:
TAP plus native Linux bridging5, our VALE bridge, and
NIC/switch-supported bridging (in this case we report the
theoretical maximum throughput on a 10 Gbit/s link).

Since the traffic directed to a bridge can be forwarded6

to a single output port (when the destination is known), or
to multiple ports (for multicast/broadcast traffic, or for un-
known destinations), we expect a decrease in the forwarding
rate as the number of active ports grows.

Indeed, all the three solutions (VALE, NIC, TAP) expose
a 1/N behaviour. For VALE and TAP this is because the
forwarding is done by a single core while the work is pro-
portional to the number of ports. For switch-based bridging,
the bottleneck is instead determined by the bandwidth avail-
able on the link from the switch, which has to carry all the
replicas of the packet for the various destinations. A similar
phenomenon occurs for NIC-based bridging, this time the
bottleneck being the PCI-e bus.

In absolute terms, for traffic delivered to a single des-
tination and 60-byte packets, the best options available for
Linux bridging achieve a peak rate of about 0.80 Mpps. Next
comes NIC-based forwarding, which is limited by the band-
width on the PCI-e interconnection between the NIC and
the system. Most 10 Gbit/cards on the market use 4-lane
PCI-e slots per port, featuring a raw speed of 16 Gbit/s per
port per direction. Considering the overhead for the trans-
fer of descriptors, each port has barely enough bandwidth
to sustain line rate. In fact, as we measured in [16], packet
sizes that are not multiple of a cache line size cannot even
achieve line rate due to extra traffic generated to read and
write entire cache lines.

The curves for VALE are still above, peaking at 17.6 Mpps
for a single destination and 60-byte packets, again decreasing
as the number of receivers grows. Here the bottleneck is
given by the combination of CPU cycles (needed to do the
packet copies) and memory bandwidth.

The numbers for 1514-byte packets are even more im-
pressive. Linux bridging is relatively stable at a low value
(packet size is not a major cost item). NIC based forwarding
is still limited to line rate, approximately 820 Kpps, whereas
VALE reaches over 6 Mpps, or 72 Gbit/s.

5.1.1 Per packet time
Using the same data as in Figure 6, Figure 7 shows the

per-packet processing time used by VALE depending on the
number of destinations. This representation gives a better
idea of the time budget involved with the various opera-
tions (hashing, address lookups, data copies, loop and lock-
ing overheads). Among other things, these figures can be
used to determine a suitable batch size so that the total
processing time matches the constraint of latency-sensitive
applications.

The figure shows that for one port and small packets the
processing time is 50-60 ns per packet when using large
batches (128 and above). With separate measurements we
estimated that about 15 ns are spent in computing the Jenk-

5we also tested the in-kernel Open vSwitch module, but it
was always slightly slower than native bridging.
6In principle we should also consider the case of traffic being
dropped by the bridge, but this is always much faster than
the other cases (as an example, VALE can drop packets at
almost 100 Mpps), so we do not need to worry about it.
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Not all combinations have been tested due to lack of signif-
icance, unavailability, or bugs which prevented certain con-
figurations from working. We should also mention that, es-
pecially for the data reporting peak performance, the num-
bers we report here are conservative. During the develop-
ment of this work we have implemented some optimizations
that shave a few nanoseconds from each packet’s process-
ing time, resulting in data rates in excess of 20 Mpps at
minimum packet sizes.

Following the same approach as in the description of the
system, we first benchmark the performance of the virtual
local ethernet, be it our VALE system or equivalent ones.
This is important because in many cases the clients are much
slower, and their presence would lead to an underestimate
of the performance of the virtual switch.

5.1 Bridging performance
The first set of tests analyzes the performance of various

software bridging solutions. The main performance metric
for packet forwarding is the throughput, measured in packets
per second (pps) and bits per second (bps).

pps is normally the most important metric for routers,
where the largest cost factors (source and destination
lookup, queueing) are incurred on each packet and are rel-
atively independent of packet size. Bridges and switches,
however, need also (but not only) a characterization in bps,
because they operate at very high rates and often hit other
bottlenecks such as memory or bus bandwidth. We will
then run our experiments with both minimum and maxi-
mum ethernet-size packets (60 and 1514 bytes).

Note that many bps figures reported in the literature are
actually measured using jumbograms (8-9 Kbytes). The cor-
responding pps rates are between 1/6 and 1/150 of those
shown here.

The traffic received by a bridge should normally go to a
single destination, but there are cases (multicast or unknown
destinations) where the bridge needs to replicate packets to
multiple ports. Hence the number of active ports impacts
the throughput of the system.
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Figure 6: Forwarding rate versus number of destina-
tions. VALE beats even NIC-based bridging, with
over 17 Mpps (vs. 14.88) for 60-byte packets, and
over 6 Mpps (vs. 0.82) for 1514-byte packets. TAP
is at the bottom, peaking at about 0.8 Mpps in the
best case.

In Figure 6 we compare the forwarding throughput when
using 60 and 1514 byte packets, for three technologies:
TAP plus native Linux bridging5, our VALE bridge, and
NIC/switch-supported bridging (in this case we report the
theoretical maximum throughput on a 10 Gbit/s link).

Since the traffic directed to a bridge can be forwarded6

to a single output port (when the destination is known), or
to multiple ports (for multicast/broadcast traffic, or for un-
known destinations), we expect a decrease in the forwarding
rate as the number of active ports grows.

Indeed, all the three solutions (VALE, NIC, TAP) expose
a 1/N behaviour. For VALE and TAP this is because the
forwarding is done by a single core while the work is pro-
portional to the number of ports. For switch-based bridging,
the bottleneck is instead determined by the bandwidth avail-
able on the link from the switch, which has to carry all the
replicas of the packet for the various destinations. A similar
phenomenon occurs for NIC-based bridging, this time the
bottleneck being the PCI-e bus.

In absolute terms, for traffic delivered to a single des-
tination and 60-byte packets, the best options available for
Linux bridging achieve a peak rate of about 0.80 Mpps. Next
comes NIC-based forwarding, which is limited by the band-
width on the PCI-e interconnection between the NIC and
the system. Most 10 Gbit/cards on the market use 4-lane
PCI-e slots per port, featuring a raw speed of 16 Gbit/s per
port per direction. Considering the overhead for the trans-
fer of descriptors, each port has barely enough bandwidth
to sustain line rate. In fact, as we measured in [16], packet
sizes that are not multiple of a cache line size cannot even
achieve line rate due to extra traffic generated to read and
write entire cache lines.

The curves for VALE are still above, peaking at 17.6 Mpps
for a single destination and 60-byte packets, again decreasing
as the number of receivers grows. Here the bottleneck is
given by the combination of CPU cycles (needed to do the
packet copies) and memory bandwidth.

The numbers for 1514-byte packets are even more im-
pressive. Linux bridging is relatively stable at a low value
(packet size is not a major cost item). NIC based forwarding
is still limited to line rate, approximately 820 Kpps, whereas
VALE reaches over 6 Mpps, or 72 Gbit/s.

5.1.1 Per packet time
Using the same data as in Figure 6, Figure 7 shows the

per-packet processing time used by VALE depending on the
number of destinations. This representation gives a better
idea of the time budget involved with the various opera-
tions (hashing, address lookups, data copies, loop and lock-
ing overheads). Among other things, these figures can be
used to determine a suitable batch size so that the total
processing time matches the constraint of latency-sensitive
applications.

The figure shows that for one port and small packets the
processing time is 50-60 ns per packet when using large
batches (128 and above). With separate measurements we
estimated that about 15 ns are spent in computing the Jenk-

5we also tested the in-kernel Open vSwitch module, but it
was always slightly slower than native bridging.
6In principle we should also consider the case of traffic being
dropped by the bridge, but this is always much faster than
the other cases (as an example, VALE can drop packets at
almost 100 Mpps), so we do not need to worry about it.
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Not all combinations have been tested due to lack of signif-
icance, unavailability, or bugs which prevented certain con-
figurations from working. We should also mention that, es-
pecially for the data reporting peak performance, the num-
bers we report here are conservative. During the develop-
ment of this work we have implemented some optimizations
that shave a few nanoseconds from each packet’s process-
ing time, resulting in data rates in excess of 20 Mpps at
minimum packet sizes.

Following the same approach as in the description of the
system, we first benchmark the performance of the virtual
local ethernet, be it our VALE system or equivalent ones.
This is important because in many cases the clients are much
slower, and their presence would lead to an underestimate
of the performance of the virtual switch.

5.1 Bridging performance
The first set of tests analyzes the performance of various

software bridging solutions. The main performance metric
for packet forwarding is the throughput, measured in packets
per second (pps) and bits per second (bps).

pps is normally the most important metric for routers,
where the largest cost factors (source and destination
lookup, queueing) are incurred on each packet and are rel-
atively independent of packet size. Bridges and switches,
however, need also (but not only) a characterization in bps,
because they operate at very high rates and often hit other
bottlenecks such as memory or bus bandwidth. We will
then run our experiments with both minimum and maxi-
mum ethernet-size packets (60 and 1514 bytes).

Note that many bps figures reported in the literature are
actually measured using jumbograms (8-9 Kbytes). The cor-
responding pps rates are between 1/6 and 1/150 of those
shown here.

The traffic received by a bridge should normally go to a
single destination, but there are cases (multicast or unknown
destinations) where the bridge needs to replicate packets to
multiple ports. Hence the number of active ports impacts
the throughput of the system.
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Figure 6: Forwarding rate versus number of destina-
tions. VALE beats even NIC-based bridging, with
over 17 Mpps (vs. 14.88) for 60-byte packets, and
over 6 Mpps (vs. 0.82) for 1514-byte packets. TAP
is at the bottom, peaking at about 0.8 Mpps in the
best case.

In Figure 6 we compare the forwarding throughput when
using 60 and 1514 byte packets, for three technologies:
TAP plus native Linux bridging5, our VALE bridge, and
NIC/switch-supported bridging (in this case we report the
theoretical maximum throughput on a 10 Gbit/s link).

Since the traffic directed to a bridge can be forwarded6

to a single output port (when the destination is known), or
to multiple ports (for multicast/broadcast traffic, or for un-
known destinations), we expect a decrease in the forwarding
rate as the number of active ports grows.

Indeed, all the three solutions (VALE, NIC, TAP) expose
a 1/N behaviour. For VALE and TAP this is because the
forwarding is done by a single core while the work is pro-
portional to the number of ports. For switch-based bridging,
the bottleneck is instead determined by the bandwidth avail-
able on the link from the switch, which has to carry all the
replicas of the packet for the various destinations. A similar
phenomenon occurs for NIC-based bridging, this time the
bottleneck being the PCI-e bus.

In absolute terms, for traffic delivered to a single des-
tination and 60-byte packets, the best options available for
Linux bridging achieve a peak rate of about 0.80 Mpps. Next
comes NIC-based forwarding, which is limited by the band-
width on the PCI-e interconnection between the NIC and
the system. Most 10 Gbit/cards on the market use 4-lane
PCI-e slots per port, featuring a raw speed of 16 Gbit/s per
port per direction. Considering the overhead for the trans-
fer of descriptors, each port has barely enough bandwidth
to sustain line rate. In fact, as we measured in [16], packet
sizes that are not multiple of a cache line size cannot even
achieve line rate due to extra traffic generated to read and
write entire cache lines.

The curves for VALE are still above, peaking at 17.6 Mpps
for a single destination and 60-byte packets, again decreasing
as the number of receivers grows. Here the bottleneck is
given by the combination of CPU cycles (needed to do the
packet copies) and memory bandwidth.

The numbers for 1514-byte packets are even more im-
pressive. Linux bridging is relatively stable at a low value
(packet size is not a major cost item). NIC based forwarding
is still limited to line rate, approximately 820 Kpps, whereas
VALE reaches over 6 Mpps, or 72 Gbit/s.

5.1.1 Per packet time
Using the same data as in Figure 6, Figure 7 shows the

per-packet processing time used by VALE depending on the
number of destinations. This representation gives a better
idea of the time budget involved with the various opera-
tions (hashing, address lookups, data copies, loop and lock-
ing overheads). Among other things, these figures can be
used to determine a suitable batch size so that the total
processing time matches the constraint of latency-sensitive
applications.

The figure shows that for one port and small packets the
processing time is 50-60 ns per packet when using large
batches (128 and above). With separate measurements we
estimated that about 15 ns are spent in computing the Jenk-

5we also tested the in-kernel Open vSwitch module, but it
was always slightly slower than native bridging.
6In principle we should also consider the case of traffic being
dropped by the bridge, but this is always much faster than
the other cases (as an example, VALE can drop packets at
almost 100 Mpps), so we do not need to worry about it.
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Not all combinations have been tested due to lack of signif-
icance, unavailability, or bugs which prevented certain con-
figurations from working. We should also mention that, es-
pecially for the data reporting peak performance, the num-
bers we report here are conservative. During the develop-
ment of this work we have implemented some optimizations
that shave a few nanoseconds from each packet’s process-
ing time, resulting in data rates in excess of 20 Mpps at
minimum packet sizes.

Following the same approach as in the description of the
system, we first benchmark the performance of the virtual
local ethernet, be it our VALE system or equivalent ones.
This is important because in many cases the clients are much
slower, and their presence would lead to an underestimate
of the performance of the virtual switch.

5.1 Bridging performance
The first set of tests analyzes the performance of various

software bridging solutions. The main performance metric
for packet forwarding is the throughput, measured in packets
per second (pps) and bits per second (bps).

pps is normally the most important metric for routers,
where the largest cost factors (source and destination
lookup, queueing) are incurred on each packet and are rel-
atively independent of packet size. Bridges and switches,
however, need also (but not only) a characterization in bps,
because they operate at very high rates and often hit other
bottlenecks such as memory or bus bandwidth. We will
then run our experiments with both minimum and maxi-
mum ethernet-size packets (60 and 1514 bytes).

Note that many bps figures reported in the literature are
actually measured using jumbograms (8-9 Kbytes). The cor-
responding pps rates are between 1/6 and 1/150 of those
shown here.

The traffic received by a bridge should normally go to a
single destination, but there are cases (multicast or unknown
destinations) where the bridge needs to replicate packets to
multiple ports. Hence the number of active ports impacts
the throughput of the system.
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Figure 6: Forwarding rate versus number of destina-
tions. VALE beats even NIC-based bridging, with
over 17 Mpps (vs. 14.88) for 60-byte packets, and
over 6 Mpps (vs. 0.82) for 1514-byte packets. TAP
is at the bottom, peaking at about 0.8 Mpps in the
best case.

In Figure 6 we compare the forwarding throughput when
using 60 and 1514 byte packets, for three technologies:
TAP plus native Linux bridging5, our VALE bridge, and
NIC/switch-supported bridging (in this case we report the
theoretical maximum throughput on a 10 Gbit/s link).

Since the traffic directed to a bridge can be forwarded6

to a single output port (when the destination is known), or
to multiple ports (for multicast/broadcast traffic, or for un-
known destinations), we expect a decrease in the forwarding
rate as the number of active ports grows.

Indeed, all the three solutions (VALE, NIC, TAP) expose
a 1/N behaviour. For VALE and TAP this is because the
forwarding is done by a single core while the work is pro-
portional to the number of ports. For switch-based bridging,
the bottleneck is instead determined by the bandwidth avail-
able on the link from the switch, which has to carry all the
replicas of the packet for the various destinations. A similar
phenomenon occurs for NIC-based bridging, this time the
bottleneck being the PCI-e bus.

In absolute terms, for traffic delivered to a single des-
tination and 60-byte packets, the best options available for
Linux bridging achieve a peak rate of about 0.80 Mpps. Next
comes NIC-based forwarding, which is limited by the band-
width on the PCI-e interconnection between the NIC and
the system. Most 10 Gbit/cards on the market use 4-lane
PCI-e slots per port, featuring a raw speed of 16 Gbit/s per
port per direction. Considering the overhead for the trans-
fer of descriptors, each port has barely enough bandwidth
to sustain line rate. In fact, as we measured in [16], packet
sizes that are not multiple of a cache line size cannot even
achieve line rate due to extra traffic generated to read and
write entire cache lines.

The curves for VALE are still above, peaking at 17.6 Mpps
for a single destination and 60-byte packets, again decreasing
as the number of receivers grows. Here the bottleneck is
given by the combination of CPU cycles (needed to do the
packet copies) and memory bandwidth.

The numbers for 1514-byte packets are even more im-
pressive. Linux bridging is relatively stable at a low value
(packet size is not a major cost item). NIC based forwarding
is still limited to line rate, approximately 820 Kpps, whereas
VALE reaches over 6 Mpps, or 72 Gbit/s.

5.1.1 Per packet time
Using the same data as in Figure 6, Figure 7 shows the

per-packet processing time used by VALE depending on the
number of destinations. This representation gives a better
idea of the time budget involved with the various opera-
tions (hashing, address lookups, data copies, loop and lock-
ing overheads). Among other things, these figures can be
used to determine a suitable batch size so that the total
processing time matches the constraint of latency-sensitive
applications.

The figure shows that for one port and small packets the
processing time is 50-60 ns per packet when using large
batches (128 and above). With separate measurements we
estimated that about 15 ns are spent in computing the Jenk-

5we also tested the in-kernel Open vSwitch module, but it
was always slightly slower than native bridging.
6In principle we should also consider the case of traffic being
dropped by the bridge, but this is always much faster than
the other cases (as an example, VALE can drop packets at
almost 100 Mpps), so we do not need to worry about it.
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• パケットサイズが６０バイトで
宛先が１つの場合
• VALE: 17.6 Mpps
• tap デバイス: 1 Mpps 以下

⼤幅な改善

Luigi Rizzo and Giuseppe Lettieri. 2012. VALE, a Switched Ethernet for Virtual Machines. In Proceedings of the 8th International Conference on Emerging Networking 
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-利⽤可能ポート数がスケールできるようにする
- パケット転送ロジックをカーネルモジュールで実装できるようにする
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Figure 6: Throughput across a VALE switch, with
di↵erent placements of the source and sink, and 60
byte packets. In these experiments the queue size is
1024 slots.

packets.

For throughput measurement, we use the netmap’s pkt-gen
program, which is a general purpose sender/receiver with
configurable packet size, rate, batch size and number of
threads. pkt-gen normally uses poll() to do I/O, hence
it blocks when there are no slots in the queue to send or
receive. We use two instances of pkt-gen (one sender and
one receiver) with a single thread each, running on the host
or the guest. The sender runs in unlimited rate mode, mini-
mum size Ethernet frames (60-byte packets excluding CRC),
and variable TX batch size. VALE ports and pipes are con-
figured to use a single queue with 1024, 2048 or 4096 slots.
NICs are configured with 4 queues and 2048 slots.

In these tests results are very stable and repeatable, with
variations of less than 2% on physical ports and VALE ports,
and less than 5% on netmap pipes (we will explain the larger
variations in this case). For simplicity we only report the
average values in our experiments, taken from runs lasting
10 s each.

IMPORTANT NOTE: by itself, pkt-gen does not touch
the payload of the packets, so it is an excellent tool to mea-
sure the overhead of just the communication channel, with-
out adding unnecessary operations. As an example, this
feature lets us identify clearly the performance di↵erence
between netmap pipes and VALE ports, as well as the loca-
tion of the bottleneck in the various combinations of sender
and receiver.

Real world, data touching applications as data source and
sink would be up to one order of magnitude slower than
ptnetmap, and their use would transform the experiments in
a benchmark of the source/sink themselves, and hide most
details on the behaviour of ptnetmap.

5.3.1 Throughput over VALE switch
Figure 6 shows the throughput when source and sink com-
municate across a VALE switch. VALE transfers packets
by executing a data copy to guarantee isolation between the

performance with multiple components.
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Figure 7: Throughput across a netmap pipe, with
di↵erent placements of source and sink, and 60 byte
packets. In this case the queue size is set to 2048
slots to emphasize the behaviour described in Sec-
tion 5.3.3.

ports, so in this experiment, the bottleneck is the thread (on
the sender side) that executes the data copy.

Our reference curve is the throughput between two ports
on the Host (red in the Figure); in this case the bottle-
neck thread is the client application on the sender side. As
expected, the curve climbs up as the system call time is
amortized over larger batches.

When the receiver is moved within a VM (the Host-Guest
case, blue curve) there is an additional thread involved in
the data transfer (see Figure 5, middle), but it operates on
the receive side, so the bottleneck remains unchanged and
throughput is very similar to the Host-Host case.

Moving the source on the Guest instead yields a higher
throughput for comparable burst size, and also a modest
throughput increase. This is not surprising: the sending
thread (now on the Guest) only has to notify the port
adapter in the host, while the expensive work – copying
packets – is performed by the kernel thread on the host-
transmit side (see Figure 5, top). This thread (which is
the bottleneck) runs entirely in the kernel, and the time it
takes to wakeup is much lower than that of the poll() sys-
tem call used in the Host-Host case. This explains both the
slightly higher throughput, and the steeper curve at small
batch sizes.

In the Guest-Guest case, the interaction involves two addi-
tional kernel threads besides the sender and the receiver (see
Figure 5, bottom). The bottleneck thread is the same as in
the Guest-Host case, hence we have similar throughput.

5.3.2 Throughput over netmap pipes
Figure 7 shows the throughput of a sender-receiver pair com-
municating over netmap pipes. Since this time there is no
data copy involved, the absolute throughput is much higher
than on VALE ports, and in fact dominated by the speed
of memory, the e↵ectiveness of the cache, the overhead of
system calls and interference of OS activities related to the
scheduling of threads. Because of the latter, di↵erent runs

Stefano Garzarella, Giuseppe Lettieri, and Luigi Rizzo. 2015. Virtual Device Passthrough for High Speed Vm Networking. In 2015 ACM/IEEE Symposium on 
Architectures for Networking and Communications Systems (ANCS), 99-110.(https://doi.org/10.1109/ANCS.2015.7110124)
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di↵erent placements of the source and sink, and 60
byte packets. In these experiments the queue size is
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packets.

For throughput measurement, we use the netmap’s pkt-gen
program, which is a general purpose sender/receiver with
configurable packet size, rate, batch size and number of
threads. pkt-gen normally uses poll() to do I/O, hence
it blocks when there are no slots in the queue to send or
receive. We use two instances of pkt-gen (one sender and
one receiver) with a single thread each, running on the host
or the guest. The sender runs in unlimited rate mode, mini-
mum size Ethernet frames (60-byte packets excluding CRC),
and variable TX batch size. VALE ports and pipes are con-
figured to use a single queue with 1024, 2048 or 4096 slots.
NICs are configured with 4 queues and 2048 slots.

In these tests results are very stable and repeatable, with
variations of less than 2% on physical ports and VALE ports,
and less than 5% on netmap pipes (we will explain the larger
variations in this case). For simplicity we only report the
average values in our experiments, taken from runs lasting
10 s each.

IMPORTANT NOTE: by itself, pkt-gen does not touch
the payload of the packets, so it is an excellent tool to mea-
sure the overhead of just the communication channel, with-
out adding unnecessary operations. As an example, this
feature lets us identify clearly the performance di↵erence
between netmap pipes and VALE ports, as well as the loca-
tion of the bottleneck in the various combinations of sender
and receiver.

Real world, data touching applications as data source and
sink would be up to one order of magnitude slower than
ptnetmap, and their use would transform the experiments in
a benchmark of the source/sink themselves, and hide most
details on the behaviour of ptnetmap.

5.3.1 Throughput over VALE switch
Figure 6 shows the throughput when source and sink com-
municate across a VALE switch. VALE transfers packets
by executing a data copy to guarantee isolation between the

performance with multiple components.
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Figure 7: Throughput across a netmap pipe, with
di↵erent placements of source and sink, and 60 byte
packets. In this case the queue size is set to 2048
slots to emphasize the behaviour described in Sec-
tion 5.3.3.

ports, so in this experiment, the bottleneck is the thread (on
the sender side) that executes the data copy.

Our reference curve is the throughput between two ports
on the Host (red in the Figure); in this case the bottle-
neck thread is the client application on the sender side. As
expected, the curve climbs up as the system call time is
amortized over larger batches.

When the receiver is moved within a VM (the Host-Guest
case, blue curve) there is an additional thread involved in
the data transfer (see Figure 5, middle), but it operates on
the receive side, so the bottleneck remains unchanged and
throughput is very similar to the Host-Host case.

Moving the source on the Guest instead yields a higher
throughput for comparable burst size, and also a modest
throughput increase. This is not surprising: the sending
thread (now on the Guest) only has to notify the port
adapter in the host, while the expensive work – copying
packets – is performed by the kernel thread on the host-
transmit side (see Figure 5, top). This thread (which is
the bottleneck) runs entirely in the kernel, and the time it
takes to wakeup is much lower than that of the poll() sys-
tem call used in the Host-Host case. This explains both the
slightly higher throughput, and the steeper curve at small
batch sizes.

In the Guest-Guest case, the interaction involves two addi-
tional kernel threads besides the sender and the receiver (see
Figure 5, bottom). The bottleneck thread is the same as in
the Guest-Host case, hence we have similar throughput.

5.3.2 Throughput over netmap pipes
Figure 7 shows the throughput of a sender-receiver pair com-
municating over netmap pipes. Since this time there is no
data copy involved, the absolute throughput is much higher
than on VALE ports, and in fact dominated by the speed
of memory, the e↵ectiveness of the cache, the overhead of
system calls and interference of OS activities related to the
scheduling of threads. Because of the latter, di↵erent runs

24 Mpps

Stefano Garzarella, Giuseppe Lettieri, and Luigi Rizzo. 2015. Virtual Device Passthrough for High Speed Vm Networking. In 2015 ACM/IEEE Symposium on 
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Figure 6: Throughput across a VALE switch, with
di↵erent placements of the source and sink, and 60
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packets.

For throughput measurement, we use the netmap’s pkt-gen
program, which is a general purpose sender/receiver with
configurable packet size, rate, batch size and number of
threads. pkt-gen normally uses poll() to do I/O, hence
it blocks when there are no slots in the queue to send or
receive. We use two instances of pkt-gen (one sender and
one receiver) with a single thread each, running on the host
or the guest. The sender runs in unlimited rate mode, mini-
mum size Ethernet frames (60-byte packets excluding CRC),
and variable TX batch size. VALE ports and pipes are con-
figured to use a single queue with 1024, 2048 or 4096 slots.
NICs are configured with 4 queues and 2048 slots.

In these tests results are very stable and repeatable, with
variations of less than 2% on physical ports and VALE ports,
and less than 5% on netmap pipes (we will explain the larger
variations in this case). For simplicity we only report the
average values in our experiments, taken from runs lasting
10 s each.

IMPORTANT NOTE: by itself, pkt-gen does not touch
the payload of the packets, so it is an excellent tool to mea-
sure the overhead of just the communication channel, with-
out adding unnecessary operations. As an example, this
feature lets us identify clearly the performance di↵erence
between netmap pipes and VALE ports, as well as the loca-
tion of the bottleneck in the various combinations of sender
and receiver.

Real world, data touching applications as data source and
sink would be up to one order of magnitude slower than
ptnetmap, and their use would transform the experiments in
a benchmark of the source/sink themselves, and hide most
details on the behaviour of ptnetmap.

5.3.1 Throughput over VALE switch
Figure 6 shows the throughput when source and sink com-
municate across a VALE switch. VALE transfers packets
by executing a data copy to guarantee isolation between the

performance with multiple components.
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Figure 7: Throughput across a netmap pipe, with
di↵erent placements of source and sink, and 60 byte
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slots to emphasize the behaviour described in Sec-
tion 5.3.3.

ports, so in this experiment, the bottleneck is the thread (on
the sender side) that executes the data copy.

Our reference curve is the throughput between two ports
on the Host (red in the Figure); in this case the bottle-
neck thread is the client application on the sender side. As
expected, the curve climbs up as the system call time is
amortized over larger batches.

When the receiver is moved within a VM (the Host-Guest
case, blue curve) there is an additional thread involved in
the data transfer (see Figure 5, middle), but it operates on
the receive side, so the bottleneck remains unchanged and
throughput is very similar to the Host-Host case.

Moving the source on the Guest instead yields a higher
throughput for comparable burst size, and also a modest
throughput increase. This is not surprising: the sending
thread (now on the Guest) only has to notify the port
adapter in the host, while the expensive work – copying
packets – is performed by the kernel thread on the host-
transmit side (see Figure 5, top). This thread (which is
the bottleneck) runs entirely in the kernel, and the time it
takes to wakeup is much lower than that of the poll() sys-
tem call used in the Host-Host case. This explains both the
slightly higher throughput, and the steeper curve at small
batch sizes.

In the Guest-Guest case, the interaction involves two addi-
tional kernel threads besides the sender and the receiver (see
Figure 5, bottom). The bottleneck thread is the same as in
the Guest-Host case, hence we have similar throughput.

5.3.2 Throughput over netmap pipes
Figure 7 shows the throughput of a sender-receiver pair com-
municating over netmap pipes. Since this time there is no
data copy involved, the absolute throughput is much higher
than on VALE ports, and in fact dominated by the speed
of memory, the e↵ectiveness of the cache, the overhead of
system calls and interference of OS activities related to the
scheduling of threads. Because of the latter, di↵erent runs

Guest が送信側の時が速い
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Figure 6: Throughput across a VALE switch, with
di↵erent placements of the source and sink, and 60
byte packets. In these experiments the queue size is
1024 slots.

packets.

For throughput measurement, we use the netmap’s pkt-gen
program, which is a general purpose sender/receiver with
configurable packet size, rate, batch size and number of
threads. pkt-gen normally uses poll() to do I/O, hence
it blocks when there are no slots in the queue to send or
receive. We use two instances of pkt-gen (one sender and
one receiver) with a single thread each, running on the host
or the guest. The sender runs in unlimited rate mode, mini-
mum size Ethernet frames (60-byte packets excluding CRC),
and variable TX batch size. VALE ports and pipes are con-
figured to use a single queue with 1024, 2048 or 4096 slots.
NICs are configured with 4 queues and 2048 slots.

In these tests results are very stable and repeatable, with
variations of less than 2% on physical ports and VALE ports,
and less than 5% on netmap pipes (we will explain the larger
variations in this case). For simplicity we only report the
average values in our experiments, taken from runs lasting
10 s each.

IMPORTANT NOTE: by itself, pkt-gen does not touch
the payload of the packets, so it is an excellent tool to mea-
sure the overhead of just the communication channel, with-
out adding unnecessary operations. As an example, this
feature lets us identify clearly the performance di↵erence
between netmap pipes and VALE ports, as well as the loca-
tion of the bottleneck in the various combinations of sender
and receiver.

Real world, data touching applications as data source and
sink would be up to one order of magnitude slower than
ptnetmap, and their use would transform the experiments in
a benchmark of the source/sink themselves, and hide most
details on the behaviour of ptnetmap.

5.3.1 Throughput over VALE switch
Figure 6 shows the throughput when source and sink com-
municate across a VALE switch. VALE transfers packets
by executing a data copy to guarantee isolation between the

performance with multiple components.
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Figure 7: Throughput across a netmap pipe, with
di↵erent placements of source and sink, and 60 byte
packets. In this case the queue size is set to 2048
slots to emphasize the behaviour described in Sec-
tion 5.3.3.

ports, so in this experiment, the bottleneck is the thread (on
the sender side) that executes the data copy.

Our reference curve is the throughput between two ports
on the Host (red in the Figure); in this case the bottle-
neck thread is the client application on the sender side. As
expected, the curve climbs up as the system call time is
amortized over larger batches.

When the receiver is moved within a VM (the Host-Guest
case, blue curve) there is an additional thread involved in
the data transfer (see Figure 5, middle), but it operates on
the receive side, so the bottleneck remains unchanged and
throughput is very similar to the Host-Host case.

Moving the source on the Guest instead yields a higher
throughput for comparable burst size, and also a modest
throughput increase. This is not surprising: the sending
thread (now on the Guest) only has to notify the port
adapter in the host, while the expensive work – copying
packets – is performed by the kernel thread on the host-
transmit side (see Figure 5, top). This thread (which is
the bottleneck) runs entirely in the kernel, and the time it
takes to wakeup is much lower than that of the poll() sys-
tem call used in the Host-Host case. This explains both the
slightly higher throughput, and the steeper curve at small
batch sizes.

In the Guest-Guest case, the interaction involves two addi-
tional kernel threads besides the sender and the receiver (see
Figure 5, bottom). The bottleneck thread is the same as in
the Guest-Host case, hence we have similar throughput.

5.3.2 Throughput over netmap pipes
Figure 7 shows the throughput of a sender-receiver pair com-
municating over netmap pipes. Since this time there is no
data copy involved, the absolute throughput is much higher
than on VALE ports, and in fact dominated by the speed
of memory, the e↵ectiveness of the cache, the overhead of
system calls and interference of OS activities related to the
scheduling of threads. Because of the latter, di↵erent runs

Stefano Garzarella, Giuseppe Lettieri, and Luigi Rizzo. 2015. Virtual Device Passthrough for High Speed Vm Networking. In 2015 ACM/IEEE Symposium on 
Architectures for Networking and Communications Systems (ANCS), 99-110.(https://doi.org/10.1109/ANCS.2015.7110124)

https://doi.org/10.1109/ANCS.2015.7110124


研究紹介

497

仮想マシン通信について

仮想 I/O 実⾏⽅式の改善
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実験の設定：Split は 2 CPU で動作するため、vCPU に割り当てる CPU 時間を半分に設定
その他は１ CPU のみ利⽤
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(a) No NF - virtual ports. (b) Bridge NF - virtual ports. (c) Firewall NF - virtual ports. (d) Router NF - virtual ports.

(e) No NF - physical ports. (f) Bridge NF - physical ports. (g) Firewall NF - physical ports. (h) Router NF - physical ports.

Figure 6: Throughput when running di�erent NFs one at a time using the split model, the merge model and HyperNF with
virtual (top graphs) and physical ports (bottom graphs).

Figure 7: Cumulative throughput on theNFVplatformwhen
multiple NFs share cores. In this experiment 6 cores are ded-
icated to the VMs and assigned in a round-robin fashion.
Packet size is 256B.

use of available resources than split (because there’s no separa-
tion between I/O and vCPU cores) and has lower synchronization
overheads than merge.

4.3 Accurate Resource Allocation
We measure how closely HyperNF can comply with speci�ed re-
source allocations, and compare it to the split and merge models. To
set the experiment up, we create two VMs, both sharing the same
CPU core without resource capping, and we set di�erent priority
settings for di�erent runs of the experiments. To add variability in
terms of load on the system, we vary packet sizes and the NFs run
by the VMs according to the con�gurations listed in Table 1.

Application Packet Size [B]
Setup VM1 VM2 VM1 VM2
A bridge fw 50 rules 64 1472
B fw 10 rules fw 50 rules 1024 512

Table 1: Con�gurations for experiments measuring the ac-
curacy of resource allocation.

Each VM is connected through its own VALE instance to a
pkt-gen sender and receiver pair running in dom0, with the sender
generating packets as fast as possible. As the metric we calculate
how much the system’s goodput di�ers from the priority settings
as error = (�oodput�expectedthrou�hput )/expectedthrou�hput⇥
100, where expectedthrou�hput = baseline ⇥VMpriorit�/100 (the
baseline is the performance when a VM has 100% of a CPU core for
running the NF).

The results are shown in Figure 8 (top row graphs). We observe
an error of up to 47% for the merge model and for the split model
errors ranging from 4% to as much as 175%. The reason for the
latter’s large deviation is that the baseline throughput is relatively
low because of dom0 going idle and into a sleep state, as previously
mentioned before in the single NF/�rewall experiment. When put
under higher load (two VMs requesting I/O operations) the driver
domain never goes to sleep and so overall throughput jumps up,
causing the error. At any rate, in all setups HyperNF produces a
maximal error of only 2.9%.

For the test with physical ports we use the same set up as above
but move the pkt-gen receivers to an external host (one of our
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Figure 6: Throughput when running di�erent NFs one at a time using the split model, the merge model and HyperNF with
virtual (top graphs) and physical ports (bottom graphs).

Figure 7: Cumulative throughput on theNFVplatformwhen
multiple NFs share cores. In this experiment 6 cores are ded-
icated to the VMs and assigned in a round-robin fashion.
Packet size is 256B.

use of available resources than split (because there’s no separa-
tion between I/O and vCPU cores) and has lower synchronization
overheads than merge.

4.3 Accurate Resource Allocation
We measure how closely HyperNF can comply with speci�ed re-
source allocations, and compare it to the split and merge models. To
set the experiment up, we create two VMs, both sharing the same
CPU core without resource capping, and we set di�erent priority
settings for di�erent runs of the experiments. To add variability in
terms of load on the system, we vary packet sizes and the NFs run
by the VMs according to the con�gurations listed in Table 1.

Application Packet Size [B]
Setup VM1 VM2 VM1 VM2
A bridge fw 50 rules 64 1472
B fw 10 rules fw 50 rules 1024 512

Table 1: Con�gurations for experiments measuring the ac-
curacy of resource allocation.

Each VM is connected through its own VALE instance to a
pkt-gen sender and receiver pair running in dom0, with the sender
generating packets as fast as possible. As the metric we calculate
how much the system’s goodput di�ers from the priority settings
as error = (�oodput�expectedthrou�hput )/expectedthrou�hput⇥
100, where expectedthrou�hput = baseline ⇥VMpriorit�/100 (the
baseline is the performance when a VM has 100% of a CPU core for
running the NF).

The results are shown in Figure 8 (top row graphs). We observe
an error of up to 47% for the merge model and for the split model
errors ranging from 4% to as much as 175%. The reason for the
latter’s large deviation is that the baseline throughput is relatively
low because of dom0 going idle and into a sleep state, as previously
mentioned before in the single NF/�rewall experiment. When put
under higher load (two VMs requesting I/O operations) the driver
domain never goes to sleep and so overall throughput jumps up,
causing the error. At any rate, in all setups HyperNF produces a
maximal error of only 2.9%.

For the test with physical ports we use the same set up as above
but move the pkt-gen receivers to an external host (one of our
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Figure 6: Throughput when running di�erent NFs one at a time using the split model, the merge model and HyperNF with
virtual (top graphs) and physical ports (bottom graphs).

Figure 7: Cumulative throughput on theNFVplatformwhen
multiple NFs share cores. In this experiment 6 cores are ded-
icated to the VMs and assigned in a round-robin fashion.
Packet size is 256B.

use of available resources than split (because there’s no separa-
tion between I/O and vCPU cores) and has lower synchronization
overheads than merge.

4.3 Accurate Resource Allocation
We measure how closely HyperNF can comply with speci�ed re-
source allocations, and compare it to the split and merge models. To
set the experiment up, we create two VMs, both sharing the same
CPU core without resource capping, and we set di�erent priority
settings for di�erent runs of the experiments. To add variability in
terms of load on the system, we vary packet sizes and the NFs run
by the VMs according to the con�gurations listed in Table 1.

Application Packet Size [B]
Setup VM1 VM2 VM1 VM2
A bridge fw 50 rules 64 1472
B fw 10 rules fw 50 rules 1024 512

Table 1: Con�gurations for experiments measuring the ac-
curacy of resource allocation.

Each VM is connected through its own VALE instance to a
pkt-gen sender and receiver pair running in dom0, with the sender
generating packets as fast as possible. As the metric we calculate
how much the system’s goodput di�ers from the priority settings
as error = (�oodput�expectedthrou�hput )/expectedthrou�hput⇥
100, where expectedthrou�hput = baseline ⇥VMpriorit�/100 (the
baseline is the performance when a VM has 100% of a CPU core for
running the NF).

The results are shown in Figure 8 (top row graphs). We observe
an error of up to 47% for the merge model and for the split model
errors ranging from 4% to as much as 175%. The reason for the
latter’s large deviation is that the baseline throughput is relatively
low because of dom0 going idle and into a sleep state, as previously
mentioned before in the single NF/�rewall experiment. When put
under higher load (two VMs requesting I/O operations) the driver
domain never goes to sleep and so overall throughput jumps up,
causing the error. At any rate, in all setups HyperNF produces a
maximal error of only 2.9%.

For the test with physical ports we use the same set up as above
but move the pkt-gen receivers to an external host (one of our
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(a) No NF - virtual ports. (b) Bridge NF - virtual ports.
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Figure 6: Throughput when running di�erent NFs one at a time using the split model, the merge model and HyperNF with
virtual (top graphs) and physical ports (bottom graphs).

Figure 7: Cumulative throughput on theNFVplatformwhen
multiple NFs share cores. In this experiment 6 cores are ded-
icated to the VMs and assigned in a round-robin fashion.
Packet size is 256B.

use of available resources than split (because there’s no separa-
tion between I/O and vCPU cores) and has lower synchronization
overheads than merge.

4.3 Accurate Resource Allocation
We measure how closely HyperNF can comply with speci�ed re-
source allocations, and compare it to the split and merge models. To
set the experiment up, we create two VMs, both sharing the same
CPU core without resource capping, and we set di�erent priority
settings for di�erent runs of the experiments. To add variability in
terms of load on the system, we vary packet sizes and the NFs run
by the VMs according to the con�gurations listed in Table 1.

Application Packet Size [B]
Setup VM1 VM2 VM1 VM2
A bridge fw 50 rules 64 1472
B fw 10 rules fw 50 rules 1024 512

Table 1: Con�gurations for experiments measuring the ac-
curacy of resource allocation.

Each VM is connected through its own VALE instance to a
pkt-gen sender and receiver pair running in dom0, with the sender
generating packets as fast as possible. As the metric we calculate
how much the system’s goodput di�ers from the priority settings
as error = (�oodput�expectedthrou�hput )/expectedthrou�hput⇥
100, where expectedthrou�hput = baseline ⇥VMpriorit�/100 (the
baseline is the performance when a VM has 100% of a CPU core for
running the NF).

The results are shown in Figure 8 (top row graphs). We observe
an error of up to 47% for the merge model and for the split model
errors ranging from 4% to as much as 175%. The reason for the
latter’s large deviation is that the baseline throughput is relatively
low because of dom0 going idle and into a sleep state, as previously
mentioned before in the single NF/�rewall experiment. When put
under higher load (two VMs requesting I/O operations) the driver
domain never goes to sleep and so overall throughput jumps up,
causing the error. At any rate, in all setups HyperNF produces a
maximal error of only 2.9%.

For the test with physical ports we use the same set up as above
but move the pkt-gen receivers to an external host (one of our
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(e) No NF - physical ports. (f) Bridge NF - physical ports. (g) Firewall NF - physical ports. (h) Router NF - physical ports.

Figure 6: Throughput when running di�erent NFs one at a time using the split model, the merge model and HyperNF with
virtual (top graphs) and physical ports (bottom graphs).

Figure 7: Cumulative throughput on theNFVplatformwhen
multiple NFs share cores. In this experiment 6 cores are ded-
icated to the VMs and assigned in a round-robin fashion.
Packet size is 256B.

use of available resources than split (because there’s no separa-
tion between I/O and vCPU cores) and has lower synchronization
overheads than merge.

4.3 Accurate Resource Allocation
We measure how closely HyperNF can comply with speci�ed re-
source allocations, and compare it to the split and merge models. To
set the experiment up, we create two VMs, both sharing the same
CPU core without resource capping, and we set di�erent priority
settings for di�erent runs of the experiments. To add variability in
terms of load on the system, we vary packet sizes and the NFs run
by the VMs according to the con�gurations listed in Table 1.

Application Packet Size [B]
Setup VM1 VM2 VM1 VM2
A bridge fw 50 rules 64 1472
B fw 10 rules fw 50 rules 1024 512

Table 1: Con�gurations for experiments measuring the ac-
curacy of resource allocation.

Each VM is connected through its own VALE instance to a
pkt-gen sender and receiver pair running in dom0, with the sender
generating packets as fast as possible. As the metric we calculate
how much the system’s goodput di�ers from the priority settings
as error = (�oodput�expectedthrou�hput )/expectedthrou�hput⇥
100, where expectedthrou�hput = baseline ⇥VMpriorit�/100 (the
baseline is the performance when a VM has 100% of a CPU core for
running the NF).

The results are shown in Figure 8 (top row graphs). We observe
an error of up to 47% for the merge model and for the split model
errors ranging from 4% to as much as 175%. The reason for the
latter’s large deviation is that the baseline throughput is relatively
low because of dom0 going idle and into a sleep state, as previously
mentioned before in the single NF/�rewall experiment. When put
under higher load (two VMs requesting I/O operations) the driver
domain never goes to sleep and so overall throughput jumps up,
causing the error. At any rate, in all setups HyperNF produces a
maximal error of only 2.9%.

For the test with physical ports we use the same set up as above
but move the pkt-gen receivers to an external host (one of our
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仮想マシン通信
• 仮想スイッチへパケット I/O フレームワークを適⽤
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• mSwitch (SOSR 2015)
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仮想マシン通信
• 仮想スイッチへパケット I/O フレームワークを適⽤
• VALE (CoNEXT 2012)
• CuckooSwitch (CoNEXT 2013)
• mSwitch (SOSR 2015)
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VMFUNC は vCPU からの exit を発⽣させない：結果、切り替えが速い



仮想マシン通信
• 仮想スイッチへパケット I/O フレームワークを適⽤
• VALE (CoNEXT 2012)
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• mSwitch (SOSR 2015)
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提案⼿法：仮想マシンに新しいコンテキストを追加
- これらは仮想マシンコンテキストの⼀部
-ホストと同じく信頼されているドメインとして想定

NIC デバイスドライバ
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仮想スイッチ

NIC レジスタ
仮想スイッチ

ポイント：コンテキストの移⾏には VMFUNC という CPU 命令を利⽤

VM
FU

N
C

VMFUNC は vCPU からの exit を発⽣させない：結果、切り替えが速い

＊仮想マシンは VMFUNC を通して以外は追加されたコンテキストにアクセスできない



仮想マシン通信の⾼速化
• パケット I/O フレームワークを使った仮想スイッチを仮想マシ

ン通信基盤へ適⽤
• ClickOS (NSDI 2014)
• NetVM (NSDI 2014)
• ptnetmap (ANCS 2015, LANMAN 2016)
• HyperNF (SoCC 2017)
• ELISA (ASPLOS 2023)
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VMEXIT をなくすことによる改善



仮想マシン通信の⾼速化
• パケット I/O フレームワークを使った仮想スイッチを仮想マシ

ン通信基盤へ適⽤
• ClickOS (NSDI 2014)
• NetVM (NSDI 2014)
• ptnetmap (ANCS 2015, LANMAN 2016)
• HyperNF (SoCC 2017)
• ELISA (ASPLOS 2023)

547

改善

0

2

4

6

8

10

64 128 256 512 1024 1472

Th
ro

ug
hp

ut
 [M

pp
s]

パケットサイズ

VM 間通信速度

既存⼿法 提案⼿法
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最近の取り組み
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最近の取り組み：TCP/IP スタック⾃作
•モチベーション
• 他のシステムと統合しやすく
• マルチコア環境で利⽤できる実装がほしい
• + 性能のボトルネックがどこから来るかに興味がある

• まだ実装途中ですがよろしければお試しください
• ソースコード：https://github.com/yasukata/iip
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https://github.com/yasukata/iip


モチベーション
• 既存の多くの TCP/IP 実装は込み⼊ったことをしようと思うと

取り回しが良くない場合がある
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モチベーション
•具体的に、既存の多くの TCP/IP スタック実装は

1. 特定の OS、ライブラリやネットワーク I/O 機能に依存
2. それら機能が TCP/IP スタック外部から隠蔽されている
3. TCP/IP スタック⾃体にプロトコル処理を⾏うスレッドが含まれる

•結果として、
1. 他のシステムとの統合・コンパイル⾃体が難しい場合がある
2. 機能の隠蔽によって、最適化がしにくくなる場合がある
3. プロトコル処理を⾏うスレッドの実⾏形式が限定される
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１. 統合・コンパイルが難しい
•例えば、Shenango や Caladan のように独⾃のユーザー空間ス

レッドでプロトコル処理を実⾏しようとすると、既存の
pthreadや pthreadを想定したロックに依存した TCP/IP ス
タック実装は組み合わせるのが難しい

•新しく設計・実装された OS 等の既存の標準ライブラリ等との
互換が⼗分でないシステムに適⽤するのが難しい
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２. 機能隠蔽により最適化しにくくなる
•例えば、sendfile システムコールのようにディスクと NIC 間の
データの受け渡しのメモリコピーを削減したいと思った時
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２. 機能隠蔽により最適化しにくくなる
•例えば、sendfile システムコールのようにディスクと NIC 間の
データの受け渡しのメモリコピーを削減したいと思った時
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２. 機能隠蔽により最適化しにくくなる
•例えば、sendfile システムコールのようにディスクと NIC 間の
データの受け渡しのメモリコピーを削減したいと思った時
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TCP/IP スタック実装

DPDK

DPDK ⽤パケットバッファ

TCP/IP

本当はディスクのデータを
DPDK ⽤パケットバッファへ読み出したい

ディスク

多くの実装で、DPDK とそのパケットバッファは
TCP/IP スタック実装内部に隠蔽され
ディスクの直接的なデータ読み込み先として指定できない



３. スレッドの実⾏形式が制限される
• 既存の実装の多くは⾃前でプロトコル処理を⾏うスレッドを含
んでいる
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３. スレッドの実⾏形式が制限される
• 既存の実装の多くは⾃前でプロトコル処理を⾏うスレッドを含
んでいる
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送受信
キュー API

TCP/IP スタック実装利⽤者は以下のような感じでアプリを実装する
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• 既存の実装の多くは⾃前でプロトコル処理を⾏うスレッドを含
んでいる
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典型的な設定ではアプリと TCP/IP スタック実装のスレッドは別の CPU コアで実⾏する
TCP/IP スタック実装利⽤者は以下のような感じでアプリを実装する



仮想マシン通信の⾼速化
• パケット I/O フレームワークを使った仮想スイッチを仮想マシ

ン通信基盤へ適⽤
• ClickOS (NSDI 2014)
• NetVM (NSDI 2014)
• ptnetmap (ANCS 2015, LANMAN 2016)
• HyperNF (SoCC 2017)
• ELISA (ASPLOS 2023)
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Xen に netmap/VALE を適⽤

QEMU/KVM に DPDK を適⽤

Xen に netmap/VALE を適⽤
実⾏のモデルを改善

主張：vCPU スレッドと仮想スイッチを実⾏する
バックエンドのスレッドを分けない⽅が良い

カーネル
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thread

実際は、vCPU かバックエンドのスレッドどちらかが常にボトルネックになる
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３. スレッドの実⾏形式が制限される
• 既存の実装の多くは⾃前でプロトコル処理を⾏うスレッドを含
んでいる
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• 既存の実装の多くは⾃前でプロトコル処理を⾏うスレッドを含
んでいる
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３. スレッドの実⾏形式が制限される
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んでいる

563

典型的な設定ではアプリと TCP/IP スタック実装のスレッドは別の CPU コアで実⾏する
TCP/IP スタック実装利⽤者は以下のような感じでアプリを実装する

アプリ
スレッド

TCP/IP
スレッド

常に空きの CPU 時間ができる



３. スレッドの実⾏形式が制限される
•理想的には
• NIC からデータを受け取る
• TCP/IP スタック受信処理
• アプリ固有処理
• TCP/IP スタック送信処理
• NIC からデータを送信する

• 上記を⼀つのスレッドで実⾏できた⽅が嬉しい
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lwIP
• ⼩さい組み込みデバイスを想定したポータブルな TCP/IP 実装
• （個⼈的に）⾮常に利⽤しやすい上に性能も⾼い

•⼀⽅、
• NIC のオフローディング機能に対応していない
• NIC とアプリの間でコピーを削除しきれない
• 複数スレッドで同時に lwIP を実⾏できるように作られていない

565



モチベーション
•以下のような特性を持つ TCP/IP 実装が欲しい

1. プロトコル処理の実装が特定の CPU、NIC、OS、ライブラリ、コン
パイラ機能に依存しない

2. 外部の実装に対して、隠蔽する機構が最⼩限
3. TCP/IP スタックがプロトコル処理を実⾏するスレッドを持たない
4. NIC のオフローディング機能を使える
5. NIC とアプリの間でコピーをなくすことができる
6. 複数スレッドで実⾏可能でマルチコア環境で性能がスケールする
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TCP/IP スタック実装者が提供

TCP/IP スタック利⽤者
（アプリ開発者）が提供

CALLBACK

CALLBACK
利⽤者が実装するコールバック
パケットバッファ確保・解放
NIC からのパケット転送
NIC のオフロード機能通知

アプリはパケットバッファへ直接送信したいデータを書き込める

API

送信⽤ API には、パケットバッファへのポインタを渡す

TCP/IP スタックは利⽤者が実装したコールバックを使って
NIC の Scatter Gather 機能でペイロードにヘッダを結合して
パケットを送信：ペイロードのメモリコピーはなし



実装ポイント
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ネットワーク I/O 機能

パケットバッファ

TCP/IP

今回の実装の構成

アプリ

TCP/IP スタック実装者が提供

TCP/IP スタック利⽤者
（アプリ開発者）が提供

CALLBACK

CALLBACK
利⽤者が実装するコールバック
パケットバッファ確保・解放
NIC からのパケット転送
NIC のオフロード機能通知

アプリはパケットバッファへ直接送信したいデータを書き込める

API

送信⽤ API には、パケットバッファへのポインタを渡す

TCP/IP スタックは利⽤者が実装したコールバックを使って
確保したパケットバッファを解放



実装ポイント
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ネットワーク I/O 機能

パケットバッファ

TCP/IP

今回の実装の構成

アプリ

TCP/IP スタック実装者が提供

TCP/IP スタック利⽤者
（アプリ開発者）が提供

CALLBACK

CALLBACK
利⽤者が実装するコールバック
パケットバッファ確保・解放
NIC からのパケット転送
NIC のオフロード機能通知

アプリはパケットバッファへ直接送信したいデータを書き込める

API

送信⽤ API には、パケットバッファへのポインタを渡す

ここで利⽤者がアプリで書き込んだパケットバッファを
解放しなければ、同じパケットバッファ上のデータを
別の宛先へ送ることもできます



実装ポイント
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ネットワーク I/O 機能

パケットバッファ

TCP/IP

今回の実装の構成

アプリ

TCP/IP スタック実装者が提供

TCP/IP スタック利⽤者
（アプリ開発者）が提供

CALLBACK

CALLBACK
利⽤者が実装するコールバック
パケットバッファ確保・解放
NIC からのパケット転送
NIC のオフロード機能通知

アプリはパケットバッファへ直接送信したいデータを書き込める

API

送信⽤ API には、パケットバッファへのポインタを渡す

ここで利⽤者がアプリで書き込んだパケットバッファを
解放しなければ、同じパケットバッファ上のデータを
別の宛先へ送ることもできます

利⽤者にこのような⾃由度を残せるところが TCP/IP スタック実装が機能の隠蔽を⾏わない利点



性能
•ベンチマーク
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Linux TCP/IP this work

- TCP ペイロードは 4 ~ 64 バイト
- サーバーが各 CPU コアが 16 TCP 接続へ

応答するようクライアントは接続数を調整
- TCP 接続は確⽴後切断しない
- なるべく⾼速にメッセージの交換を⾏う

CPU: 2 x 16-core Intel Xeon Gold 6326 CPU @ 2.90GHz (合計 32 コア)
NIC: Mellanox ConnectX-5 100 Gbps NIC （マシン間はケーブルを直繋ぎして接続）
OS: Linux 6.2

実験環境（同じ設定のマシン２台）



性能
•ベンチマーク
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Linux TCP/IP this work

- TCP ペイロードは 4 ~ 64 バイト
- サーバーが各 CPU コアが 16 TCP 接続へ

応答するようクライアントは接続数を調整
- TCP 接続は確⽴後切断しない
- なるべく⾼速にメッセージの交換を⾏う

16 CPU コア以降、コア数を増やしても
あまり速くならなかった

何故？

CPU: 2 x 16-core Intel Xeon Gold 6326 CPU @ 2.90GHz (合計 32 コア)
NIC: Mellanox ConnectX-5 100 Gbps NIC （マシン間はケーブルを直繋ぎして接続）
OS: Linux 6.2

実験環境



簡単な調査
• pqos コマンドでメモリに関する情報を取得
• Instruction Per Cycle (IPC)
• Cache Miss
• Last-Level Cache occupancy
• Memory Bandwidth

579

https://github.com/intel/intel-cmt-cat/wiki/PQoS-monitoring-metrics-definition

https://github.com/intel/intel-cmt-cat/wiki/PQoS-monitoring-metrics-definition


Instruction Per Cycle (IPC)
• 利⽤している CPU コア
全ての IPC の合計
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16 CPU コア以降、コア数を増やしても
IPC があまり増えていない



キャッシュミス回数
• 利⽤している CPU コアで
観測されたキャッシュミス
回数の合計
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16 CPU コア以降、８コアまでの時と
⽐べてキャッシュミス回数が⼤幅に増加



メモリ帯域使⽤状況
• 利⽤している CPU コア

で観測されたメモリ帯域
使⽤の合計
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キャッシュミス増加に合わせて
メモリ帯域の利⽤が増加



キャッシュ占有状況
• 利⽤している CPU コア

の占有している
キャッシュサイズの合計
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コアを増やしてもデータが
キャッシュに乗らなくなって
性能が制限されているかも？

今回のマシンの CPU は１つあたり
24 MB のキャッシュを持っており、
２CPU 構成のため 48 MB が限界と思われる



利⽤する CPU の数を１つにしてみる
•先ほどまでは２つの CPU  のコアを同数利⽤していたので、今

度は全てのスレッドを同じ CPU で動かしてみる

584
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2 CPU (32-core) 1 CPU (16-core)
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2 CPU (32-core) 1 CPU (16-core)
⻘が先ほどまでのグラフです 使えるキャッシュサイズが前の実験と⽐べて半分になる



利⽤する CPU の数を１つにしてみる
•先ほどまでは２つの CPU  のコアを同数利⽤していたので、今

度は全てのスレッドを同じ CPU で動かしてみる
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2 CPU (32-core) 1 CPU (16-core)
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2 CPU (32-core) 1 CPU (16-core)
⻘が先ほどまでのグラフです

１CPUの時の⽅が同じ CPU コア数でも性能が下がった

使えるキャッシュサイズが前の実験と⽐べて半分になる



利⽤する CPU の数を１つにしてみる
•先ほどまでは２つの CPU  のコアを同数利⽤していたので、今

度は全てのスレッドを同じ CPU で動かしてみる
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2 CPU (32-core) 1 CPU (16-core)
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2 CPU (32-core) 1 CPU (16-core)
⻘が先ほどまでのグラフです

１CPUの時の⽅が同じ CPU コア数でも性能が下がった 使えるキャッシュサイズは性能に影響がありそう

使えるキャッシュサイズが前の実験と⽐べて半分になる



まとめ
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まとめ
• NIC の⾼速化による性能の伸び代を活かす研究についてご紹介

しました
• 引⽤等は技術レポート「Internet Infrastructure Review (IIR) Vol. 60」

をご参照ください
• HTML / PDF 版：https://www.iij.ad.jp/dev/report/iir/060.html

• TCP/IP スタックを⾃作してみて、⽐較的最近のハードウェア
での性能の限界がどこから来るか簡単に調査してみました
• よろしければお試しください：https://github.com/yasukata/iip

588

https://www.iij.ad.jp/dev/report/iir/060.html
https://github.com/yasukata/iip

