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Outline
• Introduction to a Confidential VM (Virtual Machine)

• Overview of AML (ACPI Machine Language)

• Our Proposal: AML Injection Attack

• Case studies: Linux and Windows

• Mitigation Strategies
• Takeaways
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Introduction to a Confidential VM
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Virtual Machine
(VM)

Traditional Virtual Machine

Sensitive Data

Cloud vendor

full access
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Cloud user

upload

Use the cloud. Trust us!

E.g., Amazon EC2 and Google GCP
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Confidential VM
(CVM)

Confidential Virtual Machine

Sensitive Data

Cloud vendor
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Cloud user

upload

Keep my secret! No need to
trust us!
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CVM

Encryption in CVM

Cloud user Cloud vendor

User’s Sensitive Data
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CPU

🔒
🔑
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CVM

Attestation in CVM

Attestation

Cloud vendorCloud user
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Guest OS

Firmware

CPU

OS and firmware 
are legitimate!
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Threat Model in CVM

Cloud vendorCloud user
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CPU

Untrusted

Trusted

CVM
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Commercialized CVM
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Amazon EC2 instance
with AMD SEV-SNP

GCP Confidential VM
instances

Azure
Confidential VMs

AMD SEV-SNP Intel TDX

Cloud Vendors

CPU Vendors
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Overview of AML

10



#BHEU @BlackHatEventsInformation Classification: General 11

• ACPI = Advanced Configuration and Power Interface

ACPI Machine Language (AML)

Firmware

OS Kernel

AML Code
(executed by the kernel)

ACPI Table

AML Code

Hardware

Control hardware
(e.g. power off)
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AML Example

<- if statement

<- memory access
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Firmware (BIOS)
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• Exploit ACPI to install Rootkit

ACPI Rootkit

Rootkit

OS Kernel

Hardware

(Black Hat Europe 2006)

Flash ROM

ACPI Table

AML Code
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Firmware

CVM

AML in the Cloud

OS Kernel

Host
ACPI Table

Cloud vendorCloud user

14

Customize ACPI

ACPI Table

AML Code
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Firmware

CVM

AML Attestation in CVM

Attestation

AML Code

OS Kernel

Host

Cloud vendorCloud user
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ACPI Table

AML attestation is 
indispensable!

ACPI Table

AML is legitimate!
(when the CVM boots)

Customize ACPI
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Our Proposal: AML Injection Attack
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Firmware

CVM

AML Injection

AML Code

OS Kernel

Host

Attestation
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Cloud vendor
Runtime Interface

Inject AML at Runtime!

Cloud user

AML was legitimate!
(when the CVM boots)
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Firmware

CVM

AML Injection Attack

AML Code

OS Kernel

Host

Attestation
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Cloud vendor
Runtime Interface

AML Code

Arbitrary Code

Cloud user

Arbitrary Code Execution

AML was legitimate!
(when the CVM boots)
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Linux Case Study
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OVMF Firmware

CVM

Linux: AML Injection

AML Code

Linux Kernel

QEMU Host

Attestation

Cloud vendorCloud user
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QEMU fw_cfg
Inject AML

via QEMU Firmware Configuration
(fw_cfg) Device
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OVMF Firmware

CVM

Linux: AML Injection Attack

AML Code

Linux Kernel

QEMU Host

Attestation

Cloud vendorCloud user
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QEMU fw_cfg

AML Code initramfs

Root Shell Access!
Root Shell ttyS1
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Linux: Injected AML
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Linux: Demo
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Windows Case Study
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Azure Firmware

CVM

Windows: AML Injection

AML Code

Windows Kernel

Azure Host

Attestation

Cloud vendorCloud user
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Inject AML!
Undocumented I/F



#BHEU @BlackHatEventsInformation Classification: General

Azure Firmware

CVM

Windows: AML Injection Attack

AML Code

Windows Kernel

Azure Host

Attestation

Cloud vendorCloud user
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AML Code UEFI
Runtime Service

Undocumented I/F

Arbitrary Code

Arbitrary Code Execution
in Windows Kernel
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Windows: Injected AML
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jmp inst.

our code
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• This is a simulation!
• We inject the AML code through a debugging feature

• We don't have access to the Azure host

• We also disabled Secure Boot to enable debugging
• We didn’t change the program of firmware, bootloader, and Windows kernel

• Still, the proof of latter two techniques
• UEFI Runtime Service is writable with AML

• Arbitrary code is executed in Windows kernel

Windows: Notes on the Demo



#BHEU @BlackHatEventsInformation Classification: General

Windows: Demo
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Azure Details
• How did we find undocumented interfaces?

• Are these interfaces exploitable?
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• We dumped and analyzed firmware
1. Boot a Windows CVM with kernel debugger enabled

2. Stop the CVM during the boot

3. Scan the whole memory to find a firmware magic value

Azure: Undisclosed Firmware
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3. Scan the whole memory to find a firmware magic value

Azure: Undisclosed Firmware
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• We dumped and analyzed firmware
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• We dumped and analyzed firmware
1. Boot a Windows CVM with kernel debugger enabled

2. Stop the CVM during the boot

3. Scan the whole memory to find a firmware magic value

Azure: Undisclosed Firmware
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Azure: Two Undocumented I/F
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“PCAT BIOS helper”
Interface

“UEFI config blob”
Interface
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Azure Firmware

CVM

Azure: Current Architecture

Attestation

Guest OS

Azure Host

Cloud vendorCloud user
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Paravisor

Undocumented I/FVTL2
VTL0

We cannot inject
AML!

Really?
(What is Paravisor...?)
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Azure Firmware

CVM

Azure: Unattestable CVM

Attestation

Azure Host

Cloud vendor
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Paravisor (HCL)

Closed source ?

?

Proprietary! ❌

Trust us
on Paravisor!Guest OS

Undocumented I/F
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• OpenHCL source code is recently released
• OpenVMM and OpenHCL Linux kernel

• https://github.com/microsoft/openvmm

• Firmware source code is also released
• msvm

• https://github.com/microsoft/mu_msvm

• OpenHCL is not used in Azure (yet?)

Azure: Open Source Paravisor

https://github.com/microsoft/openvmm
https://github.com/microsoft/mu_msvm
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Mitigation Strategies
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Measured Boot

OVMF Firmware

CVM

1. Do Measured Boot with vTPM!

Attestation

Linux Kernel

QEMU Host

Cloud vendorCloud user
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vTPM
vTPM Quote

Do measured boot
and verify vTPM Quote



#BHEU @BlackHatEventsInformation Classification: General 41

• We reported the issue to AMD in May 2024
• AMD have provided notification to impacted partners

• AMD released a public security brief (AMD-SB-3012) on Decemter 9th 2024
• “AMD recommends the use of vTPM to perform a measured boot that includes 

measurements over all ACPI tables”

• Preview code for vTPM (no support in upstream QEMU yet)
• Coconut-SVSM: https://github.com/coconut-svsm/svsm

• Linux: https://github.com/coconut-svsm/linux/commits/svsm

• OVMF: https://github.com/coconut-svsm/edk2/tree/svsm

• Qemu: https://github.com/coconut-svsm/qemu/tree/svsm-igvm

Coordinated Disclosure with AMD
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Azure Firmware

CVM

2. Make Everything Attestable!

Attestation

Guest OS

Azure Host

Cloud vendorCloud user

42

Paravisor

Undocumented I/F

All code is
attestable!

We release
attestable code!
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• We reported the issue to Microsoft in July 2024
• Microsoft said “the host does not control the content of these structures (ACPI tables)”

• But...

• Users must trust Microsoft!
• “The HCL is developed by Microsoft, and as such, CVM users do need to place a level of trust in Microsoft as the 

cloud operator”

• Paravisor (HCL) is not attestable!
• “binaries and source code for HCL are not publicly available”

• Microsoft recently released Paravisor source code!
• But, HCL is not OpenHCL

Discussion with Microsoft
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Firmware

CVM

3. Improve AML Security!

Attestation

AML Code

OS Kernel

Host

Cloud vendorCloud user
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ACPI Table

ACPI Table

How do ve verify the 
vendor-specific AML code?

AML Code

AML is legitimate!

Customize ACPI
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• Enhance AML interpreters
• Simple sandboxing in Windows

• Bypassed by our attack

• Fine-grained sandboxing

• Enhance AML Verification
• Simple Verification

• Formal Verification

Future Directions
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Takeaway
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• For cloud users:
• DO measured boot with vTPMs for CVMs

• Otherwise, there is a risk of arbitrary code execution by cloud vendors

• For cloud vendors:
• Make everything attestable

• Release attestable code

• For communities:
• Find a way to improve AML security

• Need long-term efforts

Takeaways


