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ClientHello D fg&

® ClientHelloD & dp#R ISR 7 + —IL R
"] egacy CTHED 71— JILRIE TLS13 TREYI—

struct {
Pr ot ocol Version | egacy_version = 0x0303;
Random random
opaque | egacy _session_ i d<0..32>;
Ci pher Suite ci pher _suites<2..2"16-2>;
opaque | egacy_conpressi on_net hods<1..2"8-1>;
Ext ensi on ext ensi ons<8..2"16-1>;

} dientHello;
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® ALPN (Application Layer Protocol Negotiation)
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SVCB/HTTPS RR

® research.cloudflare.com

al pn=[ " h2"]
| pv4hi nt =[ 104. 18. 4. 139, 104. 18. 5. 139]
| pv6hi nt =[ 2606: 4700: : 6812: 48b, 2606: 4700: : 6812: 58Db]
ech=[ (
4,
DHKEM X25519, HKDF- SHA256) ,
"9976bac08ccc8aal8f b21lad21f d628982 \
43al7a8ad732c7bf 69ef 0c2ea7635022",
[ ( HKDF- SHA256, AES- 128- GCM) |,
0,
“cl oudf | ar e- ech. cont,
[]
) ]
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® Hybrid Public Key Encryption
" NFRES EHBRESDO/NAM T YR
= HHEWNRFEZSRICEE(L
m I B BAERDiffie-Hellman (ECDH)
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= AP| % FEH

def Seal <MODE>( pkR, info, aad, pt, ...):

enc, ctx = Setup<MDE>S(pkR, i nfo,
ct = ctx. Seal (aad, pt)
return enc, ct
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B 57730

BECHZYR—MLTWB ISPV N
B ECHICH G U TWS Y —/\ | BEYIRECHILE

BECHICXIH U TWERWHY—/N 1 745 5 X IRECHILR
=S —y VS EIFEENS

5% T XIRECHILRDE K&
B EHYRECHILRIZIESH N THILZA L
mH— )\HAECHICHIRY 5 &
= 74 5 XIRECHILE — BYIRECHILER
B ZDZALEBILTERW

19




Firefox D ECH 7' —>> 70

CALCNSLUNS LETIULIl: £3D/f
- Extension: server_name (len=18) name=www.iij.ad.jp
Type: server_name (@)
Length: 18
> Server Name Indication extension
> Extension: extended_master_secret (len=0)
» Extension: renegotiation_info (len=1)
> Extension: supported_groups (len=16)
> Extension: ec_point_formats (len=2)
> Extension: application_layer_protocol_negotiation (len=14)
> Extension: status_request (len=5)
> Extension: delegated_credentials (len=10)
> Extension: signed_certificate_timestamp (len=0)
> Extension: key_share (len=1327) X25519MLKEM768, x25519, secp256rl
> Extension: supported_versions (len=9) TLS 1.3, TLS 1.2, TLS 1.1, TLS 1.0
> Extension: signature_algorithms (len=24)
> Extension: psk_key exchange_modes (len=2)
> Extension: record_size_limit (len=2)
> Extension: compress_certificate (len=7)
- Extension: encrypted_client_hello (1len=569)
Type: encrypted_client_hello (65837)
Length: 569
Client Hello type: Outer Client Hello (@)
- Cipher Suite: HKDF-SHA256/ChaCha2@Polyl13@5
Config Id: 161
Enc length: 32
Enc: eeb59422e471dbafedcb61b@42d3ef86c787dald990daadd4ca25172a9fdde6l
Payload length: 527
Payload [..]: 890f74a2b8bc266589000efd2d1d403dbe5350716d93a76d96c795a123...
> Extension: pre_shared_key (len=283)
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® Cloudflare A3/
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® Encrypted Client Hello D4R
=% ETRVEE

B https://kazu-yamamoto.hatenablog.jp/entry/2025/03/12/193201

" Encrypted Client Hello D33
" 5L RVE

B https://kazu-yamamoto.hatenablog.jp/entry/2025/03/14/150120

" Encrypted ClientHelloD {38 &
"Iy J7Aayv
® https://eng-blog.iij.ad.jp/archives/32414
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