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What is Formal Verification?

● Mathematical proof that a system 
satisfies its specification

● Different flavours
– Dynamic (testing at runtime)
– Static

Testing: hope to find bugs

Formal Verification: prove there are no bugs

● Different approaches

– Model checking
– Deductive verification
– ...



  

How we think of Formal Verification

Aerospace Transportation



  

From Specialized Fields to the General Public



  

Why Verify the Internet

● Correctness
– Check for specification compliance and protocol errors

● Security
– Increase robustness against attacks
– Ensure confidentiality, privacy and integrity properties are met

● Reliability
– Avoid bugs or misconfigurations

● Interoperability
– Ease standardization and development of various implementations

Formal Verification Increases 
Trust in the Infrastructure



  

Why Verify now?

● Attacks increase both in quantity and 
sophistication

● Protocols become increasingly complex 
and difficult to maintain



  

Internet Outages vs Formal Verification

AWS, October 2025
● Impact on critical services: DynamoDB, 

EC2, Lambda…

● Day-long disruption for Amazon, 
Disney+, Reddit, Signal, Zoom…

● Root cause: DNS race condition

● Formal Verification would have 
prevented this issue when designing the 
system

Cloudflare, November 2025

● ~3h global outage

● CloudFlare handles ~20% of web traffic

● Root cause: panic in Rust code

● Formal Verification would have 
avoided the situation while writing the 
code



  

Formal Verification for QUIC

Formal verification proves the protocol is correct:

– “it is not possible that a packet encrypted with an old 
key will be accepted after a key update”

– “an attacker cannot replay a valid packet to deceive 
the server

● What could go wrong?

– Specification errors
– Attacks
– ...

Handshake protocol: 
Fast but Complex



  

Formal Verification for Trusted Execution
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Need to trust many participants

● Developer

● Application code & 
dependencies

● Application image repository

● CPU vendor

● Cloud provider
   

   



  

Formal Verification Tools (not exhaustive)

TLA+ Verus Lean

Target Design and architecture Implementation Mathematical Proof

Language Temporal Logic Rust w/ Annotations Dedicated Proof Language

Proof Engine Model Checking SMT solver Proof Assistant

Learning Curve Medium Medium High

Abstraction Level High Medium Low

Link with code None Direct
Separated or Translation 

(e.g., Aeneas)

Use-cases Distributed Protocols Systems code Cryptographic proofs
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Formal Verification Examples

min() function in Verus



  

Formal Verification: Not Difficult



  

Conclusion: Please verify your systems

● Internet is too important and complex for testing only

● Formal Verification is now more accessible than ever

● Make the Internet safe and robust

– For you: less headaches during development
– For everyone: more security, more trust



  

The verification has already started!

Internet Security Research Group --
Memory Safety project
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